
The monthly magazine for automotive electronics engineers

vehicle-electronics.biz

IN THIS
ISSUE

Page 2: Microchip
and Most in pay TV

Page 4: Renesas
helps tier ones

Page 5: Volvo builds
autonomous mode
interface

Page 9: Mentor IESF
show report

Page 15: Making
software code secure

Page 20: Combining
location technology

Page 22: Smart
parking scheme

Page 24: Telematics
empowers fleets

Page 26: Nissan at
Tokyo Motor Show

Page 29: Product
news

Page 34: Contact
details

Issue 23
November 2015

NEWS

Vehicle Electronics November 2015, Page 2

Newbury Electronics is supplying PCBs to Detroit Electric, a designer and
developer of pure electric vehicles. The PCBs are a key component in the
battery packs for the Geely Emgrand EC7 sedan, which is a medium to
high end luxury brand vehicle that should be available for purchase in
July 2016.
“We had a tight manufacturing lead time and the company supplying

the PCBs for the SP:01 units couldn’t support us,” said John Perrott,
senior VP at Detroit Electric. “Fortunately, I was given the contact details
for Newbury via Lotus Cars and we have not looked back since then.”
The 675 PCBs are used in the battery pack for measuring and monitor-

ing the cell temperatures within the modules. These packs, sufficient for
25 vehicles, have been used to support the initial pre-production build of
the vehicles. The plan is to source all material locally in China when full
production commences.
“Quality prototyping carried out with experienced engineers is a key

part of the development of any new vehicle and we are delighted that an
international company like Detroit Electric was referred to us and that we
have been able to meet their demands,“ said Newbury Electronics manag-
ing director Philip King.

Newbury PCBs to Detroit Electric

Designers using Most
technology in automotive
infotainment networks
can leverage Microchip’s
networking products to
bring CI+-based pay TV
to their cars.
The Most Cooperation
recently released its latest
stream transmission spec-
ification, which includes
support for the Most CI+
interim licence agreement
issued by CI Plus LLP.
CI+ is a technical spec-
ification that provides ad-
ditional security and
features to the proven
DVB common interface
standard, and now allows
a Most network to trans-
port CI+ protected con-
tent using DTCP digital
transmission content pro-
tection.
According to CI Plus,
CI+ compatible consumer
electronic devices, such
as integrated digital tele-
visions and set-top boxes,
can access a wide range
of pay TV services via
plug-in CI+ modules,
wherever the CI+ tech-
nology is supported by
the local pay TV provider.
“We are proud to offer
our customers a com-
plete, easy-to-use, cost-
efficient solution to
transport the latest CI+
protected digital video in-
side automobiles,” said
Dan Termer, vice presi-
dent of Microchip’s
automotive information
systems division. “Once

Microchip and Most bring pay TV to vehicles
again, this demonstrates
Microchip’s close collab-
oration with our cus-
tomers and commitment
to listening to their
needs.”
Microchip offers Most
INIC intelligent network

interface controllers that
support video streaming
as defined by the latest
stream transmission spec-
ification. In addition, the
approved content protec-
tion schemes for DTCP
implemented in its Most

multimedia companion
ICs allow the transport of
CI+ protected content.
A free DTCP software
stack is also available for
transmitting the latest
digital video content in-
side the car.

Bosch announced at the
Tokyo Motor Show that it
is carrying out au-
tonomous driving tests in
Japan as it prepares for
the country’s plan to have
self-driving cars running
on the streets of Tokyo in
time for the 2020
Olympic Games.
The company has now
started testing on Japan-
ese public roads, making
Japan the third key Bosch
location for developing
automated driving. Since
the beginning of 2013,
Bosch has been testing
vehicles fitted with auto-
mated driving technolo-
gies on public roads in
Germany and the USA.
“Due to different road
and traffic conditions in
Japan, we need to adjust
and customise our system
appropriately,” said
Markus Heyn, a member
of the Bosch board.
Bosch’s accident re-
search predicts that in-
creasing automation can

Bosch starts automated
driving trials in Japan

Bosch’s stand at the Tokyo Motor Show

lower accident rates sig-
nificantly – by up to one-
third in Germany alone.
Bosch presented its lat-
est innovations for safer,
more efficient and more
relaxed mobility at the
44th Tokyo Motor Show,
where Heyn said: “We are
making good progress in
all three domains of fu-
ture mobility – electrifi-
cation, automation and
connectivity. We see spe-
cial potential for fuel-cell
technology and our 48V
boost recuperation system
for Japanese car manufac-
tures.”
Heyn emphasised the

increasingly important
role that Japanese car
manufacturers have been
playing in Bosch’s mobil-
ity business.
“When it comes to our
efforts to further develop
automated driving, we
will make Japan a key
location for Bosch,”
Heyn said. “Thanks to
our strong global pres-
ence, our sales to Japan-
ese automakers grew by
roughly 13% in 2014.
Japanese automakers are
increasingly focusing on
small and efficient vehi-
cles, and Bosch has the
technologies they need.”



NEWS NEWS

Vehicle Electronics Vehicle ElectronicsPage 3, November 2015 November 2015, Page 4

Renesas believes that for
tier ones to succeed in
adas development then
the semiconductor manu-
facturers need to play a
bigger role in helping
them, according to Jean-
François Chouteau, vice
president of the global
adas group the company
set up a year ago.
“We are working with
tier ones on many proj-
ects,” he said, “but now
we are putting together
standards-based systems
and there will be more of
these coming along.”
A key part of this strat-
egy, he said, were starter
kits, such as the R-Car-
based development kit is-
sued in mid-July and the
more recent adas sur-
round-view kit. The July
product was an adas
starter kit based on the

Renesas offers tier ones
helping hand with adas

company’s high-end R-
Car H2 system on chip.
“This has been a suc-
cessful board,” said
Chouteau. “We have
already delivered them to
tier ones who are using
them for proofs of con-
cept. We also have sam-
ple applications to go
with it.”
This is why the com-
pany followed that with
an adas surround-view
kit. This looks like a
model car and combines
automotive cameras from
Integrated Micro-elec-
tronics and multiple giga-
bit multimedia serial links
from Maxim on a minia-
ture automotive chassis.
This eliminates the need
for system manufacturers
to source and set up all
these specific automotive
components themselves

for their surround view
development.
The kit also provides a
two-channel Can inter-
face and a gigabit Ether-
net connector interface
for in-car applications,
where the model chassis
is not used.
“This is based on the
same starter kit,” said
Chouteau, “but there is
software for surround vi-
sion.”
It is supported by the
Yocto distribution that is
also used for other R-Car
evaluation boards.
Choteau said though
adas was the big buzz-
word in automotive, it
was important to distin-
guish between systems
where the driver remains
in control and those
where the car takes over.
For now, the concentra-
tion was on, he said, the

type that helps car makers
improve their NCap rat-
ing, such as traffic sign
recognition, lane keeping
assist and autonomous
emergency braking.
“Meeting NCap is an
important driver for
adas,” he said.
This is why in October
last year the company put
together all its automotive
resources to form the
global adas group of
about 100 employees
from ten nationalities.
But the company wants to
extend its expertise be-
yond Renesas.
“We are trying to pro-
vide total expertise,” he
said, “and we need to
partner with third parties.
We are trying to move up
the value chain.Adas will
not happen over night.
There are many steps to
the autonomous car.”

Jean-François
Chouteau:
“We are
trying to
provide total
expertise.”

Renesas adas surround view development kit

Don’t throw it away,
make it better. That is the
message from John
Paliotta, chief technology
officer at Vector, to car
makers and tier ones that
have seen their software
grow in an uncontrolled
way to reach the point
where it is in some cases
unmanageable and often
difficult to add more fea-
tures.
The classic response to
this, he said, was to throw
it away and write new
code from scratch, but
this wastes all the invest-
ment that has been put
into the system so far. In
most cases, he said, a lot
of that can be saved by
analysing the existing
code and making im-
provements.
“They are getting
harder to manage and add
functionality,” he said. “It
gets to the point where
they give up and write
new source code. But
when you throw all that
away, you are saying it is
worth zero.”
He said the main prob-
lems with the software
usually came from archi-
tectural difficulties, over
complexity, poor docu-
mentation and inadequate
testing.
Though architectural
problems can be insur-
mountable, there were

Fix code, don’t throw it
away, says Vector chief

ways to tackle the other
three, he said.
There were tools that
could identify the most

complex parts of the code
and help rewrite it.
“You need to simplify
the code to figure out
what it does now,” he
said. “What we are trying
to do is draw attention to
the hot spots that are most
complex. You need to test
each part of the system
before you put them to-
gether.”
What he advises is
rather than throwing
away all the code, just
throw away the worst
parts of it.
“A typical application
in a car will be the info-
tainment system,” he

said. “This gets built up
over time as new features
are added such as IPods
and satnavs and cameras
and so on. If each module
was written independ-
ently, it would be OK to
throw away the main ar-
chitecture, but these are
often integrated with each
other.”
The first step, he said,
was to find out how bad
was the system by meas-
uring metrics of complex-
ity, code coverage and
documentation.
“If you find one func-
tion that is over-complex,
rewrite just that,” he said.
“Then repeat the process.
Start by getting rid of the
really bad parts. Don’t
just say the problem is too
hard.”

John Paliotta: “Don’t
just say the problem is
too hard.”

ST Microelectronics has
licensed 32bit Arm v8-R
technology for real-time
safety-related smart driv-
ing applications.
First implementations
of the processor will be
used in multi-core proces-
sors for safety-related
automotive devices tar-
geting powertrain, safety
and gateway applications.
The real-time architec-
ture provides virtualisa-
tion and separation to
improve software reliabil-
ity, reduce development
costs and enable consoli-
dation of multiple appli-
cations on a single

processing platform.
“The demands placed
on vehicle electronic con-
trol units are increasing
dramatically and Arm is
at the forefront in devel-
oping the processor tech-
nology that will address
the growing performance,
power, safety and reliabil-
ity requirements,” said
James McNiven, general
manager at Arm. “STM
has extensive automotive
experience and deep cus-
tomer relationships. Its
transition to the Arm v8-
R architecture will be a
significant boost in ensur-
ing it is well-positioned

for continuing success in
this highly competitive
market.”
Marco Monti, executive
vice president at ST Mi-
croelectronics, added:
“As a lead partner of
Arm’s new automotive-
optimised microcontroller
technology, STM is con-
tinuing to pave the way to
delivering products that
enable every facet of
smart driving. STM will
continue to support and
develop its successful
current 32bit MCU plat-
form while beginning the
transition to the Arm ar-
chitecture.”

STM licenses 32bit Arm tech



NEWS

Page 5, November 2015 Vehicle Electronics Vehicle Electronics November 2015, Page 6

NEWS

Want to know who did this to your car while you were away? Well, Road
Angel Group may have the answer with its its Halo dashcam, which has
built-in parking protection to capture footage when a vehicle is left unat-
tended.
The Halo begins recording out of both the front and rear windows

when it sees any motion or senses a shock. Users can then play back the
footage to see what happened and then submit this video file as evidence
to the police, licensing authorty or insurers.
“Parking protection means that if your vehicle is damaged when it’s

parked up, you can use the video footage to identify and bring the guilty
person to justice and avoid claiming on your insurance or paying for the
repairs yourself,” said Carys Kerr from the Road Angel Group.

Oi! Who broke my car?

About 50 million vehicles
will have built-in wireless
device charging by 2020,
compared with only four
million this year, predicts
market watcher Juniper
Research.
The technology will en-
able a range of in-vehicle
services, such as on-
board audio streaming,
automatic cockpit drill
customisation and con-
text-specific notification
filtering, made possible
through the data ex-
change and constant
power supply. This will
also allow car makers to
provide software-based
services through stream-
ing notifications from
phone to dashboard,
rather than needing to
keep on-board firmware
and hardware updated.
With no established
standard for wireless
charging, manufacturers
have been hesitant to
adopt the technology for
fear of buying into a sys-
tem that will soon be ob-
solete.
As a result, several
manufacturers have
begun to provide products
for two main specifica-
tions – Qi and
A4WP/PMA.
These products are
helping overcome com-
patibility problems, but as

Wireless device charging to
enable in-vehicle services

they require more com-
plex components than
those geared to a single
specification it will keep
prices relatively high.
While several smart-
phone brands have incor-
porated wireless charging
in their phones, con-
sumers, in the main, are

unaware of the feature.
This is set to change
over the next few years,
as more brands begin to
promote the concept, with
Samsung’s Galaxy S6
being the trailblazer.
However, in the short
term, most phones will
continue to be shipped

with a wired charger as
standard.
“For wireless charging
to truly succeed, carriers
and phone retailers need
to provide consumers
with an option for wire-
less chargers with new
devices,” said research
author James Moar.

Volvo Cars has revealed
an easy-to-use interfaces
to oversee how drivers
will transfer control to a
car’s autonomous driving
(AD) mode in its forth-
coming cars.
The advent of au-
tonomous driving tech-
nology means the
relationship between a
driver and a car’s user in-
terface is crucial. A safe
and seamless handover of
control is the cornerstone
of any trustworthy AD
technology.
Volvo has designed its
Intellisafe auto pilot to be
simple and intuitive. The
autonomous mode is acti-
vated and deactivated
using paddles on the
steering wheel.
When entering a route

Volvo designs interface for
autonomous driving mode

where autonomous driv-
ing is available, the car
gives the driver a mes-
sage that the auto pilot is
ready. At the same time,
lights on the steering-
wheel paddles start flash-
ing.

The driver pulls both
paddles simultaneously to
activate autonomous
mode. The lights on the
paddles then change to
constant green and auto
pilot confirms that the
driving and the supervi-

sion has been delegated to
the car.
When autonomous
driving is no longer avail-
able, the driver is
prompted to take over
again. A sixty-second
countdown is displayed.
If the driver, for any rea-
son, doesn’t use the pad-
dles to regain control
within this minute, the car
will bring itself to a safe
stop.
“We have designed a
user interface that is safe
and seamless to use so
that drivers can confi-
dently transfer and regain
control of the car,” said
Thomas Ingenlath, senior
vice president at Volvo
Cars.
The technology will be
available for the first time
on the 100 XC90s Volvo
is making available for
the Drive Me project in
Gothenburg in 2017.
Drive Me will make 100
self-driving Volvos avail-
able to families and
commuters around
Gothenburg for use in
everyday driving condi-
tions. The cars will be
driven autonomously on
approximately 50km of
selected roads.
Following its use in
Drive Me, the auto pilot
will be introduced to the
general public.

The driver pulls both paddles simultaneously to
activate autonomous mode

AWS invests in laser
Specialist electronics
manufacturer AWS Elec-
tronics is supporting
growth in the automotive
sector by investing in an
inline laser marker.
The Staffordshire, UK,
company is already con-
tracted to produce in ex-
cess of three million
automotive PCBs in
2016, and this investment
in high-end equipment
from German manufac-

turer Asys is much more
accurate and 30 per cent
faster than traditional au-
tomatic label marking
previously used by the
company. It also in-
creases AWS’s board
marking capacity by 50
per cent.
AWS has won several
significant automotive
programmes recently,
both at its UK technical
centre and its low manu-

facturing cost facility in
Namestovo, Slovakia.
“The Asys laser mark-
ing machine has already
proved its mettle,” said
AWS group technical di-
rector Robert Lackey.
“We are particularly im-
pressed by the machine’s
read back function. It
checks the QR codes to
verify their authenticity,
which gives us the confi-
dence that there will be
no issues during all other
automatic read stations
throughout the process.”
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LG Electronics and
Freescale have agreed to
develop jointly next-gen-
eration vision processing
for camera systems aimed
at the autonomous vehicle
and adas markets.
The joint effort will en-
able LG to harness its ex-
perience and R&D
capacity in camera sys-
tems, computer vision al-
gorithms and electronics
technologies to elevate
existing adas technolo-
gies to the next level. In

addition, LG is transfer-
ring technologies from its
home entertainment and
mobile communications
businesses into automo-
tive components.
“We are excited by this
opportunity to work with
Freescale on next genera-
tion technologies such as
adas,” said Lee Woo-
jong, president and CEO
of the LG vehicle compo-
nents group. “As the au-
tomobile evolves from a
mechanical to an elec-

tronic system, LG will be
in the perfect position to
contribute its experience
to the exciting area of dri-
verless cars and auto-
mated driving.”
With Freescale’s legacy
of developing safe, reli-
able products for adas ap-
plications, both firms
may leverage each other’s
expertise to accelerate the
evolution of automated
driving technologies.
“Freescale is pleased to
partner with LG on IP de-

velopment for automotive
vision applications,” said
Matt Johnson, vice presi-
dent and general manager
for Freescale’s auto MCU
group. “The capabilities
of each company are
highly complementary
and through sharing of
key vision processing and
automotive safety capa-
bilities, both companies
expect to accelerate de-
velopment of differenti-
ated solutions for adas
applications.”

Melexis has agreed with
Sony to expand the time-
of-flight offering for au-
tomobile safety and info-

tainment markets. Sony
has acquired Soft Kinetic,
a Belgian developer of
sensor-to-software 3D

The Qt development
framework has enabled in
just nine weeks the cre-
ation of a complete
human-machine interface
(HMI) for a smart in-ve-
hicle infotainment (IVI)
system. Built for Intel, the
system was designed to
demonstrate the ease with
which highly graphical
and interactive interfaces
could be incorporated
into the next generation
of vehicles.
To implement a demon-
strator that shows how
IVI systems can offer the
same user experience in
vehicles as on their per-
sonal computing and
communications devices,
Intel turned to Integrated
Computer Solutions
(ICS), the largest Qt con-
sulting firm in North

America. ICS provides
companies with visual
user experience (UX) de-
sign and agile software
product development
services, using the Qt
framework.
To support the develop-
ment of the IVI system
over the tight nine-week
schedule, ICS adopted
an agile-development
methodology and per-
formed five sprints to
build successively more
complete prototypes.
Daily stand up meetings
were held that included
an Intel representative to
guide progress.
ICS took advantage of
the Qt architecture in
which business logic is
separated from presenta-
tion, allowing the two to
be tuned independently.

Framework delivers smart in-vehicle
infotainment interface in record time

Qt deploys a number of
technologies to underpin
the creation of fluid,
highly interactive user in-
terfaces, including the
declarative QML envi-
ronment. Leveraged by
the architecture devel-
oped by ICS for the
demonstrator, QML’s de-
clarative approach makes
it possible to customise
the interface for a given
make and model of car
using simple selectors.

These selectors can be
provided by a configura-
tion file uploaded during
manufacturing or by
code, which queries vehi-
cle-specific data, such as
the vehicle identification
number.
In the demonstrator, the
HMI code uses a set of
functions provided by
Intel’s core software
modules that in turn inter-
face with the IVI hard-
ware.

Stadium helps TRL with e-call testing

The EC wants manda-
tory e-call roll-out

Building an HMI in just nine weeks

Melexis and Sony agree
on time-of flight sensors

gesture products includ-
ing the patented Depth-
Sense time-of-flight
sensor technology.
Melexis has been li-
censed under this technol-
ogy for a number of years
for products such as the
MLX75023, an automo-
tive time-of-flight sensor.
Melexis will enter into a
licence agreement with
Sony for the DepthSense
technology upon Sony’s
acquisition of Soft
Kinetic, and will collabo-
rate with Sony to expand
this technology. The
products derived from
this collaboration will be
fabricated by Sony.

“The combination of
Sony’s superior image
sensor technology and
our year-long automotive
sensor know-how and ex-
perience provides an ex-
citing new platform for
enhancing the time-of-
flight technology,” said
Francoise Chombar, CEO
of Melexis. “This innova-
tive technology could
change dramatically the
way drivers communicate
with their vehicles. No
more touch screens or
knobs, but a simple ges-
ture might suffice in the
future.”
The MLX75023 works
in full sunlight, making it
suitable for a vehicle’s
cockpit.
It can be used for natu-
ral 3D gesture recognition
and driver monitoring.Melexis automotive time-of-flight sensor

LG and Freescale collaborate on adas
Technology and expertise
from Stadium United
Wireless has helped the
UK’s Transport Research
Laboratory (TRL) de-
velop proposed technical
requirements and test pro-
cedures for the type-ap-
proval of e-call in-vehicle
systems.
Stadium provided TRL,
an independent transport
research and consultancy
organisation, with telem-
atics units and technical
support to develop an ap-
propriate set of test proce-
dures for e-call systems.
This formed an integral
part in the development

of proposed test proce-
dures, which were devel-
oped and put forward by
TRL to the European
Commission in prepara-
tion for the mandatory
European roll-out of e-
call in 2018.
As part of the project,
TRL developed draft re-
quirements and test pro-
cedures for seven
technical aspects, which
include resistance of e-
call systems to severe
crashes (sled test), full
scale impact test, crash
resistance of audio equip-
ment, co-existence of
third party services, auto-

matic triggering mecha-
nism, in-vehicle system
self-test, and privacy and
data protection.
Technical expertise and
12 telematics units pro-
vided by Stadium were
used for experiments in
the dedicated deceleration
sled test element, and op-
erability verification test
procedures that set out to
measure the mechanical
resistance of e-call sys-
tems to severe crashes at
accelerations up to 100g.
The samples were de-
signed, produced and pro-
vided by Stadium and
included the telematics

control module contain-
ing the printed circuit
board with GSM and
GNSS modules, sim card
holder and sim card, ca-
pacitors, and other elec-
tronic components.
The test programme
was designed and carried
out by TRL using its in-
house high-energy test
sled facility.
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Steve Rogerson reports from last month’s
Mentor Graphics IESF Automotive
conference in Munich, Germany
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One of the main problems
the automotive industry is
facing is the increased
complexity of vehicles,
believes Martin O’Brien,
general manager for
Mentor Graphics’ inte-
grated electrical systems
division.
Though the growing
number of lines of code
has been well reported,
he said there was also
an overall growth in
the wiring and the elec-
tronics.
“And as this complexity
grows, people want it for
free,” he said. “They
don’t want to pay any
more. But designs are
complex, mind bog-
glingly complex. Teams
are struggling to assess
the impact of decisions
such as adding a new fea-
ture.”
What was needed, he
said, was more design co-
herency, but this was
complicated to achieve
and in general was not
being achieved across the
industry.
“There are different
teams that don’t talk to
each other,” he said, “or if
they do they don’t under-
stand each other. The
drive for coherency is
number one on the list of
people we talk with.”

Platform-level engineering
can increase coherency

Martin O’Brien: “We need
platform-level engineering.”

Hans-Jürgen Mantsch: “We wanted
something more data driven.”

Hans-Jürgen Mantsch,
Mentor’s manager for
strategic programmes,
added: “All the people
working in their own do-
mains need to communi-
cate with each other, but
they don’t do this very
well. When they look at a
car, they don’t see the
whole; they see a network
or software.”
A big issue O’Brien
said was that traditional
electrical design was
heavily focussed on au-
thoring and managing
documents.
“We need to move away
from documents and
move to data,” he said.
“Data must flow seam-
lessly across design ab-

stractions. Metrics are
needed to drive optimisa-
tion. The general view is
that the schematic view is
not enough. We need a
higher level of abstrac-
tion. We need platform-
level engineering.”
This he said would help
get things right early in
the design rather than try-
ing to change things after-
wards.
“It can be too late to
make changes late on,” he
said. “It is really all about
change management.
Platform-level engineer-
ing gives instant feedback
to changes.”
This means removing
the informal connections
between teams and giving

them a toolset that lets
them speak to each other.
Mantsch said that the
company’s Capital Sys-
tems provided this data-
driven toolset.
“We wanted something
that was more data
driven,” he said. “This
provides design co-
herency and an increase
in digital connectivity.”
O’Brien added: “You
can integrate the design
flow from inception to
implementation.
“Coherency is a goal
within reach. Real-time
feedback has become a
reality. Platform-level en-
gineering is delivering
significant process bene-
fits.”

The use of Ethernet is
growing in cars and the
infotainment networking
standard Most is in de-
cline, despite having a
higher bandwidth, said
Ahsan Shamim, technical
marketing engineer at
Mentor Graphics.
When looking at the
different standards, Can
FB comes in at just
2Mbit/s with Flexray at
10Mbit/s, and it is
Flexray that Automotive
Ethernet is intended to re-
place with its 100Mbit/s.
This, however, is lower
that the 150Mbit/s offered
by Most.
“Most is very expensive
compared with Ethernet,”
said Shamim. “There are
lots of advantages with

Ethernet. There are lots of
protocols in it that sup-
port automotive use
cases. There is already
connectivity to the exter-
nal world and there is
know-how in the industry
for using Ethernet. A lot
of security also exists.”
In contrast, he said,
Most was not very well
known and did not cover
a lot of use cases.
Tibor Kovacs, product
marketing manager at
Mentor Graphics, added:
“Ethernet provides a high
bandwidth at a moderate
cost. There are a lot of
protocols out of the box.
It is easy to connect to ex-
ternal networks. And
there is a high industry
know-how.”

He said these benefits
could be applied to the
automotive world.
“Automotive has its
own way of doing things,
but everyone knows the
benefits of Ethernet,” he
said. “The standards bod-
ies look for standardisa-
tion.”
He said there were also
many components avail-
able for Ethernet.
“The chip vendors al-
ready provide switches
and phys that work with
Ethernet,” he said. “There
are software stacks, de-
sign tools and operating
systems that support Eth-
ernet. All the components
are available.”
He said that by 2020 the
average car would have

Ethernet ready to
dominate in vehicles

Tibor Kovacs:
“Everyone knows the
benefits of Ethernet.”

Ahsan Shamim: “Most
is very expensive
compared with
Ethernet.”

Ethernet connectivity in a vehicle

50 to 60 Ethernet ports
and luxury cars would
have even more.
“Ethernet can be used in
different areas but it can
also now be used as the
backbone in a car,” he
said. “These days you
have Flexray and some-
times Can. Ethernet will
come and replace
Flexray. Ethernet can
connect multiple do-
mains.”
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Mentor’s digital instru-
ment cluster is said to en-
able safety-critical driver
information to be dis-
played simultaneously
with 3D graphics on a
single cluster display. The
software architecture can
be implemented on a
multi- or single-core SoC,
and is said to have very
fast boot time.
This addresses the prob-
lem of how to migrate
safety-critical driver in-
formation to full-fea-
tured, graphically-rich
digital instrument clusters
and comply with safety
standards including

The Mentor Automotive
Connected OS software
platform targets next-gen-
eration automotive appli-
cations by providing
scalable frameworks for
IVI, driver information
and adas applications.
The automotive-grade
platform is said to facili-
tate faster time-to-market
by solving automotive-
specific problems at the
operating system level.
As software content in
the car grows, car makers
are looking for a mature,
flexible way to build ver-
tically in a car generation
as well as horizontally
from generation to gener-
ation. The Connected OS
is said to offer the answer
with scalable frameworks
in the pre-integrated plat-
form supporting longer
lasting standards for car
network communications.
In addition, the soft-

Automotive engineers
have to navigate through
a forest of safety stan-
dards as they try to design
modern vehicles, and
Mathias Fritzson, product
manager at Mentor Auto-
motive, explained some
of the more critical ones.
The main industrial
safety standard is
ISO61508, which shows
if a system itself should
be safe. But from this
base are a number of sec-
tor specific standards, of
which ISO26262 for au-
tomotive is one. This
looks at the risk elements
within a vehicle and cate-

Navigating the standards maze

Mathias Fritzson: “You
don’t want to hurt
someone walking by.”

gorises them into safety
integrity levels (Asils)
fromA to D.
“To decide the Asil you
have to look at what kind
of injury could be caused
and the likelihood of that
happening,” he said.
“ISO26262 looks at the
lifecycle of the vehicle. It
give an automotive risk-
based assessment of what
can occur in road vehi-
cles.”
It also lets hardware and
software component sup-
pliers develop safe prac-
tices without regard to
how the component will
be used in what is known

in the standard as a safety
element out of context
(SEooC).
Also of interest to some
automotive engineers is
ISO25119, which is an in-
dustrial equipment stan-

Combined interface cluster allows for
safe integration of consumer applications

ISO26262, without
pushing up hardware or
safety certification costs.
Automotive OEMs
today design digital in-

Operating system links infotainment and adas

Flying high

Florian Holzapfel: “We
can work together.”

The automotive industry
could learn a lot from
closer collaboration with
the makers of drones and
other unmanned aerial ve-
hicles as it goes down the
road towards autonomous
driving, according to Flo-
rian Holzapfel from the
institute of flight systems
dynamics at the Technis-
che Universität München.

In his keynote speech
he said that the enablers
of both included the
availability of small,
high-quality sensors, ex-
tremely cheap computing
power, improving energy
storage, and high-quality
data links.
“Even kids are design-
ing their own drones and
sending their designs to
3D printers,” he said.
“Everything is small,
light weight and cheap.”
But he said that a key

issue to be tackled was an
assessment of risk and as-
sociated safety and here
there were differences in
the two domains.
“Flying systems can’t
just stop in the air,” he
said. “But there are chal-
lenges that are the same
in both domains on UAVs
and autonomous automo-
tive. There are therefore
joint solutions to the joint
problems. We can work
together. The two areas
are not far away.”

ware includes support for
modern and rapidly
evolving features for CE
device connectivity
within the cabin.
Connected OS uses a
modular, Genivi-based
Linux platform with an
enhanced board support
package and an optimised
middleware layer. This
software stack delivers
technologies such as fast-
boot, instant-on and

optimised audio-video
functionality. The optimi-
sation and tight integra-
tion delivers fast boot
times and robustness.
It has been developed
and maintained on a plat-
form-centric basis for
deep integration with sys-
tem-on-chip (SoC) spe-
cific features, and is
customisable to support
the requirements of
OEMs and tier-ones.

The company also an-
nounced the pre-integra-
tion of Ethernet eAVB
audio-video bridging into
Connected OS. Most of
the in-car data, especially
related to safety applica-
tions, are required to be
transmitted in real-time
with high quality of serv-
ice. Connected OS en-
ables this through support
for emerging connectivity
protocol eAVB to address
low-latency time-sensi-
tive applications and re-
served data channels.
“A big trend is the in-
clusion of Ethernet into
cars,” said Andrew Pat-
terson, business develop-
ment director. “It is well
established in offices and
it is now coming into
cars. But getting the Eth-
ernet to synchronise can
be difficult and thus the
adoption of eAVB gives
true synchronisation.”

Schematic of the Connected OS platform

dard but covers vehicles
such as tractors. This
looks at safety to those
not directly operating the
equipment.
“You don’t want to hurt
someone walking by,”
said Fritzson.
He also explained the
role Autosar is playing as
its aim was to replace the
interface between the
hardware and software.
“It has developed into a
layered architecture,” he
said. “It gives a standard
interface for connecting
different ECUs. It should
lead to lower costs and
shorter time to market.”

Andrew Patterson:
“We love our analogue
dials and needles.”

strument clusters that in-
clude graphical informa-
tion relating to essential
warnings from the vehi-
cle, such as icons notify-
ing the driver of brake,
engine or tyre problems.
“We love our analogue
dials and needles,” said
Andrew Patterson, busi-
ness development direc-
tor. “Electronic displays
are imitating these. But
the digital instrument
cluster has become safety
critical. The problem is
when you have a complex
digital instrument cluster,
you can’t certify the lot
because there are too

many lines of code.”
He said the firm had
thus separated the safety
critical components into a
subset of the logic.
“The advanced graphics
are in a less secure area,”
he said. “If these are
hacked, there is no access
to mission critical parts.”
Compatible with safety-
certified Nucleus rtos and
Mentor’s automotive
Linux, this lets safety-
critical and non-critical
information be displayed
simultaneously on the
same display, while main-
taining isolation to com-
ply with ISO26262.
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Pays to be paranoid
Driver safety begins with code security,
according to Steve Howard
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Mark these words: at the
beginning of next year,
journalists will say that

the top overall automotive story
for 2015 was cyber security. Each
month, there’s a new vulnerabil-
ity, report, patch update or demon-
stration of just how insecure our
connected cars are.

From in-vehicle infotainment
system hacks to penetration
through wireless vehicle services,
the number of potential attack
vectors grows with every new ve-
hicle model, with drivers caught
in the web. Yet the investment
into improving cyber security at a
fundamental level – the software
itself – pales in comparison.

It’s not hard to figure out the
reasons why. According to a
Ponemon Institute survey of
cross-tier automotive developers,
50 per cent of the respondents an-
swered that they were either un-
sure or disagree with this
statement: “Automotive software
development teams have the skills
necessary to combat software se-
curity threats.”

That’s a staggering number, con-
sidering that these same teams are
delivering systems that monitor,
control and protect all aspects of
our vehicles. Further answers
highlight the disconnect between
the potential risks and the chosen
investments, with over 50 per cent

of developers not convinced that
their company makes secure soft-
ware development a priority or
convinced that they have the en-
abling technologies to support it.

“You can develop that most ad-
vanced vehicle that has all of the
latest safety features and high tech
gadgets in it, but if it can be
bricked by remote exploits, you
are going to have wary consumers
who may choose the next brand of
vehicle because they put more
emphasis on security,” said Ken
Westin, senior security analyst for
Tripwire.

At this point, it’s clear that
everyone from the manufacturer
to the driver wants secure soft-

ware but can’t define a roadmap
to success. The answer lies in tar-
geting the one point in the entire
development process that has the
single biggest impact on all as-
pects of code and the above sur-
vey results have already revealed
the answer: the developer.

Security manual
The cornerstone of embedded de-
velopment is software, and soft-
ware is where most errors are
introduced. Not only has the vol-
ume of delivered automotive code
increased, the complexity and va-
riety of architectures, platforms
and protocols have increased too.
This pushes the number of permu-
tations of state, behaviour, interac-
tions and outputs well beyond a
development team’s capabilities to
test effectively.

The most crucial step towards
better automotive security is to
transform development teams
such that they understand vulnera-
bilities and, more importantly,
know how to build an efficient
test framework to detect vulnera-
bilities. Developer education is
key here; a relatively small invest-
ment in training and processes is
the difference between a team that
hides from the realities of cyber
security risk and one that’s smart
enough to choose the right tech-
niques and tools to combat risk –
many of which have already
proven to be successful in other
industries.

A simple test is to ask develop-
ers if they know how to restrict
memory reads and writes to spe-
cific locations, thereby preventing
improper access to data. While the

answer may be simple, it’s the
first step towards understanding
that protection, and not perform-
ance, is the key to security.

Developers
Educating developers and bring-
ing new tools up to speed may
take more time than some suppli-
ers have, so it’s worthwhile to in-
vestigate two familiar test
techniques up front and adapt
them to automotive security. First,
automotive teams have been using
coding and safety standards, such
as Misra and ISO 26262, for some
time now but some organisations
are starting to see how security
standards can help in the same
way. Adopting common, commu-
nity-driven security standards
such as OWasp and CWE takes
advantage of expert securityCar hacking has become prevalent in today’s world

A confluence of factors makes automotive susceptible to cyber attacks
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guidelines to educate development
teams quickly on secure coding
principles and provides a ready-
to-use measure of the actual secu-
rity of their code. If these
standards prove insufficient, creat-
ing in-house, application-specific
standards also creates a consistent,
measurable guideline for applica-
tion security testing.

It’s safe to say that some devel-
opers would baulk at new stan-
dards, especially without the
education that goes with them, so
the second familiar test technique
solves three problems at the same
time; efficiency, adoption and
training.

Automated testing is something
that automotive developers have
used for years, proving to be an
effective way to offload common,
complex and often cumbersome
work onto a controllable frame-
work. Adapting existing auto-

mated test tools to include secu-
rity verification adds little to no
burden on the developer, in terms
of execution, but provides useful
education around good secure
coding practices when a test fails.
It’s this unique win-win environ-
ment that makes automated test-
ing so valuable – and acceptable –
to developers.

Agile
Bringing the benefits of auto-
mated testing into the modern de-
velopment world of continuous
integration and agile methodolo-
gies has proven to be effective for
many organisations, allowing
them to deliver more robust fea-
tures at a faster pace. These strate-
gies put the burden of common or
complex development tasks onto
tools that perform in the context
of frequent check-ins and builds.

When switching from traditional

Security testing is essential for automotive app development

testing methods to continuous in-
tegration, it’s critical to adopt
tools that can keep up with devel-
opment velocity and pare down
vulnerability rates. The good thing
is that some tools have changed
the way they work to fit into in-
cremental builds without requiring
large investments in new tech-
nologies or training.

Testing by analysis, familiar to
many in the automotive industry,
is a good example. The technique
has been around for years but it’s
only now where algorithm design
and hardware performance are at
the point where analysis tools can
perform all the checks they’re
known for, security included,
against incremental builds in a
small amount of time.

Conclusion
Above education and technology,
the most important point to re-
member when it comes to security
is it pays to be paranoid. Working
on the assumption that inputs into
the system can’t be trusted and
there are far more types of target
environments than anyone could
possibly test for, serves to moti-
vate more rigour in security test-
ing and more drive to make
testing efficient. And that’s the
next step in cyber security, after
the software developer has
evolved to be a secure software
developer – fitting in as many
comprehensive tests as possible so
it’s less a question of whether the
car is secure and more a question
of: “What can we do next?”

Steve Howard is
software quality
and security
consultant at
Rogue Wave

Always the same problem,
as the parking garage be-
comes closer the accuracy

of GPS localisation decreases and
in the garage itself GPS localisa-
tion is no longer available. When
driving an owned car it is a nui-
sance, but if participating in car
sharing it can be a show stopper.
How can an unknown car be
found in a large parking garage in
a short time?

Navigation systems based on
satellite systems such as GPS
have found their way into cars and
smartphones. But a precise and
expensive satellite navigation sys-
tem is no solution to the problem
of enabling seamless indoor and
outdoor positioning.

Depending on the quality of sys-
tems and additional services, such
as for example differential GPS

Where to park?Where to park?
Jochen Seitz explains research work into
seamless indoor and outdoor positioning

and radio based correction serv-
ices, the accuracy varies from sev-
eral tens of metres to several
metres under good conditions.
Good conditions in terms of GPS
are the availability of many satel-
lite signals, a good satellite con-
stellation and no effects such as
reflections scattering and signal
blocking. These effects are more
likely to occur the more densely
an area is populated.

GPS works well in rural areas or
on a freeway, but its performance
decreases in urban areas, as
shown in Fig. 1.

If a car enters an indoor area
such as an underground parking
garage, satellite signals are no
longer available. In other words,
the accuracy of a car navigation
system drops if a car is approach-
ing a building and is interrupted

when entering a building.
A way to increase availability,

robustness and accuracy of a posi-
tioning systems is to combine dif-
ferent sensors and systems via
sensor fusion. There are many dif-
ferent signals and systems that can
also be used for determining the
position.

In rural areas satellite systems
are available together with com-
munications systems such as
GSM, UMTS and LTE. In urban
areas and indoor environments,
communications systems such as
wlan and Bluetooth are widely
available. Inertial sensors that
measure accelerations and angular
rates are available anywhere, but
stand-alone inertial navigation
systems suffer from drift rates
over time.

Looking at sensor fusion algo-
rithms and positioning systems,
various positioning systems and
services are being tested in 1400
square metres of test space
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equipped with different kinds of
reference and positioning systems,
especially for indoor positioning,
see Fig. 2.

For pedestrian and car naviga-
tion, the focus is on combining
GPS, wlan positioning and inertial
sensors via sensor fusion. These
are available in many mobile
phones and embedded platforms.
With inertial sensors, additional
information on the motion state of
the user can be derived and used
to predict the trajectory from a
known starting position. This
process is called dead reckoning.
For pedestrians, steps can be de-
tected, and the step lengths can be
estimated to get the walked dis-
tance. Furthermore, it can be de-
tected if the person carrying a
smartphone has entered a car and
if the car has started to move.

A seamless positioning system
for cars has been realised. It uses
wlan positioning within an under-
ground parking garage and GPS
outside of the parking garage. If
satellites and wlan base stations
are receivable, the sensory data of
both positioning systems are com-
bined to improve accuracy. It is
now possible for a smartphone
user to navigate from a meeting
room to his or her car in the un-
derground parking using the same
application to navigate seamlessly

Fig. 2: The 1400 square metres of test space are equipped with
different kinds of reference and positioning systems

with the car to a destination. This
is especially useful in car sharing,
where a person has never seen the
car before it is booked for the trip.

Work is progressing to improve
the algorithms and integrate the
developed algorithms into a
purely software-based method that
can be easily integrated into mo-
bile devices. Location based serv-
ices are feasible both as local
services on the mobile device and
as network-based services. This
enables continuous positioning
even in multi-story buildings or
underground facilities.

For seamless positioning, a par-
ticle filter has been used to esti-
mate pedestrian and vehicle
positions using GPS, wlan signal
strength and inertial sensor meas-
urements. It is a recursive filter
that spreads particles in position
space, as hypotheses for possible
user positions, using motion mod-
els based on dead reckoning with
inertial sensors. These particles
are then evaluated with the current

GPS and wlan measurements.
Each particle gets a weight and
can be used to calculate the final
position. On a test track in
Nuremberg, Germany, the maxi-
mum positioning error was three
metres within the parking garage
and ten metres outside the parking
garage.

With an accuracy of a few me-
tres, a parked car can easily be
found by a car sharing participant
regardless of whether the car is
parked indoors or outdoors.

Other fields of application for
seamless indoor and outdoor posi-
tioning are guidance systems for
cities, museums and public trans-
portation, as well as for company
buildings, warehouses and pro-
duction facilities.

Jochen Seitz is
group manager for
multi-sensor sys-
tems at the Fraun-
hofer Institute for
Integrated Circuits

Fig. 1: Availability of radio
signals and sensor data for
positioning systems in
different areas

The perfect parking space is
situated close to where a
driver wants to go, offers

enough space for their car and is
unoccupied. To find that parking
space, however, can be extremely
frustrating – especially in urban
areas.

In Germany, the average search
for a suitable free parking space
takes ten minutes. According to a
survey conducted by the European
market leader in parking lot man-
agement, people drive up to
4.5km when looking for some-
where to park, resulting in vehicle
costs of €1.35 per search.

To help this problem, Bosch has
developed an active parking lot
management system to help driv-
ers find the perfect parking spot
without any detours or driving

SMART PARKING
A look at how Bosch is
helping drivers find the
perfect parking space

around unnecessarily. This smart
technology recognises which
parking spaces in an urban area
are free and reports where exactly
they are.

“We’re relieving drivers of the
often burdensome search for a
parking space,” said Dirk Ho-
heisel, member of the board of
management of Robert Bosch.

And that’s not all: drivers can
also use a smartphone app to
guide them right to the parking
space. All this saves time, money,
and is good for the environment.

Reducing effort
The key to active parking lot man-
agement is the reliable detection
of available parking spaces. Bosch
has developed an occupancy sen-
sor that is scarcely bigger than a

CD in terms of its circumference
and measures around three cen-
timetres in height.

The sensors are installed in
parking garages and on-street
parking spaces, either on or in the
asphalt, as desired. The special
thing about this technology is that
the occupancy sensors operate
wirelessly and are powered by
batteries, which eliminates the ef-
fort and expense of having to lay
cables. Each battery has a service
life of up to seven years. Thanks
to their robust plastic housing, the
sensors are capable of withstand-
ing any type of weather condi-
tions, in addition to the increased
wear caused by heavy trucks and
snow ploughs.

Inside the housing are two dif-
ferent sensor technologies that

Occupancy sensor scarcely bigger
than a CD in circumference
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corroborate the information col-
lected by the other. The benefit of
this is enhanced, error-free relia-
bility for detecting spaces.

Parking forecast
The occupancy sensor checks at
regular intervals whether a park-
ing space is available. Using a
gateway, which is similar to an in-
ternet router, the sensor relays the
encrypted information securely to
a server, where a real-time park-
ing map of all free and occupied
spaces is created that can be ac-
cessed with the app or online.

“We’re making parking spaces
web-enabled,” Hoheisel said.

Meta-information on each park-
ing space is available as well, in-
cluding whether it is a space
reserved for families, women or
the disabled, what the parking
time costs, and if a charge spot for
electric vehicles is available.
More services are also possible,
such as a payment function. Using
the app, drivers can pay for their

parking time conveniently cash-
free.

Active parking lot management
is an example of how technology
is shaping the connected world.
However, the service is not only
for drivers, but also parking lot
operators.

“We can further improve the oc-
cupancy rate of heavily-used
parking spaces,” Hoheisel said.

The key to this is through intel-
ligently evaluating the data. A
web portal provides parking lot
operators with a clear overview of
which parking spaces are occu-
pied by how many vehicles and
when. During peak times, this in-
formation can direct drivers to
spaces that are less frequently oc-
cupied, for example.

Bosch engineers are developing
a parking forecast as well. Using
past data, they hope to draw im-
portant conclusions for the future,
which could considerably allevi-
ate the scramble for parking
spaces often seen during recurring

Smartphone app can guide
drivers to the parking space

Web portal provides parking lot operators with overview of which
parking spaces are occupied by how many vehicles and when

major events, for example.

Automated parking
The components of active parking
lot management, which include
occupancy sensors, the gateway
and the real-time parking map,
also set the stage for the fully au-
tomated parking function of to-
morrow.

In the not-too-distant future,
drivers will simply leave their ve-
hicles at the entrance to a parking
garage. Using their smartphone,
they will give the car the com-
mand to look for a parking space
on its own. The car will be sum-
moned back using the same proce-
dure. This is known as automated
valet parking. To enable this serv-
ice, self-driving cars need reliable
information on free parking
spaces, which Bosch can already
supply.

“We’re going to gradually intro-
duce active parking lot manage-
ment into Bosch’s own parking
spaces and parking garages,” Ho-
heisel said. As a result, associates
and visitors will be able to find
available parking spaces faster

Today, a field service opera-
tion is characterised by the
running of multiple tech-

nologies, from GPS and vehicle-
tracking systems to telematics,
fleet management and workforce
management. Each of these tech-
nologies generates vast amounts
of data and businesses are increas-
ingly realising the importance of
reviewing and monitoring their
performance using the data they
collect.

However, being able to organise
and analyse data in an effective,

EFFICIENT FLEETS
John Cameron discusses empowering
field service organisations to make more
intelligent business decisions

simple and reliable way is a major
challenge and, without the means
of turning them in to something
actionable, many businesses just
don’t take advantage of them. In-
deed, a recent study found that 30
per cent of field service managers
believe that their organisation is
ineffective at using the data they
collect to make decisions.

Field service organisations are
increasingly seeking flexible re-
porting platforms that will enable
them to merge and organise data
from a variety of sources and

across multiple business depart-
ments, from which they can spot
trends and base strategic business
decisions. Business analytics and
reporting tools have come to the
fore to tackle this and empower
field service organisations with
the information they care about to
make faster, better informed deci-
sions.

Analytics tools
Understandably, no field service
organisation has the same report-
ing requirements. Many have dif-
ferent metrics and performance
indicators to manage, from driver
behaviour to vehicle usage and
maintenance to overall worker
performance. Many also need to
report on metrics relevant to their
role, for example finance, risk,
customer service and operations.

Advances in business analytics
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and reporting tools provide busi-
nesses with the ability to view all
their data in one place then con-
figure and cross reference them in
a simple, easy way. Businesses
can then make better decisions
and better decisions mean a more
effective, efficient operation.

Many business analytics and
reporting tools offer users the
chance to view the information
they want, when they want it.
Using drag and drop metrics,
dashboards can be constructed
tailored to reporting needs, to
show the most important metrics
and represent those metrics in
ways that users choose. For exam-
ple, productivity can be looked at
alongside driver safety and vehi-
cle performance to ensure that
while service level agreements
around completed jobs are being
met, safety isn’t being compro-
mised.

The dashboards can be used to
run on-demand reports from any
number of metrics which can then
be interrogated and filtered to the
level needed for individual re-
quirements. The purpose is for
these data to be distilled to gener-
ate concrete, actionable details,
which can then be used to bench-
mark and identify trends that will
in turn help businesses to deter-
mine which assets and employees
are the most productive.

Benefits
Fleet and workforce management
systems give managers the ability
to review a day’s work and meas-
ure performance results against
company standards. With the use
of business analytics and report-
ing tools, managers can extract
the data to identify top perform-
ers, determine which schedules

Data analytics can improve the
efficiency of field service staff

and routes produce the best re-
sults, and compare results from
one vehicle or worker against the
entire fleet. Performance analysis
can also help with job assign-
ments, helping managers match
the skills of field technicians to
specific service calls. This in-
creases the prospect of first-time
case resolution.

Telematics alike can capture a
wealth of useful information, from
mechanical and emissions to
driver safety habits. With the use
of reliable, analysed information,
knowledge can lead to action. A
manager who knows which driv-
ers have bad driving habits is bet-
ter equipped to coach those

drivers; up-to-date information on
the health of vehicles leads to bet-
ter maintenance, which in turn
leads to safer vehicles, improved
fuel consumption and less wear
and tear.

These are some of the immedi-
ate benefits, but understanding
data also brings long-term bene-
fits, as companies engage in
strategic planning based on histor-
ical patterns and predictive analy-
sis. For example, a company that
focuses on repair could make use
of its historical data to know when
a specific part on a specific ma-
chine is likely to fail. This could
lead to preventative maintenance
by fixing or changing a part be-
fore it fails, helping to deliver cus-
tomer service, reduced downtime
and significant cost savings. The
work becomes less about being re-
active and more about precise,
well researched planning.

Analysis of operational trends
and patterns also reveals what
areas businesses need to target for
improvement. Perhaps drivers are
using shorter routes that actually
take more time because of traffic
patterns, or technicians are return-
ing to customer sites because they
lack the knowledge or part to
complete the job, or vehicles are
left too long on idle and wasting
fuel. With intelligence and analyt-
ics tools, organisations can drill
down into the data to benchmark
and identify situations where
problems are occurring.

John
Cameron is
general
manager for
field service
management
at Trimble

Last month at the Tokyo
Motor Show, Nissan
unveiled a concept vehicle

that embodies its vision of the
future of autonomous driving
and zero emission EVs: the IDS
Concept.

Some have compared a future
with autonomous drive to living in
a world of conveyer belts that
simply ferry people from point A
to B, but the IDS Concept prom-
ises a different vision of tomor-
row. Even when the driver selects
piloted drive and turns over driv-
ing to the vehicle, the car’s per-
formance – from accelerating to
braking to cornering – imitates the

GLIMPSE OF THE FUTURE?
Nissan showed its vision of autonomous
driving at the Tokyo Motor Show

driver’s own style and prefer-
ences.

In manual drive mode, the
driver has control, yet behind the
scenes, the IDS Concept continues
to provide assistance. Sensors
continually monitor conditions
and assistance is available even
while the driver is in control. In
the event of imminent danger, it
will help the driver take evasive
action.

In addition to learning, the artifi-
cial intelligence (AI) communi-
cates like an attentive partner.
From information concerning traf-
fic conditions, the driver’s sched-
ule to personal interests, the AI

has what is needed to help create a
driving experience that is said to
be comfortable, enjoyable and
safe.

“Nissan’s forthcoming technolo-
gies will revolutionise the rela-
tionship between car and driver,
and future mobility,” said Nissan
president and CEO Carlos Ghosn.

In August 2013, Ghosn said that
by 2020 Nissan planned to equip
innovative autonomous drive
technology on multiple vehicles.
Progress is well on track to
achieve this goal. Nissan Intelli-
gent Driving is Nissan’s concept
of autonomous drive technology
and represents what Nissan be-
lieves next-generation vehicles
should be.

“Nissan Intelligent Driving im-
proves a driver’s ability to see,
think and react,” said Ghosn. “It
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compensates for human error,
which causes more than 90 per
cent of all car accidents. As a re-
sult, time spent behind the wheel
is safer, cleaner, more efficient
and more fun.”

By 2020, Nissan plans to have
the technology deployed on cars
in cities around the world.

“A key point behind the Nissan
IDS Concept is communication,”
said Mitsunori Morita, design di-
rector. “For autonomous drive to
become reality, as a society we
have to consider not only commu-
nication between car and driver
but also between cars and people.
The IDS Concept’s design embod-
ies Nissan’s vision of autonomous
drive as expressed in the phrase
together, we ride.”

Together, we ride is demon-
strated in the interior design.

“The IDS Concept has different
interiors depending on whether
the driver opts for piloted drive or
manual drive,” said Morita. “This
was something that we thought
was absolutely necessary to ex-

press our idea of autonomous
drive.”

Even though it is a hatchback,
the IDS Concept’s long wheelbase
enables comfortable seating space
for four adults. But the cabin be-
comes even more spacious when
the driver selects piloted drive. In
this mode, the steering wheel re-
cedes into the centre of the instru-
ment panel and a large flat screen
comes out. Various driving-related
operations are handled by the AI,
voice and gestures from the
driver. The interior, which com-
prises natural materials such as
mesh leather, is illuminated by
soft light. All four seats rotate
slightly inward, facilitating easier
conversation. It is said to be like
relaxing in a living room.

When the driver selects manual
drive, the roomy interior trans-
forms to put the driver in control.
All seats face forward. The steer-
ing wheel, which takes styling
cues from reins for horse riding,
appears along with driving meters
and a heads-up display that shows

route and other driving informa-
tion. Interior lighting switches to
blue, stimulating the ability to
concentrate. The use of hollow-
structure A-pillars helps ensure
visibility by reducing blind spots
and also contributes to the feeling
of open space.

“In every situation, it is about
giving the driver more choices
and greater control,” said Ghosn.
“And the driver will remain the
focus of our technology develop-
ment efforts.”

The transformation to manual
drive can be carried out with ease
through a switch between the
front seats called the PD Com-
mander. This is the only control
the driver can physically operate
when the car is in piloted drive:
when the driver is ready to take
over driving, a physical action
should initiate the change.

Various exterior lights and dis-
plays convey to pedestrians and
others the car’s awareness of its
surroundings and signal its inten-
tions. The car’s silver side body
line, for example, is actually an
LED called the Intention Indica-
tor. When pedestrians or cyclists
are nearby, the strip shines red,
signalling that the car is aware of
them. Another electronic display,
which faces outside from the in-
strument panel, can flash mes-
sages such as “After you” to
pedestrians.

“By the time Nissan intelligent
driving technology is available on
production cars, EVs will be able
to go great distances on a single
charge,” said Morita. “Getting to
this point will, of course, require
the further evolution of batteries,
but aerodynamic performance is
also very important. We incorpo-
rated our most advanced aerody-

The seats can be adjusted to suit whether the car or the driver is in control

namic technology in the design.”
The height of the full carbon

fibre body was constrained to
1380 mm, sharply reducing aero-
dynamic drag. Positioning the
tyres close to the corners of the
body increases interior space
while enabling a wrap-around
cabin design. Large-diameter
wheels were selected for high-per-
formance and sportiness, but very
thin 175-size tyres reduce air and
roll resistance. The wheels have a
layered design suggestive of thin
fins that create tiny vortexes of air
flow on the wheel’s surface. This
design further contributes to

smooth air flow.
The icicle pattern on the grille

symbolises a pure and clean de-
sign – perfect for an EV. Shaped
like a stack of ice blocks, the
grille pattern appears transparent.
The car’s bluish satin silver body
colour heightens the impression of
a comfortable and secure cabin
space.

At Nissan’s annual shareholders
meeting in June, executive vice
president Hideyuki Sakamoto
said: “Our zero emission strategy
centres on EVs. We are pursuing
improved electric powertrain tech-
nologies, such as motors, batteries

and inverters, which will enable
us to mass produce and market
EVs that equal or surpass the con-
venience of petrol-powered cars.”

The IDS Concept is fitted with a
60kWh battery and, thanks to its
aerodynamics, low stance, flow-
ing form and reduced weight due
to its full-carbon-fibre body, the
vehicle is designed to meet the
need to drive long distances.
Other technologies include piloted
park that can be operated by
smartphone or tablet, and wireless
charging technologies. Through
these, the driver can leave parking
and charging to the car.Different kinds of sensors keep the car aware of its surroundings
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An automotive image
sensor with LED flicker
mitigation (LFM) and
Asil B support is being
sampled by On Semicon-
ductor.

The 2.3Mpixel cmos
image sensor is for adas
applications and is capa-
ble of capturing 1080p
high dynamic range
(HDR) video. The patent-
pending LFM technology
eliminates high frequency
LED flicker from traffic
signs and vehicle LED
lighting and allows traffic
sign reading algorithms to
operate in all light condi-
tions.

“We have developed
sensors that can see better
than the human eye,” said
Taner Ozcelik, senior vice
president. “We have sen-
sors that can see in ex-
tremely low light
conditions.”

He said the company
had been developing the
sensor for three years and
was the largest project
with which it had been in-
volved.

“We have been working
with a lot of tier ones and
OEMs,” he said. “They
helped us specify it right.
It is all about low-light
signal-to-noise ratio so
you can see cyclists and
pedestrians.”

Called the AR0231AT,
it has a 6.82mm optical
format and a 1928 (hori-
zontal) x 1208 (vertical)
active pixel array. It uses
a 3.0µm back-side illumi-
nated pixel with the
company’s DR-Pix tech-
nology, which provides
dual conversion gain for
improved performance
under all lighting condi-
tions. It captures images
in linear, HDR or LFM

Image sensor supports
LED flicker mitigation

modes, and has frame-to-
frame context switching
between modes.

The device has up to
four-exposure HDR, cap-
turing more than 120dB
dynamic range.

“We think it is the high-
est performance, low-
light two-meg sensor out
there,” said Ozcelik. “The
120dB dynamic range we
believe is the highest in
the industry.”

The device can support
multi-camera synchroni-
sation to ease implemen-
tation in vehicles with
multiple sensor nodes,
and user programmability
is achieved via a two-wire
serial interface. It also has
multiple data interfaces
including Mipi, parallel
and HiSPi.

Other features include
selectable automatic or
user controlled black
level control, spread-
spectrum input clock sup-
port and multiple colour
filter array options.

The device comes in an
11 by 10mm iBGA-121
package and engineering
samples are available
now. It has an operating
range of -40 to +105˚C
(ambient) and will be
AEC-Q100 qualified.
Mass production is sched-
uled for next year.

“High temperature is
important,” said Ozcelik.
“Safety levels require the
high temperature. They
need to operate at +105˚C
to hit the Asil require-
ments. It is quite hard to
do that in imaging.”

Taner Ozcelik: “We have developed sensors that
can see better than the human eye.”

Two inductors in one package
The IHLD series of low-
profile, high-current dual
inductors from Vishay In-
tertechnology has been
expanded with a device in
the 3232 case size. Offer-
ing an operating tempera-
ture range from -55 to
+155˚C, the automotive-
grade IHLD-3232HB-5A
saves board space by
combining two inductors
in one 9.75 by 9.14mm
package.

The Dale inductor is op-
timised for automotive
and commercial class D
amplifier circuits, where
the device is said to re-
duce board space require-
ments and provide
improved performance
over multiple individual
inductors.

In addition, its induc-
tance stability over tem-

perature and DC can pro-
vide high-quality sound
and low harmonic distor-
tion due to linear satura-
tion performance. The
inductor pair is designed
with low coupling to re-
duce crosstalk between
the inductors.

The AEC-Q200-
qualified inductor pair
provides maximum DCR

from 29.2 to 159.43mΩ,
inductance from 5 to
33µH, and rated current
to 6.0A. Other values are
available upon request.

Manufactured using a
100 per cent lead (Pb)-
free shielded, composite
construction package, it
has resistance to thermal
shock, moisture, mechan-
ical shock and vibration.

Appl ica t ion-specif ic
processors for automotive
telematics and connectiv-
ity applications have been
introduced by ST Micro-
electronics.

The Telemaco 2 family
provides a set of scalable,
small-footprint, auto-
motive-grade, Linux-
programmable microcon-
trollers that are dedicated
to in-car systems that en-
hance safety, comfort and
fuel efficiency.

Applications include
automatic calling of
emergency services in the
event of an accident, con-
tinuous car-to-cloud con-
nectivity, remote car
diagnostics, and road-
topology processing.

The devices include
only the essential silicon
IP blocks, are independ-
ent of modem technology
such as 2G, 3G and LTE,
and allow the use of the
wide range of available
Linux open-source soft-
ware components.

The four devices –
STA1074, STA1078,
STA1079 and STA1088 –
provide different combi-
nations of feature sets.

Processors
target e-call
applications

USB re-driver improves integrity
A stand-alone USB 2.0
re-driver from Texas In-
struments is AEC-Q100-
qualified and designed to
improve USB signal in-
tegrity in automotive in-
fotainment systems.

The bidirectional
TUSB211 is said to have
more than 40 per cent
lower power consump-
tion than existing hub
products. Built-in calibra-
tion features accelerate
system evaluation and op-
timisation.

Unlike existing hubs,
there are no continuity

breaks on the PCB. This
allows flow-through of
the existing signal and
eliminates the need to
break the traces when
adding the re-driver to the
PCB.

It consumes less than
55mW in active mode
without compromising
speed; it supports USB
rates up to 480Mbit/s.

The device comes in a
1.6 by 1.6mm, 12-pin
super-thin quad flat no-
lead (X2QFN) package.

Compliant with USB
standards, it is compatible

with USB1.0/1.1, USB
2.0, USB On-the-Go
(OTG) and battery charg-
ing 1.2 protocols. The
bidirectional capability
improves signal quality in
both directions regardless
of which device is host or
peripheral.

An evaluation module –
the TUSB211RPTREVM
– includes TI’s LP5907
single-channel LDO.

Engineers can jump-
start their designs with
the USB 2.0, USB 3.0 re-
driver dongle reference
design.



PRODUCTS

Vehicle ElectronicsPage 31, November 2015

PRODUCTS

Vehicle Electronics November 2015, Page 32

Anti-surge resistors from
Panasonic benefit from
capacitive-coupled isola-
tion for high-temperature
and small size require-
ments. With a 0402 case
size and a rated power of
0.2W, the ERJ-PA2 resis-
tors are said to provide
space savings without
compromising on rated
power specifications.

ESD voltage is 3.0kV,
TCR 100ppm and toler-
ance down to ±0.5%,
resulting in stable resist-
ance and circuit opera-
tion.

They use a metal glaze
thick-film resistive ele-
ment and three layers of
electrodes to improve re-
liability.

Operating temperature

A 2Mpixel cmos image
sensor from Toshiba for
automotive cameras is
equipped with what is
claimed to be the indus-
try’s first LED flicker
mitigation function. The
CSA02M00PB has an
LED flicker – pulsed
LED – mitigation circuit
to reduce image flicker
caused by LED light
sources.

When recording LED
traffic lights and signs
with conventional cmos
image sensors, the output
images often flickers,
preventing an accurate
sensing function. This

Freescale’s MC33907
and MC33908 analogue
system basis chips
(SBCs) have received
ISO26262 functional
safety assessments from
TÜV SÜD up to Asil D .

The devices work
seamlessly with 32bit
MCUs to provide scala-
ble power supplies for ap-
plications requiring high
levels of automotive
safety integrity such as
adas, suspension, trans-
mission, engine manage-
ment, torque control and
battery management.
They support creating ro-
bust, system-level func-
tional safety, while
helping reduce overall en-
ergy consumption via the
integration of DC-DC
switching regulators.

“This assessment un-
derscores Freescale’s
commitment to helping
automotive customers
meet rigorous functional
safety requirements, even
as they face growing
pressure to meet aggres-
sive cost, size and time
targets,” said James
Bates, SVP of Freescale’s
sensors group. “Leverag-
ing Freescale SBCs helps
OEMs speed time to mar-
ket by reducing complex-
ities associated with
meeting the Asil D met-
rics.”

ISO26262
thumbs-up
for chips

Cmos sensor mitigates LED flicker

sensor mitigates the
flicker and delivers clear
images for faster, more
accurate image sensing.

“This is one that we will
deploy in the market in
the next couple of years
and we are in discussion

with major tier-ones,”
said Armin Derpmanns
from Toshiba.

It also incorporates a
high dynamic range
(HDR) system and 3.0µm
pixel backside illumina-
tion process. The HDR

system uses a single
frame method for clear
images free of the de-
graded resolution and
blown-out highlights typ-
ical of high contrast-light
conditions. Backside illu-
mination makes it possi-
ble to shoot brighter
pictures with higher
image quality in low light
conditions.

The sensor integrates
functions to meet Asil re-
quirements and supports
failure detection, report
flagging and control of
vehicles. It is also compli-
ant with AEC-Q100
grade two and is suitable
both for front end sensing
cameras for adas and
viewing applications,
such as e-mirror and cam-
era monitor.

Two types of HDR ex-
posure mode are sup-
ported, one with two
different exposure times
per frame (maximum
frame rate 60frame/s) and
one with three exposure
times per frame
(45frame/s). Output reso-
lutions up to 1928 x 1064
are supported at dynamic
ranges up to 120db.

Housed in a PBGA
package measuring 9.0 by
9.0mm, the sensor sup-
ports analogue power
supply voltages of 2.8V
(±0.2V) and digital sup-
ply voltages of 1.2V
(±0.1V).

Anti-surge resistors fit tight space
range is -55 to +155˚C
and they are for for auto-
motive and transportation
applications. The devices
are RoHS and Reach
compliant.

Ultra-stable bandgap
voltage references from
Linear Technology ex-
hibit less than 1.5ppm/˚C
of temperature drift. Re-
inforcing this perform-
ance, the LT6657 has
0.5ppm P-P of low fre-

quency noise, less than
30ppm of long-term drift
and 35ppm of thermal
hysteresis.

The device is fully
specified for -40 to
+125˚C and was designed
for instrumentation, test

Voltage references keep noise down
equipment and automo-
tive systems. Its buffered
output can source and
sink up to 10mA and it
can operate on a supply
voltage from 50mV
above the output, up to
40V, and with a supply
current of 1.2mA.

In shutdown mode,
power consumption is re-
duced to 4µA. Load reg-
ulation error is less than
6ppm/mA and line regu-
lation error is less than
4ppm/V, both under
worst-case conditions.

The device is in produc-
tion with a 2.5V output
version. Additional volt-
age options are in devel-
opment.

Three plug-in measure-
ment modules – including
one for Can and Lin mon-
itoring – have been intro-
duced for Yokogawa’s
DL850E and DL850EV
Scopecorder portable
multi-channel data-acqui-
sition recorders.

The units are the
720211 high-speed
(100MS/s) 12bit isolation
module, the 720243 Sent
monitor module (for the
DL850EV Vehicle Edi-
tion) and the 720254
four-channel 1MS/s 16bit

isolation module.
With the 720211 isola-

tion module, up to eight
units can be installed in a
Scopecorder, compared
with four for earlier units.
This means 100MS/s,
12bit, 1kV isolation in-
puts will be available for
up to 16 channels in a
unit. Applications are in
the electric power and en-
ergy sector.

The 720243 module en-
ables the monitoring of
Sent (single edge nibble
transmission) protocol

Scope modules enable Can
and Lin data monitoring

communications, display-
ing the data trend as an
analogue waveform in the
same way existing Can
and Lin bus monitor
modules do. As well as
data trend monitoring, the
module will also trigger
on Sent transmissions.

The SAE J2716 Sent
protocol is for high-reso-
lution digital data trans-
mission with a lower cost
than standard serial data
products for in-vehicle
data transmission.

Typical applications in-
clude data communica-
tions between airflow
sensors and ECUs.

The 720254 incorpo-
rates four isolated BNC
inputs. By installing eight
of these modules, 32
channels can be achieved
in a stand-alone measure-
ment system. It suits dy-
namic analysis of ECUs
and/or powertrains.
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Inova Semiconductors
has announced the Apix
3, the latest version of its
Apix multi-channel
serdes (serialiser-deseri-
aliser) technology for
video and data communi-
cations in vehicles.

Apix – automotive
pixel link – is a multi-
channel technology for
high resolution in-car
video applications. The
latest version supports
transmission at up to
6Gbit/s over a single
twisted pair (STP) cable
and up to 12Gbit/s over a
quad twisted pair (QTP)
connection, which is four
times the speed of the
Apix 2. This lets Apix 3
support video with HD
and ultra HD displays.

By supporting different
cable media – STP, QTP

Serdes tech updated for
in-vehicle communications

and co-axial – it can re-
duce the cost of cables to
automotive manufactur-
ers, OEMs and tier-one
suppliers. It provides
scalable bandwidth,
which means it can be
used from entry level to
high-end systems.

The technology enables
the transmission of multi-
ple video channels on one
connection, thus support-
ing advanced cockpit ar-

chitectures. It also sup-
ports 100Mbit Ethernet
and other popular serial
interface protocols. And it
provides diagnostics ca-
pabilities, including cable
monitoring for preventive
detection of cable degra-
dation.

The first products based
on Apix 3 are in develop-
ment and sampling to key
customers, with general
sampling due in the third

quarter of next year. A test
chip is available today for
evaluation.

The Apix 3 IP is avail-
able for licensing, with
the first licensing deal
being negotiated and ex-
pected to be closed before
the end of 2015.

The technology is back-
wards compatible with
Apix 2. It provides full
duplex communications
channels, and an active
equaliser to adjust auto-
matically to transmission
lines individually, thus al-
lowing plug-and-play
connectivity. It also pro-
vides compensation for
cable aging and tempera-
ture. It supports safety-
relevant ISO26262
applications, and meets
automotive EMI and
robustness requirements.

What is claimed to be the
first wireless charging
platform that supports all
three wireless charging
standards has been
launched by Semtech for
wearable and portable de-
vices, automobiles, indus-
trial tools, and furniture
with built-in wireless
charging capabilities.

The TS80K wireless
charging design platform
supports evolving wire-
less charging standards,
multiple system configu-
rations for wearable, mo-
bile and embedded
system applications, and
the claimed widest range
of power levels in the in-
dustry,

It includes the TS80000
transmitter, the TS81000
receiver, a set of power
management ICs and ref-
erence design kits. The
platform supports all
three major wireless

charging standards – Qi,
PMA and A4WP Rezence
– in multi-mode for both
transmitter and receiver
applications. And it can
scale to power low,
medium and high power
applications from
100mW to 100W and be-
yond.

For fast charging, the
multi-mode receiver from
100mW to more than
20W of output power al-
lows compatibility be-
tween all transmitters
supporting any of the
three standards. Multi-
mode transmitters are
available for all power
levels, from 100mW to
more than 40W, allowing
embedded charging capa-
bility in furniture, vehi-
cles and public venues.

Design kits, including
evaluation boards and
documentation are avail-
able.

Wireless charging
platform supports
three standards

A low-profile compact
PC from Aitech suits high
impact military applica-
tions such as manned and
unmanned robotic ground
vehicles as well as
manned and unmanned
fixed- and rotary-wing
airborne platforms.

Developed around a
standard type six Com
Express module, the
A172 has a standard pin-
out and can support mul-
tiple processor options.

Weighing under 2.25kg
with dimensions of 260
by 180 by 46mm, the unit
has multiple IO options.
With the addition of an
optional frame grabber,
applications include
image capture and stabil-
isation, with or without
graphics overlays for ISR
red-blue force tracking
and threat assessment.

Optional solid-state
drives provide data cap-
ture and sensor logging.

Features include
1.7GHz Intel Core i7
processor, up to 16Gbyte

of DDR3L sdram and two
internal mSata SSD slots
for standard mini flash
drives.

There are up to four in-
dependent Gigabit Ether-
net interfaces, four USB
2.0 interfaces and eight
serial ports with multiple
RS232, RS422 or RS485
configurations as well as
two Can bus and eight
single-ended, buffered
LVTTL discrete digital
IO ports.

Two single link DVI
outputs and an audio line
with stereo in-out round
out the unit’s available
IO. Wifi connectivity is
available by plugging in a
USB Wifi antenna into
the front panel’s USB 3.0
port. Operating systems
include Windows 7,
64bit, and Linux prein-
stalled as options.

It is sealed to IP65.
With an integrated power
input line filter, it sup-
ports inputs from 12 to
32V DC. Operating tem-
perature is -40 to +70˚C.

PC makes impact on
unmanned vehicles




