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Music, art and technology have been brought together in Will.i.am’s spec-
tacular remix of his hit track #ThatPower for Lexus’s Amazing in Motion
campaign. The interpretation was created live by the musician, using hun-
dreds of motion and sound-sensitive lights and lasers and three Lexus NX
crossovers, piloted by a team of top stunt drivers.
The event was shot in the course of one night last month on a disused
airstrip in Spain. The lighting and laser rig was created by Marshmallow
Laser Feast, famous for its work with leading bands including U2 and
Coldplay, and took a team of 65 technicians more than week to install.
“Together with Lexus, we’ve created a huge musical game with three
stunt drivers as the players and Will.i.am as the conductor,” said Barnaby
Steel, MLF’s creative director. “Music is brought to life when the cars hit
beams of light that are motion sensitive at the correct time and rhythm.
It’s basically like a giant laser harp with cars instead of fingers. The chal-
lenge for Will.i.am and the drivers was to navigate the light points on
tempo. When they fell off beat and triggered notes off tempo, the system
had to restart.”

Lexus goes live with Will.i.am

Ford is developing light-
ing technology that lets
drivers see potential haz-
ards more easily when
driving at night. The cam-
era-based front lighting
also widens the beam at
junctions and round-
abouts after interpreting
traffic signs.
Also being developed is
a GPS-enabled system
that uses a forward-facing
camera to remember
roadways and direct light-
ing to help drivers better
see bends in the road –
effectively lighting the
way home on previously
travelled routes.
Spot lighting using
infra-red camera to detect
pedestrians, cyclists and
animals is being devel-
oped to detect up to eight
potential hazards.
“Many people who
drive at night have had to
quickly react to someone
or something suddenly
appearing in the road – as
if from nowhere,” said
Ken Washington, vice

Ford develops smart lighting
that remembers way home

president of Ford Re-
search. “Ford’s camera-
based advanced front
lighting system and spot
lighting help ensure the
driver is quickly alerted
to people or animals that
could present a danger.”
The system uses GPS
information to illuminate
bends and dips on a cho-
sen route. Where GPS in-
formation is not available
the technology uses a for-
ward-facing video cam-
era to detect lane
markings and predict the
road’s curvature, using
the information to illumi-
nate the area effectively.
When next the driver

uses the same road again,
the headlights adapt to the
course of the road auto-
matically.
The technology was de-
veloped at Ford’s Euro-
pean research centre in
Germany, and Ford ex-
pects it to be available for
customers soon.
Spot lighting uses an
infra-red camera in the
front grille to locate and
track simultaneously up
to eight people and bigger
animals, including larger
dogs, at a range of up to
120 metres.
“Camera-based ad-
vanced front lighting can
help make it easier for the
driver to travel at night in
unfamiliar surroundings,
and to more easily see un-
expected hazards,” said
Michael Koherr, research
engineer at Ford. “At
roundabouts, for exam-
ple, our system helps the
driver clearly see the exits
– and check if cyclists
and pedestrians are cross-
ing the road.”

Michael Koherr: “It
helps the driver
clearly see the exits.”

Delphi has reached agree-
ment to acquire Heller-
mann Tyton, a maker of
cable management prod-
ucts, for approximately
£1.07bn.
The acquisition ex-
pands Delphi’s product
portfolio within the con-
nected vehicle market and
will help capitalise on the
connected car trend. It
also further strengthens
Delphi’s position in the
electrical architecture
market, while providing a
platform to grow in
Hellermann Tyton’s adja-
cent industrial end mar-
kets, including aerospace,
defence, alternative en-
ergy and mass transit.
“With consumers now
demanding more connec-
tivity in their vehicles,
electrical architecture is
the enabler to that added
vehicle content,” said
Kevin Clark, Delphi pres-
ident and chief executive
officer. “Hellermann
Tyton positions Delphi to
provide customers with
an even broader portfolio
of highly engineered and
customised connection
systems and cable man-
agement solutions. By
leveraging the combined
capabilities of both com-
panies, we will be able to
capitalise on additional
growth opportunities and
create significant value
for our customers and
shareholders.”

Delphi to buy Hellermann Tyton
The transaction has
been recommended by
the board of Hellermann
Tyton and is expected to
close late in the fourth
quarter of 2015, subject
to regulatory consents

and approvals and ap-
proval by Hellermann
Tyton’s shareholders.
Hellermann Tyton has a
track-record of growing
three to five percentage
points faster than its end

markets and has realised
top-line constant currency
CAGR of approximately
ten per cent per year since
2010, while maintaining
EBITDA margins of
about 20 per cent.
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Brusa Elektronik, an au-
tomotive tier-one power
electronics supplier, has
licensed Qualcomm Halo
patented inventions to
commercialise wireless
electric vehicle charging
(WEVC) systems for
plug-in hybrid and elec-
tric vehicles.
Qualcomm has granted
Brusa a royalty-bearing
patent licence to develop,
make and supply WEVC
systems for certain car
makers.
Brusa has been pioneer-
ing technology in this
area with its ICS wireless
charging system, which
can transfer power to ve-
hicles safely and at high
efficiency, eliminating the
need for charging cables
currently required by

electric vehicles.
“We are excited about
our licence agreement
with Brusa; it expands
and diversifies the Qual-
comm Halo supplier net-
work, giving automobile
manufacturers another
trusted source of our ad-
vanced inventions,” said
Steve Pazol, vice-presi-
dent and general manager
of wireless charging at
Qualcomm.
Brusa has developed its
own coil geometry called
Frame technology. The
coil is rectangular and en-
ables inductive charging
of electric vehicles with
the integration of power
electronics both in the ve-
hicle and in the base plate
enabling a one-box sys-
tem. The company plans

to work with certain
major automotive manu-
facturers to commer-
cialise its wireless
charging system includ-
ing specific aspects of the
Qualcomm Halo inven-
tions.
“Wireless charging will
win, it will give e-mobil-
ity a big boost, it will set
new, sustainable technol-
ogy apart from old gaso-
line-based technology,”
said Josef Brusa, chief
executive officer of Brusa
Elektronik. “We are de-
termined to make wire-
less charging a reality.We
already offer technically
sound and commercially
viable systems to the mar-
ket and we are excited
about the potential of
wireless charging.”

Qualcomm licenses EV
charging tech to Brusa

Recorder speeds up test capabilities for V2V developers
Spirent Communications
has created an automotive
record and playback test
system to help drive inno-
vation and improvements
in the rapidly evolving
vehicle navigation and
connected car ecosystem.
The test system lets au-
tomotive developers
record different real-
world signals and then
replay them repeatedly in
development laboratories,
to shorten the time taken
to validate new hardware

or software.
This lab-based ap-
proach complements con-
ventional field testing
using fleets of vehicles. It
will also help reduce the
development and valida-
tion time for features for
vehicle-to-vehicle com-
munications technology.
“By providing vehicle
makers with a wide range
of test capabilities from
the wireless, positioning
and computer networking
industries that comple-

ment drive testing, we
can help the auto industry
adopt connected car tech-
nology with more confi-
dence,” said Pete
Nicholson, general man-
ager of Spirent’s automo-
tive unit. “Our system lets
automotive OEMs de-
velop and validate new
products more quickly, by
making tests repeatable
using real-world signals
in a lab environment.”
This test system is an
integrated custom design

that provides RF record-
ings for all major satellite
systems and vehicle Can
bus data. The system can
also record up to four
video streams, audio and
other high-speed sensor
data to provide a more
complete record of the
route. The recorded data
are time-stamped and can
be replayed repeatedly to
help engineering teams
verify new designs work
all over the world, with-
out leaving the lab.

Green Hills’ Integrity rtos
has been integrated with
Luxoft’s Populus Suite
HMI design tool chain.
With the use of Green
Hills Multi integrated de-
velopment tool chain, this
lets Populus run on a
wide range of automotive
grade MCUs, enabling
the creation of robust dig-
ital instrument clusters
with low memory.
Chris Tubbs, director of
business development for
Green Hills, said: “By
partnering with us, Lux-
oft is not only able to ac-
commodate a greater
variety of MCU plat-
forms, but can now offer
its customers a full bene-
fit of our unparalleled ex-
pertise in embedded
application security.”

Green Hills
and Luxoft
partnership
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Possibilities
for
analogue
integration

NEWS

BMW’s Simon Fürst has
taken over as official
spokesperson for Autosar
from Thomas Rüping, a
director at Robert Bosch.
Fürst is general manager
of software development
at BMW.
An aerospace engineer,
he has been engaged in
Autosar since 2005. Since
2008, he has represented
BMW on the Autosar
steering committee.
The new deputy

spokesperson in the regu-
lar nine-monthly change-
over is Carsten Krömke
from Volkswagen. Igor
Neiva Camargo of Conti-
nental Automotive is the
new speaker of the proj-
ect leader team.
“The Autosar classic
platform remains the sys-
tem of choice with regard
to control units from the
classical electrical and
electronics domains of
the automobile,” said

Fürst. “This platform
continues to be preferred
for applications that have
limited demands on hard-
ware resources while
fulfilling safety require-
ments and providing hard
real-time capabilities.”
But he said upcoming
functionalities would be
realised more efficiently
by a software platform
being designed for their
special requirements.
“On the one hand we

see for example a demand
for number-crunching al-
gorithms and high inter-
connectivity while on the
other hand we have high
requests on dependability
of applications and sys-
tems, or new technologies
such as update over the
air,” he said. “For this
reason, we have started
developing a suitable new
product under the name
of Autosar Adaptive Plat-
form.”

BMW’s Fürst takes over at Autosar
Murata is sponsoring Nottingham University’s electric motorbike devel-
opment to compete in MotoE.
The sponsorship agreement is for the development of a student de-
signed electric racing motorbike. It includes the provision of technical
engineering support from Murata’s power division based in Milton
Keynes, DC-DC converters along with the usual marketing support.
“After working with Nottingham University on application testing of
our innovative range of new gate drive DC converters, it seemed a natu-
ral step to sponsor the bike and help raise awareness of the importance
that electric vehicles will play in a more environmentally friendly fu-
ture,” said Matthew Cooper, managing director of Murata power prod-
ucts. “We hope that the selection of the MGJ6 series for the race bike
will further help the team to deliver winning performances.”
The bike has already taken part in the Isle of Man TT race and is
entered in the forthcoming MotoE European championship for electric
motorcycle racers.
Developed by undergraduates, the bike uses Murata’s MGJ6 isolated
DC-DC converters in the motor power conversion and drive train.

Murata sponsors Nottingham University electric bike

Maxim has provided the
analogue blocks on info-
tainment and advanced
driver assistance systems
(adas) for Nvidia’s Drive
CX (cockpit) and PX (pi-
loted driving) platforms.
Nvidia has developed
complex automotive
SoCs that can drive multi-
ple functions with parallel
processing architecture
and large computing
power. Maxim has lever-
aged its experience in au-
tomotive and its wide
product portfolio to ad-
dress three key analogue
IC factors that cannot be
neglected in any system-
level design – heat, size
and efficiency.
Maxim provided soft-
ware-compatible, low-

Maxim provides analogue
blocks for Nvidia systems

quiescent-current, and
highly-integrated auto-
motive-grade power-man
-agement functionality
for the visual computing
module (VCM). This
meets the performance
needs of the CX and PX
platforms.
The VCM modular
platform gives car makers
a fast and easy way to in-
tegrate the most recent
automotive-grade Tegra

processors in vehicles.
Kent Robinett, manag-
ing director of automotive
sales at Maxim, said:
“Our collaboration en-
ables new possibilities for
infotainment and adas
markets within automo-
tive, and is a platform for
on-going developments
in automotive-grade
USB, power manage-
ment, high-speed video
transfer, precision mems

and wireless radio tuner
RF-to-bits solutions.”
Maxim’s gigabit multi-
media serial link provides
high-speed data transfer
between camera inputs
and the Nvidia SoC, and
an optional link via an
add-in card from the head
unit of an infotainment
platform to the display.
The MAX9286, a quad-
channel 1.5Gbit/s deseri-
aliser, can synchronise
video streams from four
cameras while powering
each camera over the
same coax cable. These
aggregator and power-
over-coax features are
used on the PX to sim-
plify design for adas with
up to 12 simultaneous
camera inputs.

Bosch and Tomtom are
collaborating to produce
maps for automous cars.
Under the agreement,
Tomtom is designing the
necessary maps, while
Bosch, on the basis of its
systems engineering
work, is defining the
specifications these maps
have to meet.
“Only with high preci-
sion maps will automated
driving on freeways be
possible from 2020,” said
Bosch board of manage-
ment member Dirk Ho-
heisel.
At this moment, the
maps are already being
used in the automated ve-
hicles Bosch is testing on
certain public roads in
Germany and the USA.
“By the end of 2015, we
want to have new high-
precision maps for auto-
mated driving for all
freeways and freeway-
like roads in Germany,”
said Jan Maarten de
Vries, vice president for
automotive at Tomtom.”
Road coverage will
subsequently be extended
to the rest of Europe and
North America.
Maps for highly auto-
mated driving and the
maps used in current nav-
igation systems differ pri-
marily in two respects.
First, accuracy is signifi-
cantly higher – down to

Bosch and Tomtom to make
maps for autonomous vehicles

decimetre precision. Sec-
ondly, the map material
for highly automated
driving consists of multi-
ple layers.

The traditional base
navigation layer is used to
calculate routes. The lo-
calisation layer uses a po-
sitioning concept

providing highly accurate
map data, which the auto-
mated vehicle uses to cal-
culate accurately its
position within a lane.
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HEAVY LOADS
Bruce Haug explains why robust power
conversion is a must-have for lorries,
automotive and heavy equipment
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Lorry, automotive and heavy
equipment environments
are very demanding for any

type of power conversion devices.
Wide operating voltage ranges
coupled with large transients and
wide temperature excursions com-
bine to make reliable electronic
system design challenging.

To complicate designs further,
some applications require the
power conversion device be under
the bonnet, requiring a high tem-
perature rating. At the same time,
as the number of electronic com-
ponents increases, space require-
ments continue to shrink, making
high efficiency conversion critical
due to space limitations.

Consequently, reliable lorry
switching DC-DC regulators need
to work over a wide input voltage
range. A 60V input gives good
margin for a nominal 12V system,
which is usually clamped in the
36 to 40V range. Double battery
applications, commonly found in
lorries and heavy equipment envi-
ronments, require an even higher
operating voltage due to their
nominal 24V battery voltage.
Most are clamped to 58V, so a
60V rating is usually sufficient.

The on-board automotive and
lorry overvoltage clamp is re-
quired to maintain a maximum
transient voltage caused by the in-
ductive kick back voltage from
the starter motor, which can cause
a much higher transient voltage
when left unclamped.

There are several electronic sys-
tems that require continuous
power even when the vehicle’s
motor is not running, such as re-
mote keyless entry, GPS and secu-
rity systems. It is essential for
these types of always-on systems
to have a DC-DC converter with

low quiescent current to increase
the battery run time when in sleep
mode. Under such circumstances,
the regulator runs in normal con-
tinuous switching mode until the
output current drops below a pre-
determined threshold of around 30
to 50mA.

Below this level, the switching
regulator must go into lower qui-
escent current operation to reduce
the current draw to tens of micro
amps, thereby lowering the power
drawn from the battery, which in
turn extends the battery run time.

With 60V input capable DC-DC
converters that have high step-
down ratios in short supply, de-
signers have resorted to a
transformer-based topology or ex-
ternal high side drivers to operate
up to 60V. Others have used an in-
termediate bus converter, requir-
ing an additional power stage.

Both of these alternatives in-
crease the design complexity and,
in most cases, reduce the overall
efficiency. However, there are
60V input capable step-down
switching regulator controllers
that address many of the key is-

sues required in automotive and
lorry applications. Fig. 1 shows
such a device operating in an ap-
plication that converts a 4.5 to
60V input into 3.5V, 5A and 8.5V,
3A outputs.

These high-voltage dual-output
synchronous step-down DC-DC
controllers draw only 29µA when
one output is active and 34µA
when both outputs are enabled,
and are in regulation. The 4.5 to
60V input supply range protects
against high-voltage transients,
ensuring continuous operation
during automotive cold crank,
load dump and to accommodate a
broad range of input sources and
battery chemistries. Each output
can be set from 0.8V to 99 per
cent of Vin at output currents over
20A with efficiencies as high as
96 per cent, making them well
suited to 12 or 24V automotive,
lorry and heavy equipment appli-
cations.

Such devices can operate with a
selectable fixed frequency be-
tween 50 and 900kHz, and can be
synchronised to an external clock
from 7 to 850kHz. The user can

Fig. 1: Schematic of switching regulator controller with
4.5 to 60V input to 8.5V, 3A and 3.3V, 5A outputs

Fig. 2: Burst mode operation voltage diagram

select from continuous operation,
pulse-skipping and low ripple
burst mode operation during light
loads. Two-phase operation re-
duces input filtering and capaci-
tance requirements. A current
mode architecture provides easy
loop compensation, fast transient
response, fixed frequency opera-
tion, line regulation and easy cur-
rent sharing with paralleled
phases for higher current. Output
current sensing is accomplished
by measuring the voltage drop
across the output inductor (DCR)
for the highest efficiency or by
using an optional sense resistor
for high accuracy.

Burst mode
When configured for burst mode
and during a light load condition,
the converter will burst out a few
pulses to maintain the charge volt-
age on the output capacitor. It then
turns off the converter and goes
into sleep mode with most of its
internal circuits shut down.

The output capacitor supplies
the load current and, when the
voltage across the output capaci-
tor drops to a programmed level,
the converter starts back up deliv-
ering more current to replenish the
charge voltage.

The action of shutting down and
turning off most of its internal cir-

Fig. 3: Efficiency curves for 8.5 and 3.3V outputs from 12V input

cuits significantly reduces quies-
cent current, thereby helping to
extend the battery run-time in an
always-on system when the sys-
tem is not running. Fig. 2 shows
the conceptual timing diagram of
how this works.

The burst mode output ripple is
load independent so only the
length of the sleep intervals will
change. In sleep mode, much of
the internal circuitry is turned off

except for the critical circuitry
needed to respond quickly, further
reducing its quiescent current.
When the output voltage drops
low enough, the sleep signal goes
low and the controller resumes
normal burst mode operation by
turning on the top external mosfet.

Alternatively, there are instances
when the user will want to operate
in forced continuous or constant
frequency pulse skipping mode at
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Fig. 4: Transient response for 3.3Vout, 12Vin shown in Fig. 1

light load currents. Both these
modes are easily configurable but
will have a higher quiescent cur-
rent and a lower peak-to-peak out-
put ripple.

Furthermore, in forced continu-
ous operation or when clocked by
an external clock source, the in-
ductor current is allowed to re-
verse at light loads or under large
transient conditions. Continuous
operation has the advantage of
lower output voltage ripple but re-
sults in a higher quiescent current.

Features
Each channel has an overvoltage
comparator that guards against
transient overshoots as well as
other more serious conditions that
may overvoltage the output. When
the VFB1, 2 pin on Fig. 1 rises by
more than ten per cent above its
regulation point of 0.800V, the top
mosfet is turned off and the bot-
tom mosfet is turned on until the
overvoltage condition is cleared.

Fast accurate over current limit
protection is essential in a high-
voltage power supply. When the
output voltage falls to less than 70
per cent of its nominal level, fold-
back current limiting is activated,
progressively lowering the peak
current limit in proportion to the
severity of the overcurrent or
short-circuit condition.

Using 1.1Ω on-board n-channel
mosfet gate drivers reduces transi-
tion times and switching losses.
The gate drive voltage can be pro-
grammed from 5 to 10V to allow
the use of logic- or standard-level
n-channel mosfets to increase effi-
ciency. Due to the high drive cur-
rent available, multiple mosfets in
parallel can be driven for higher
current applications.

The efficiency curves in Fig, 3
are representative of the Fig. 1
schematic with a 12V input volt-
age. As shown, the 8.5V output
produces a very high efficiency at
up to 98 per cent. The 3.3V is also

over 90 per cent efficient. In addi-
tion, this design is still over 75 per
cent efficient for each output with
a 1mA load. This is due to its
burst mode operation.

Fast transient response
A fast 25MHz bandwidth opera-
tion amplifier can be used for
voltage feedback. The high band-
width of the amplifier, along with
high switching frequencies and
low value inductors, allow for a
very high gain crossover fre-
quency. This lets the compensa-
tion network be optimised for a
very fast load transient response.
Fig, 4 illustrates the transient re-
sponse of a 4A step load on a
3.3V output with a less than
100mV deviation from nominal.

Conclusion
Such devices as described here
bring a new level of performance
in terms of needing to operate
safely and efficiently in a de-
manding high-voltage transient
environment. The powerful ad-
justable gate drive voltage pro-
vides the flexibility of driving
logic- or standard-level mosfets.
Low quiescent current preserves
battery energy during sleep mode
allowing for increased battery
run-time, a very useful feature in
always-on bus systems. The 60V
maximum input voltage, fast tran-
sient and high temperature grades
make them an excellent choice for
lorry, heavy equipment and auto-
motive applications. As a result,
system designers now have an op-
timum choice for their DC-DC
conversion needs.

Bruce Haug is senior product
marketing engineer for Linear
Technology

Safe as mountains?
In the wake of the hacking
of a Chrysler Jeep
Cherokee, Egil Juliussen
looks at cyber-security in
the connected car age

Chrysler Jeep Cherokee
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There is a growing threat of
car hacking as connected
cars become the norm. It is

not easy, but it is possible to take
control of connected car systems
and core control systems wire-
lessly as shown in the recent
hacking attacks on the Chrysler
Jeep Cherokee by two cyber-secu-
rity researchers. This is definitely
a scary event that will have a sig-
nificant impact on how the auto
industry views cyber-security.

What happened?
According to reports, two re-
searchers were able to hack the
Chrysler Uconnect system via a
Sprint smartphone and find the IP
address of many Chrysler vehi-
cles. Then they were able to use
their previous research on Can-
bus protocols, and additional re-
search on how the Chrysler
Uconnect telematics system
works, to hack into the infotain-
ment systems and into the core
Jeep control systems such as the
brakes and steering.

This meant they could remotely
control most of the Jeep driving
functions and infotainment func-
tions. They were able to do this
due to an apparent flaw in the
Uconnect system, which Chrysler
has already corrected in a new
software version. Since Chrysler
does not have remote software up-
dates yet, it will take time for all
the owners to get this software up-
dated via dealer visits or a USB
download and Uconnect update
by the car owner.

The details of the hacking at-
tacks are not available as the re-
searchers have not released
details, except to Chrysler. More
information will be available, but
the researchers will not release all

the software they have developed.
Reports indicate that Chrysler has
asked the researchers to release
less information than planned.

What does it mean?
The first question is what does it
mean for Chrysler Uconnect car
owners? Fortunately, it very un-
likely that these vehicles will be
attacked from other hackers. The
reason is the researchers spent a
large amount of effort (probably a
few man-years) to acquire the
knowledge. Hence, other hackers
would need to spend a lot of time
to get equivalent expertise. But
the Chrysler owners should get
the software update as soon as
possible, just in case.

For the auto industry, this is a
very important event and shows
cyber-security protection is
needed even sooner than previ-

Uconnect allows access to a
Chrysler Jeep via a smartphone

Making a splash: The hacking of a Jeep Cherokee hit the headlines last month

ously planned. Five years ago, the
auto industry did not consider
cyber-security as a near-term
problem. This view has changed –
especially since the research in
2013 by UCSD and University of
Washington showed that wireless
hacking of vehicles was possible.
The report by US senator Edward
Markey on cyber-security this
year increased the urgency at most
OEMs to add hacking protection
for connected car systems. He,
along with senator Richard Blu-
menthal, introduced a bill last
month in Washington on the sub-
ject.

The US National Highway Traf-
fic Safety Administration
(NHTSA) started a cyber-security
research project several years ago
and is expected to release guide-
lines on what the auto industry
needs to do about cyber-security.
Other organisations, such as
Southwest Research Institute,
have research into automotive
cyber-security. Most vehicle
OEMs are also increasing their
effort in cyber-security for future
systems. Additionally, there are
now products from cyber-security
companies that the OEMs can use
for better protection.

What is the impact?
The main impact is that cyber-se-
curity will be one of the toughest
challenges that the auto industry
will face in the next decade or
two. The Jeep event shows that
the auto industry needs to add
cyber-security protection as soon
as possible and this must start
with a thorough review of existing
connected car systems and update
these when problems are found.

The growth of software over-
the-air (OTA) is also likely to in-

crease with cyber-security updates
becoming an important reason to
add OTA. These OTA systems al-
ready have built-in cyber-security
and choosing OTA-vendors is
likely to include their cyber-secu-
rity capabilities.

What are the answers?
More than 82.5 million vehicles
worldwide will be connected to
the internet by 2022, more than
three times the 26.5 million con-
nected cars this year. In seven
years, 78 per cent of the cars sold
globally will be connected, up
from 30 per cent now.

Long-term, cyber-security will
be required for all cars that have
any connection to any device –
especially smartphones. In princi-
pal, the answers are straightfor-
ward, but the details are
exceptionally difficult.

Each connected car needs
perimeter cyber protection and

operational cyber protection.
Perimeter protection is needed for
all wired and wireless access
points that check and ensure any
data, software or other contents
are safe and come from a legiti-
mate source. Operational security
is needed because perimeter secu-
rity will never be 100 per cent se-
cure. Hence, operational security
checks the messages that flow be-
tween the computer systems in the
car to check for suspicious behav-
iours that are compared with a
database of valid messages.

On-going methods include lay-
ers of hardware and software-
based cyber-security that receive
increasing capabilities as the po-
tential hackers gain expertise in
how the vehicle electronics sys-
tems work.

Summary
Cyber-security will become a
major problem for the auto indus-

try and solutions are long over-
due. The industry is adding cyber-
security, but the question is
whether it is fast enough to avoid
major incidents. Fortunately, there
is not a compelling business
model for hacking into cars that
will generate revenue for the typi-
cal hacker – at least not yet.

Indeed, the car can be a lethal
weapon for disruption and de-
struction, but this falls into cyber-
warfare categories and could
cause very serious events, but is
not expected to be what the vast
majority of hackers will do. The
auto industry can strengthen this
by adding cyber-security that
makes it more expensive and
time-consuming to be successful
and thus lowering the desirability
or profitability of hacking cars.

Egil Juliussen is senior analyst
and research director at IHS
Automotive
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What’s in a name? For,
audio equipment maker
Harman, in automotive

very little, for though the com-
pany is well respected for its info-
tainment and car audio systems,
its name rarely appears on a dash-
board. Most of its products are re-
branded to that of the OEM, but
the company doesn’t mind as it
beavers away designing some of
the most innovative equipment
out there.

NAMING RIGHTS
Steve Rogerson visited Harman’s factory
in Karlsbad, Germany, to see the
company’s latest audio and
infotainment technologies

Even the recent purchase of
Bang & Olufsen’s car audio busi-
ness is unlikely to change that
much, though the company does
admit it will be making good use
of the reputation the B&O brand
has in the industry.

“We supply to a lot of OEMs,”
said Ivo Poguntke, from Harman’s
communications department, “but
they like to have their own brands.
For example, the system in a
BMW will be called BMW but it
might be a Harman system. It is
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the same for Mercedes, Audi,
Jaguar Land Rover and more.”

This is partly because some
OEMs use multiple suppliers, so
what looks like the same audio
system in one Mercedes C Class
as in another might actually be
made by different companies, but
Poguntke was keen to stress the
premium infotainment system in
the S Class is made by Harman.

Other customers include Ferrari,
Harley-Davidson, Volkswagen
and Fiat Chrysler for the Jeep
Grand Cherokee.

“It is a pretty wide range,” said
Poguntke. “None of the OEMs
brand it Harman. End customers
do not see the Harman brand, so
we focus at the business-to-busi-
ness level. Infotainment is big
business for our entire company.”

Where that sometimes changes
is when the audio equipment
maker already has a well-known
consumer brand, as can happen

when they use some of the Asian
manufacturers. If they think the
name will help them sell cars,
then they will go for it.

This is why the €145m takeover
of B&O is potentially interesting
in changing this philosophy for
Harman.

“Bang & Olufsen will be a
brand that we will be targeting for
branded audio,” said Poguntke.
“This is more of a premium ap-
proach. It was an interesting ac-
quisition for us. It adds to our
portfolio in the branded audio. It
gives us more choice to offer to
OEMs to help them get a perfect
fit.”

The purchase should also give a
boost to B&O’s own research and
development.

As Katrin Blass, product man-
ager at Harman, said: “The finan-
cial status of Bang & Olufsen in
automotive has not been very
solid, so this will allow us to bring

money to them for research.”
Blass though is more involved

in developing the company’s lat-
est infotainment platforms, which
go by the internal names Oakland
and Orinoco. Orinoco is an entry-
level platform that is scalable up-
wards whereas Oakland is at the
high level and scalable down-
wards.

“We are in the development
phase for Orinoco 2.0,” said
Blass. “The final version of this
will be in about a year’s time but
we will be introducing small bits
of it as we go on.”

One key area of development is
a redesigned central console so
everything is visible to drivers
without them taking their eyes off
the road, or at least only for a
short time. For this, Harman is
working with the Unity Lab at
Heilbronn University in Germany.

“We started a month ago and
they are setting up their team,”
said Blass. “This is a six month
project to get an idea how we can
do the HMI cluster so everything
is on the main screen and can be
controlled from the steering
wheel.”

She said this would be aimed at
driver-centric cars rather than en-
tertaining the passengers, and they
want to do it “without accelerating
the costs”.

Audio quality
The company’s main focus is still
audio and it is particularly proud
of two of its systems – Halosonic
for removing unwanted noise such
as from the engine or road and
adding some special engine
sounds and Clari-Fi for putting
back into music what digital com-
pression takes out.

The Halosonic system has four
Ivo Poguntke: “Bang & Olufsen will be a brand that we will be
targeting for branded audio.”

Rinspeed concept car in Harman’s showroom at Karlsbad

main modules. The first produces
anti-noise to cancel out road
noise. The second uses a similar
technique for reducing engine
noise, particularly useful of low
RPM engines.

“It generates a sound wave that
is out of phase with the noise from
the engine to reduce unwanted

noise in the cabin,” explained
Harman’s Eckart Schaper.

The third and fourth modules
add engine noise, one internally
and one externally. The internal
one is designed to give the engine
a more sporty sound so the driver
can impress his or her passengers.

“It makes your car sound like a

racing car from the inside,” said
Schaper.

The external one has more seri-
ous use in that it can create an en-
gine noise in otherwise quiet
vehicles, such as electric vehicles,
so pedestrians are aware of their
approach.

“This can be integrated the way
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Christoph Reifenrath: “This is man and machine working together.”

Katrin Blass: “The financial status of Bang & Olufsen in
automotive has not been very solid.”

Eckart Schaper: “It makes your car sound like a racing car.”

the car maker wants it,” said
Schaper. “Some manufacturers
will have it on all the time, some
not. There may be legislation for
electric vehicles to make them
have sound in certain places. The
OEMs are free on how they would
like to implement this. This is
more important at low speeds in,
say, a city. At high speed, the
other noises from the car will be
louder.”

The Clari-Fi system – both for
home audio and in-car – aims to
put back into music what digital
compression has taken out, and
this is more than just boosting the
bass. The Lexus NX was the first
car to include the technology.

“It tries to restore the audio,”
said Poguntke. “It brings back the
highs and lows to get it as close to
the original recording as possible.
It tries to anticipate what has been
lost during compression and bring
that back.”

The next stage will be to bring

the technology to mobile devices
to improve playback on tablets
and smartphones.

Working with OEMs
To develop the kind of products
that Harman produces often
means a tight working relation-
ship with the car manufacturers.

“With most of our systems, we
work closely with the OEM,” said
Poguntke. “They let us be part of
the development of new cars. We
are involved at a very early
stage.”

For example, Harman will sug-
gest where to place the speakers.

“We try to influence the car de-
sign at a very early stage so we
can deliver the best possible
audio,” said Poguntke. “Some ac-
cept our wishes, but some OEMs
tell us what they want while some
ask us for suggestions. We have to
have a close connection with the
OEMs or the result will be unsat-
isfactory on both sides.”

For example, engineers are
working with OEMs on premium
models to fine-tune a system
where the audio is personalised
for each seat. Here, the driver, say,
would be the only one to hear
navigation information.

“There might be five to ten per
cent you can hear from the other
seat,” admitted Poguntke, “but the
system is very good. It works
pretty well and almost eliminates
the crosstalk.”

Rinspeed
An interesting collaboration is
with Rinspeed. This Swiss com-
pany makes concept cars for dis-
playing at exhibitions and helping
car makers test out ideas. Harman
and Rinspeed have been working
together for seven years and each
year bring out a concept car that
showcases some of Harman’s
technology.

“They ask us to come up with
ways to integrate different fea-

tures,” said Poguntke. “We exclu-
sively do the audio for them. We
supply the infotainment and the
audio system. It is a great oppor-
tunity to see how future technol-
ogy can be integrated into a car.”

In the Harman showroom at
Karlsbad was the Rinspeed con-
cept car that was built for this
year’s Geneva Motor Show and
was designed to illustrate how a
self-driving car might look.

“Think about how autonomous
driving would influence the ambi-
ence of the car,” said Christoph
Reifenrath, Harman’s senor mar-
keting manager. “What would a
maker of infotainment systems
need to do?”

The car had a robotic arm that
contains the steering wheel and
can move to accommodate left- or
right-handed drive, or be tucked
away altogether when the car was
driving itself.

“The robot arm is a symbol of
machines working together with

people,” said Reifenrath. “This
car is drivable. It works, though
not for high speeds. This technol-
ogy is not ready for production
cars as it is quite expensive and
doesn’t meet the conditions. It is a
symbol of man and machine
working together.”

What it does show that is rele-
vant for road cars, especially as
more adas functions are included,
is how the infotainment system
has to work with a growing num-
ber and type of sensors.

“We have integrated a lot of sen-
sors,” said Reifenrath. “This will
happen more and more and manu-
facturers of infotainment systems
have to be able to integrate these
sensors. This integration is one of
the biggest things we can do.”

Red Band
The problem of keeping critical
car safety features and infotain-
ment separate while integrating
them together led Harman to buy
Israeli software management com-
pany Red Band Software earlier

this year.
“We bought Red Band as they

are one of the best companies in
the world for over-the-air up-
grades and provide one of the
highest levels of security,” said
Reifenrath.

Blass added: “Red Bend brings
us hypervisors and virtualisation,
which means we can integrate
adas features into a digital info-
tainment cluster. It lets us run
QNX and Linux on one SoC.”

Conclusion
Whereas once in-car entertain-
ment and car safety functions
were completely separate do-
mains, today and in the future
they ere becoming more and more
integrated. The central cluster is
becoming a high-tech piece of
equipment that controls all aspects
of the vehicle. This is why tradi-
tional audio companies such as
Harman are moving more into the
connected car field as well as con-
tinuing to push the boundaries of
in-car audio.
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Too close for comfort
Christoph Wagner explains how to prevent

interference when different wireless standards
coexist within the same vehicle

A modern vehicle, such as the
Seat Alhanbra, can have multiple
wireless standards in close
proximity to each other
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More and more of today’s
cars include infotain-
ment systems that allow

occupants to communicate with
the outside world. Good reception
in cars is ensured by an increasing
number of transmit and receive
antennas from various radio sys-
tems located close to one another.
However, mutual interference is
an inherent risk with this type of
in-car coexistence, and that must
be prevented during development.

According to Accenture, more
than 48 per cent of car buyers are
more interested in electronic fea-
tures such as driving assistance
and infotainment than driving per-
formance. Traditional car makers
have long had a presence in Sili-

con Valley as they worked to-
wards early adoption of intelli-
gent, networked mobility, with a
view to enticing especially young
buyers into a car purchase. Meld-
ing automobile and modern tech-
nology into a smart car is no
longer a vision for the future, but
now a reality on our roads.

An important function of the
smart car is to connect smart-
phones wirelessly to the infotain-
ment system using non-cellular
technologies such as wlan or
Bluetooth. This is used to sync
data from a mobile phone – such
as contacts and music – with the
on-board unit so they are available
to the car occupants while driving.

Car makers offer integrated

Fig. 2: In spectrogram mode, the individual frequency hops of a
Bluetooth signal can be easily viewed and followed

Fig. 1: The licence-free ISM band is used by wlan and Bluetooth,
in addition to other radio services; the lower band lies very close
to LTE band 40 and the upper is adjacent to LTE band 7

wlan hotspots for connecting
smartphones and tablets to the in-
ternet. Cellular standards such as
WCDMA and LTE can be used to
establish a connection to the mo-
bile radio network. Bluetooth op-
erates in the licence-free ISM
band from 2.402 to 2.480GHz.
For wlan, country-specific fre-
quencies are available within the
2.4 and 5GHz bands. The use of
multiple wireless communications
standards such as LTE, wlan and
Bluetooth in parallel is known as
coexistence. Leakage into adja-
cent channels can lead to quality
problems, a reduction in data rates
or even to a complete failure.

Tight spaces
Simultaneous collocation of radio
systems is a longstanding issue
that is regulated by international
frequency plans and technical
specifications. What is new, how-
ever, is these systems must now
both transmit and receive in ex-
tremely close proximity.

The primary independent stan-
dards bodies working on this are
the Third Generation Partnership
Project (3GPP) for cellular stan-
dards and the Wifi Alliance for the
wlan standard. These groups spec-
ify, among others, limits for RF
leakage into other frequency
ranges, which are defined by the
adjacent channel leakage power
ratio (ACLR), for example.

This parameter specifies the
ratio between the transmit power
of the wanted signal and the low-
est possible power that is leaked
into the adjacent channel. Another
important parameter when verify-
ing radio standards is the spec-
trum emission mask (SEM). This
parameter uses tolerance charac-
teristics to describe the permissi-

Broadcast test centres can use two
independent real-time signal paths
and up to eight arbitrary waveform
generators

ble signal level versus time both
inside and outside the transmis-
sion band allocated to a standard
to limit the interference in the ad-
jacent channels and in other fre-
quency bands.

The passenger compartment in a
car poses a particular challenge
for developers because of the in-
creasing number of transmit and
receive antennas that are collo-
cated in very close proximity in a
mostly shielded space. An addi-
tional consideration is the associ-
ated reflections. A transmit signal
will always affect other systems
more here than it would in an
open area or a larger space. This is
particularly problematic because
the described non-cellular stan-
dards are operated in frequency
bands that lie very close to one
another. The LTE standard will
also fall within this range depend-
ing on which frequency bands are
used.

For example, LTE time division
duplex (TDD) band 40 lies only

1MHz below and the LTE fre-
quency division duplex (FDD)
band 7 uplink only 17MHz above
the 2.4GHz wlan band (Fig. 1).

As a result, transmit signals can
show up as interference in adja-
cent receivers and cause over-
drive, making it impossible to
receive wanted signals. The use of
the various LTE bands varies by
country and network operator and,
because there is no way to predict
when or where a car might pass
into an area serviced by a different
band, developers must take all
possible scenarios into account to
ensure interference-free operation.
And the list of potential interferers
is expanding, as the satellite-based
navigation systems (GNSS) such
as GPS, Glonass and Galileo
found in vehicles can also be im-
paired by LTE bands 7, 13 and 14.

Digital dividend
To address the need for additional
frequencies for mobile internet ac-
cess, in 2009 the International

Telecommunications Union (ITU)
released the 800MHz band for
mobile radio applications, fol-
lowed this year by the 700MHz
band (digital dividend two) which
previously had been reserved ex-
clusively for broadcasting. This
means car radios and entertain-
ment systems that receive terres-
trial TV signals can be impaired
by mobile radio signals. As a re-
sult, it is essential that developers
include all broadcasting signals in
any comprehensive test scenario.

There are several possible ap-
proaches for improving the recep-
tion quality in automobiles.
Physically distancing the transmit-
ter from the receiver that is decou-
pling the antennas is not
practicable because the lack of
space is at the root of the problem
in the first place. The usual RF
shielding methods are likewise
not sufficient to resolve the prob-
lem. On the other hand, it is possi-
ble to use additional bandpass
filters on the transmit antennas for
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wlan and Bluetooth to reduce RF
leakage into the at-risk LTE
bands.

The transmit powers of the indi-
vidual applications can be reduced
as a result of the limited space,
thus also reducing any possible
unwanted emissions. In the case
of non-cellular standards, this can
be implemented on an individual
basis. This is not an option for
cellular standards, however, be-
cause the transmit power is con-
trolled by the base station.

The essential difference between
wlan and Bluetooth – besides the
range – is that wlan uses fixed fre-
quencies while Bluetooth employs
frequency hopping. The Bluetooth
signal switches randomly between
40 possible channels in a 2MHz
grid (BT4.0) up to 1600 times per
second. This prevents the signal
from permanently affecting a
fixed wlan signal in the 2.4GHz
band.

The reception quality within the
vehicle can be further improved
both in the frequency and the time
domain. The highly integrated
computer chips found in today’s
infotainment systems incorporate

the various standards. The fre-
quencies to be used for the vari-
ous applications are already
known in the baseband of this
chip. This means that a black list
can be defined for the Bluetooth
signal’s frequency hops, listing
the channels that could be im-
paired by an LTE signal and there-
fore should be avoided. This
process is known as adaptive fre-
quency hopping.

To prevent impairment of GNSS
signals by LTE, it makes sense to
employ early detection of data
transmissions in the time domain.
For example, if an LTE chip is
aware that a GNSS packet with a
length of 20ms will be transmit-
ted, the chip can interrupt its own
activity for, say, 15ms so as not to
disrupt the entire transmission,
while keeping the interruption
short enough that it is not per-
ceived by the subscriber.

The receive quality of audio and
video systems in cars can be im-
proved by using flexible diversity
reception. The signal is received
and assessed by up to three RF
tuners, with only the best signal
being processed. An additional an-

Fig. 4: A broadcast test centre can be used for complex diversity
reception scenarios for broadcast signals; the frequency and level
of the individual wanted and unwanted signals can be adjusted in
real time

tenna (three-plus-one principle) is
used to monitor the frequency
spectrum. This antenna gathers in-
formation about possible interfer-
ence as well as improved
reception on other frequencies,
which it then passes on to the
other receivers so they can switch
frequencies.

Uninterrupted detection
A spectrum analyser can be used
to capture and display the parame-
ters of unwanted signals in the
frequency domain. This informa-
tion can be used to determine the
origin and type of unwanted sig-
nal. In practice, these signals can
also be very brief in duration
while having the same effect.

This is why a real-time spectrum
analyser is often used. Such in-
struments measure continuously
in real-time operation, thus cap-
turing every event for analysis, no
matter how brief. Spectrogram
mode is especially suited to veri-
fying the frequency hopping of
Bluetooth signals (see Fig. 2), as
it depicts how the signal’s spec-
trum fluctuates versus time. This
provides a good overview of the
signal behaviour and allows as-
sessment even for brief signal im-
pairments. Only additional testing
can determine the extent to which
the individual radio systems are
impaired.

Receiver sensitivity
Coexistence measurements are
used to determine the degree of
desensitisation, that is the de-
crease in receiver sensitivity as a
result of strong RF leakage in an
adjacent signal. An important as-
sessment criterion in determining
the sensitivity of a receiver is the
bit error rate (BER).

Fig. 3: The blue curve shows a typical wlan PER progression
without interference. As the receive level decreases, the error rate
will increase. This effect occurs sooner when interference is
present (red curve), and the sensitivity of the receiver decreases
significantly – known as desensitisation

The device to be tested receives
a number of bits in a defined time,
which are then compared against a
reference signal. For wlan and
Bluetooth, this is known as the
packet error rate (PER) and for
LTE the block error rate (BLER).
With this measurement, the error
rate can be seen to increase below
a certain receive level (Fig. 3,
blue curve). If an additional un-
wanted signal is received at the
receiver input, the curve slowly
shifts to the left (Fig. 3, red
curve). The sensitivity of the re-
ceiver decreases dramatically.

Multi-standard-capable radio
communications testers are espe-
cially suited to coexistence meas-
urements. These can provide a test
platform that can measure all
major cellular and non-cellular
wireless communications stan-
dards for multiple radio systems
simultaneously. As a result, both
the wanted and the unwanted sig-
nal can be generated using a sin-
gle instrument.

To ensure a realistic simulation
of the signal propagation within
the passenger compartment along
with any reciprocal interference,
the test setup must always include
a connection via the air interface
instead of the more easily imple-
mented cable connection. For
small setups, a compact test
chamber can be used for this pur-
pose.

A further multi-standard plat-
form is recommended for simulat-
ing diversity reception of
broadcast signals. Broadcast test
centres are available that use two
independent real-time signal paths
and up to eight arbitrary wave-
form generators to generate all the
required RF signals for interna-
tional TV and broadcast stan-

dards, including the relevant inter-
ferer signals (Fig. 4). As a result,
developers have access to signals
from local public networks as well
as those from other countries re-
quired for a globally valid sce-
nario.

Outlook
The described scenarios are not
only about permitting users to
make phone calls from the car or
to connect their portable devices
to the vehicle infotainment sys-
tem. Future cars will have a fixed
connection to their environment.

This connection can provide
quick access from the car to the
company server or the home air-
conditioning system or from the
automotive service centre back to
the car to permit remote fault di-
agnostics.

Wlan standard 802.11p permits
the exchange of information be-
tween vehicles, for example, to

provide a warning about an acci-
dent, roadwork or icy road sur-
faces. Europe, the USA, South
Korea and Japan have already al-
located frequency bands for this
purpose.

To optimise reception in the car
further, future automobiles are
planned to be equipped with their
own mobile stations (LTE
hotspots). These hotspots, which
are already being used in build-
ings, not only ensure a good con-
nection between the car antenna
and the wireless devices, but also
permit individual adjustment of
the transmit power to reduce inter-
ference within the vehicle.

Christoph Wagner
heads business
development for
the automotive
market segment at
Rohde & Schwarz
in Munich
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SAFETY FIRST
Thomas Hinz looks at how V2X can make
driving safer and more efficient and create
eco-friendly roads, but also make vehicles
vulnerable to cyber attacks

Picture shows various tools connected
cars already have at their disposal
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Cars are becoming more in-
telligent. The integration
of connectivity and mobile

technology is making our vehicles
more like super computers on
wheels than a means of getting
from A to B. Whether you drive a
car, a van, a bus, a lorry or a mix-
ture, pretty soon, that vehicle will
be able to communicate with sur-
rounding infrastructure such as
traffic lights and road signs as
well as other nearby vehicles.

This is known as vehicle-to-X
(V2X) communications and pro-
vides 360˚ driver awareness that
will result in safer, less congested
and more environmentally
friendly roads.

As vehicles become more aware
of their surroundings, and their
owners, they house an increasing
amount of data and open up vari-
ous gateways where it can be in-
tercepted, or the car manipulated.
Manufacturers and service
providers need to make sure they
place security at the heart of inno-
vation to protect the physical
safety of road users and pedestri-
ans, as well as safeguard their per-
sonal information.

Improving safety
Statistics from the World Health
Organisation suggest that a fatal-
ity is caused by a road accident
every 25 seconds, and latest fig-
ures from the European Commis-
sion Directorate General for
Mobility & Transport show there
are 28,000 fatalities on European
roads over the course of a year.
With more than 90 per cent of all
road accidents caused by human
error, autonomous or semi-au-
tonomous driving could save
thousands of lives every year.

V2X communications – when a
vehicle communicates with other
vehicles (V2V) or the surrounding
environment such as road signs
(V2I) – are one of the key tech-
nologies already available to
enable autonomous or semi-au-
tonomous driving.

For example, if equipped with
V2X, a car would know if another
vehicle up ahead had slammed on
its brakes and can alert the driver
accordingly to give them more
time to slow down. Similarly, the
car could also provide an ad-
vanced warning to the driver if it
was approaching a smart road sign

to advise of a hazard such as a
slippery surface.

These alerts give the driver long
enough to adapt their speed or
driving style accordingly. In the
future, fully autonomous cars
might even adapt it for us, helping
reduce road accidents further.

While fully autonomous vehi-
cles may not be on the market for
a while, e-call is already on its
way to Europe and will be manda-
tory in all vehicles from April
2018. The technology sends an
automatic alert to the emergency
services in the case of an accident.
It operates using chips installed
into cars in the manufacturing
process.

Data are transmitted via an in-
ternal sim card over cellular net-
works, including data such as
GPS location, number of passen-
gers, chassis number and direction
of travel, directly to the European
emergency number 112.

It is predicted to reduce the
amount of time it takes emergency
services to arrive at the scene of
an accident by 50 to 60 per cent,
saving around 2500 lives annu-
ally. With additional opt-in serv-

ices, vehicles can also transmit in-
formation about possible causes
of an accident such as potholes.
This can then create alerts for
other drivers via V2X and be fed
back to maintenance teams for re-
pair to prevent further incidents.

Easing congestion
V2X technology will not only
contribute to safer roads, it will
also help save the global economy
billions by reducing congestion.

According to the World Health
Organisation, the urban popula-
tion has already grown 34 per cent
since 1960. This is expected to ac-
celerate by 2030. Together with
rising GDP, this growth will drive
a 50 per cent increase in the cost
of congestion between 2013 and
2030, representing US$4.4tn
across the USA and Europe ac-
cording to the Centre for Econom-
ics & Business Research.

By communicating with each
other, as well as surrounding in-
frastructure through V2X, cars be-
come smarter and can share
information about the current
local traffic situation to optimise

their routes. For example, each
vehicle could transmit its average
speed of a road segment to vehi-
cles in the neighbourhood. Vehi-
cles receiving this information can
recalculate their routes based on
the knowledge about the current
possible speeds in the nearby road
segments. This will in turn im-
prove the traffic efficiency and
help cities deal with the increasing
amount of congestion as popula-
tion grows.

Securely connected
As more vehicles leverage V2X to
eliminate accidents, ease conges-
tion and reduce emissions, they
create new challenges for the in-
dustry. With more cars communi-
cating wirelessly, vehicles open
up gateways for car systems to be
accessed and manipulated. For ex-
ample, if hackers were to use an
open gateway to access the V2X
system, or related systems such as
X-by-wire or adas, both of which
are used in autonomous driving,
that hacker could then manipulate
the vehicle to slam on its brakes.
If they hacked a number of vehi-

Examples of V2X communications

V2X communications could prevent accidents by providing alerts of potential unseen hazards

cles on the same stretch of road,
the impact could be huge. Reduc-
ing the risk to security caused by
hacking is therefore critical to the
safety of drivers, passengers and
pedestrians.

Despite this, vulnerability to
hacking is not covered in the main
industry standards. ISO26262, for
example, only determines auto-
motive safety integrity levels for
passenger cars and light utility
vehicles based on the reduction of
systematic failures, caused by
human error, and random failures,
caused by aging or thermal wear-
out. Leading automotive manufac-
turers including Ford, GM,
Nissan, Mazda, Honda, VW, Audi,
Daimler, Hyundai Motor and Kia
are now cooperating to drive com-
mon security approaches and stan-
dards.

The Camp (Crash Avoidance
Metrics Partnership) consortium
in America for example has been
set up to build a secure system in
cooperation with the US Depart-
ment of Transportation. Camp has
already spent several years re-
searching and testing various se-
curity approaches. Similar
initiatives are the Car 2 Car Com-
munication Consortium (C2CC)
in Europe and the ITS Connect
Promotion Consortium in Japan.

Hacking doesn’t just present
safety hazards, it also opens the
automotive industry to both mali-
cious data threats such as fraud-
sters stealing personal information
to sell or forge identities, or non-
malicious threats as can happen
when drivers do not remove their
data when a car is sold.

Systems such as e-call will need
to house data about the vehicle it-
self, and will also have opt-in op-
tions of holding medical records
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E-call should reduce the time it takes emergency services to arrive at the scene of an accident

of passengers to aid the emer-
gency services when treating pa-
tients at the scene of an accident.
Add on services implemented by
manufacturers using similar tech-
nology may even store credit card
details so drivers can pay for
maintenance services and soft-
ware upgrades quickly and conve-
niently.

As V2X continues to develop
and become more widely avail-
able, manufacturers need to en-
sure that vehicles are embedded
with security to safeguard the
physical safety of drivers, passen-
gers and pedestrians, as well as
any personal data stored. They
don’t, however, need to start from
scratch. Other industries such as
banking, insurance and pensions
have built up strong expertise in
protecting sensitive data and have
mature security measures in place
that can be adapted to the specific
needs of the automotive industry.
Automotive manufacturers can
leverage the expertise of other
players in the ecosystem to help
them implement these security
measures, and navigate new chal-
lenges presented.

On top of this, automotive man-

ufactures will need to ensure new
vulnerabilities are integrated into
existing functional safety stan-
dards such as ISO26262, or that
new security standards will be set
up. This will be essential to ensur-
ing safety for drivers, and that
personal information is handled in
accordance with data protection
laws. As consumers build trust in
the systems, the industry will need
to manage carefully which data
are compulsory – such as location
for e-call – and which are opt-in.

V2X is set to change the driving
experience in the near future. Pro-
viding 360˚ driver awareness, the
technology will play an essential
role in eliminating 90 per cent of
road accidents caused by human
error, as well as ensuring quick
assistance of the emergency serv-
ices when accidents do occur. On
top of that, it will provide a signif-
icant boost to the global economy
by reducing the cost of road con-
gestion as urban population
surges.

Conclusion
While V2X technology will be on
the road in less than two years, in-
dustry standards are lagging be-

hind. However, major car manu-
facturers are now collaborating to
drive security and the setup of a
public key infrastructure via con-
sortia such as Camp in the USA or
C2CC in Europe. They have
recognised that security is a key
factor in consumer acceptance of
new systems.

To meet data protection criteria,
and ensure safety, the automotive
industry needs to implement tech-
nology with the highest security
level available in view of the life-
time of the car. Hardware is in
place to support this. However,
car makerss will need to leverage
expertise of other players in the
ecosystem to ensure open gate-
ways aren’t exploited. They can
then ensure the safety of drivers,
passengers and pedestrians, as
well as protect personal informa-
tion, through the most innovative
time the industry has ever seen.

Thomas Hinz
is senior
product
marketing
manager at
NXP
Semiconductor

Autonomous vehicle testing
by Volvo will be held in
conjunction with an inter-

national conference on driverless
cars in Adelaide. The car maker
will test the same vehicle being
used in its Drive Me project in
Sweden.

South Australia legalised the use
of driverless cars on its roads ear-
lier this year.

The testing is part of independ-
ent road research agency ARRB’s
Australian Driverless Vehicle Ini-
tiative. ARRB managing director
Gerard Waldron said that auto-
mated vehicles were a short-term

Autonomous
Australia
A major European car maker will
conduct the first on-road trials of
driverless cars in the southern
hemisphere in Australia in November

reality for which Australia needed
to be prepared.

“The South Australian govern-
ment has been quick to recognise
this,” he said. “ARRB will estab-
lish how driverless technology
needs to be manufactured and in-
troduced for uniquely Australian
driving behaviour, our climate and
road conditions, including what
this means for Australia’s national
road infrastructure, markings, sur-
faces and roadside signage.”

Volvo’s testing will be undertak-
enwith Flinders University,
Carnegie Mellon University, the
RAA and Cohda Wireless.

The premier of South Australia,
Jay Weatherill, said the technol-
ogy promised not only to improve
safety, reduce congestion and
lower emissions, but also to pro-
vide a real opportunity for South
Australia to become a key player
in the emerging driverless vehicle
industry.

“This trial presents a fantastic
opportunity for South Australia to
take a lead nationally and interna-
tionally in the development of this
new technology and open up new
opportunities for our economy,”
he said.

The driverless car trials will take
place on an expressway south of
the capital city of Adelaide on 7
and 8 November. Multiple vehi-
cles will conduct manoeuvres
such as overtaking, lane changing,
emergency braking and the use of
on and off ramps.

The International Driverless
Cars Conference will be hosted at
the Adelaide Convention Centre
and Tonsley precinct on 5 and 6
November.
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On Semiconductor is ex-
panding its 0.85cm
1Mpixel image sensor
portfolio with early sam-
pling of the company’s
first backside illuminated
(BSI) sensor technology
for the automotive imag-
ing market. The sensor
technology delivers a
claimed four-times better
low light signal-to-noise
ratio, a 40 per cent in-
crease in visible light sen-
sitivity and more than 60
per cent improvement in
near infra-red perform-
ance than the company’s
AR0132AT cmos sensor
for adas.
“The advantages this

new BSI technology

Backside illumination
improves imaging

brings to the automotive
market are exciting,” said
Sandor Barna, vice presi-
dent at On Semiconduc-
tor. “The state-of-the-art
BSI devices based on this
technology, that we cur-
rently have in early sam-

pling, exhibit true indus-
try-leading low light per-
formance, and demo-
nstrate our commitment
to continued investment
in automotive imaging
technology.”
The first product to in-

corporate this technology
will be the AR0136AT
cmos digital image sensor
with 1280 x 960 resolu-
tion, and 3.75µm BSI
pixels. The device sup-
ports linear and high dy-
namic range (HDR)
modes in a single chip
with a 120dB dynamic
range in HDR mode.
It has an output pixel

rate of 74.25Mpixel/s
maximum, which results
in a frame rate of
45frame/s at 960p resolu-
tion and 60frame/s at
720p resolution. Operat-
ing junction temperature
is -40 to +125˚C and it
will be qualified to AEC-
Q100.
Engineering samples

will be available in the
third quarter of this year
with mass production
planned for early 2016.

Green Hills Software has
extended its Integrity au-
tomotive consolidation
platform to the Freescale
i.MX 6 series Sabre smart
application blueprint for
rapid engineering for au-
tomotive infotainment
board, giving car makers
and their suppliers an-
other processor choice on
which to consolidate
multi-domain cockpit
software – digital instru-
ment cluster, entertain-
ment, navigation and
driver assistance – into
smaller, simpler and less
costly configurations.
At the recent Freescale

Technology Forum,
Green Hills demonstrated
for the first time a Linux
guest os running a GPU-
accelerated infotainment
system and a fast-boot
digital instrument cluster
with GPU-accelerated
graphics, both running
with guaranteed freedom
of interference on the In-
tegrity rtos and Multivi-
sor on a single i.MX 6
Sabre for automotive in-
fotainment board.
“Designers of next-gen-

eration automotive cock-
pits see promise in
consolidating safety-crit-
ical software modules

alongside one or more
open operating system-
based modules on power-
ful processors such as the
i.MX 6 application
processor,” said Dan
Loop, automotive busi-
ness development man-
ager at Freescale.
The i.MX 6 Sabre tar-

gets infotainment, instru-
ment cluster, telematics
and rear seat entertain-
ment designs. Based on
Arm Cortex-A9 CPU
cores in single-, dual- and
quad-core offerings, it
supports automotive-spe-
cific connectivity and
multimedia peripherals.

Rtos extended to Sabre

Arasan has introduced
Can FD controller IP to
provide increased band-
width for Can networks.
It implements Can 2.0A

and 2.0B protocols, and is
ISO-11898-1 compliant,
as well as newer high per-
formance non-ISO Can
FD protocols compliant
with Bosch. It can be in-
tegrated into devices that
require Can connectivity
in automotive and indus-
trial applications.
The controller will be

upgraded to ISO 11898-
2.2015 when the standard
is finalised this year. ISO
11898-2.2015 will com-
bine ISO 11898-2, ISO
11898-5 and ISO 11898-
6 and provide capabilities
for failure detection.
The IP provides an

AHB-Lite slave interface
for connecting to the CPU
with option ofAPB and it
supports a 32bit interface.
The Can FD physical
layer uses an NRZ two-
pin interface. The com-
pany is developing the
Can FD transceiver and it
will be available as an
analogue hard macro later
in 2015.
“Our long history of

providing IP to tier one
and two automotive sup-
pliers made Can FD a nat-
ural extension,” said
Prakash Kamath, CTO of
Arasan Chip Systems.

Can FD IP
increases
bandwidthAn automotive AEC-

Q100 qualified low-
dropout voltage regulator
(LDO) has a dropout of
100mV at 300mA.
The MAQ5300 from

Micrel comes in a six-pin
2 by 2mm DFN package
and is for space-con-
strained and high-reliabil-
ity applications that are
subjected to the harsh
environments and tem-
peratures often encoun-

tered in automotive.
“As the number of sen-

sors in vehicles increases
due to continued develop-
ments in the connected
car, the need for smaller
power solutions also in-
creases,” said Brian He-
dayati, vice president of
marketing at Micrel.
The device is fully com-

pliant to AEC-Q100 and
is supported with the req-
uisite PPAP qualification

LDO meets AEC-Q100
data. It has 300mA guar-
anteed output current and
is available in fixed out-
put voltage options of 1.5,
1.8, 2.5, 2.8, 2.85, 3.0 and
3.3V.
Other features include

an initial precise output
voltage accuracy of ±2
per cent, shutdown quies-
cent current of 0.1µA,
thermal shutdown and
current limit protection.
“The MAQ5300 is per-

fect for size-critical appli-
cations with minimal
PCB board space includ-
ing the rapidly growing
market for front, rear and
side-view camera mod-
ules and image sensors,”
said Hedayati.

Combining multilayer
varistor (MLV) and high
capacitance, temperature
stable X7R multilayer ce-
ramic capacitor (MLCC)
technology in a single de-
vice, the CapGuard auto-
motive series from AVX
exhibits bi-directional
transient voltage protec-
tion, EMI and RFI attenu-
ation over a wide
frequency spectrum, and
multi-strike capabilities.
The radial leaded de-

vice has a conformal
epoxy coating to increase
resistance to harsh envi-

ronments, mechanical
shock and vibration.
Qualified to AEC-

Q200, its current and en-
ergy handling capabilities
help protect sensitive
electronics from high
voltage transients, as well
as to filter out high fre-
quency EMI and RFI
noise generated by switch
mode power supplies,
motors on DC lines, IO
lines in electronic cir-
cuits, inductive switching
and relays.
The series is available

with two working volt-

ages (26 and 45V DC),
two capacitances (0.47
and 1µF), both with ±20
per cent tolerance, and
two energy ratings (0.6
and 0.7J). Rated for oper-
ating temperatures span-
ning -55 to +125˚C, and
ESD-rated to 25kV
(HBM ESD level six), the
RoHS compliant series is
available in two sizes: 20
and 21, both of which
measure, at a maximum,
5.99mm wide, 7.49mm
high and 4.5mm thick,
and have a lead diameter
of 0.508mm.

Device combines varistor and capacitor
Lead spacing for size 20

parts with straight leads is
2.54mm, and lead spac-
ing for size 21 parts with
kinked leads is 5.08mm.
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High-side drivers that
meet the cold-cranking
specification of the Ger-
man car industry’s LV124
test schedule, making
them suitable for vehicles
with stop-start technol-
ogy, are available from
ST Microelectronics.
The VND7050AJ12

and VND7140AJ12 have
a minimum supply volt-
age of 3.2V, claimed to be

the best in the market, to
keep essential equipment
such as dashboard instru-
ments operating as the ve-
hicle battery voltage dips
during engine cranking.
They provide a compact
and reliable replacement
for electromechanical re-
lays and associated cir-
cuitry, and are said to be
40 per cent smaller than
the nearest competing

high-side drivers.
Part of the company’s

VIPower M0-7 family,
the drivers have built-in
multiplexed current-sense
diagnostics that provide
precise analogue load-
current feedback. In addi-
tion, EMI performance
exceeds Cispr 25 specifi-
cation, reducing demand
for external sensing and
filtering components.

The low quiescent cur-
rent reduces drain on the
battery in idle mode.
There is configurable
auto-restart protection
against hazardous condi-
tions and Grade-A short-
circuit robustness up to
one million cycles.
The devices are sam-

pling in 5 by 4mm Power
SSO-12, packages with
production about to start.

What is claimed to be the
fastest 120V automotive
grade half-bridge gate
driver with robust han-
dling has been introduced
by Texas Instruments.
This driver provides a
propagation delay at 15ns
with short rise and fall
times and delay matching
of 1ns for 12 to 48V DC-
DC power supplies.
The UCC27201A-Q1

provides negative voltage
handling capability on the
high-side pin, making the
product more immune to
noise. An integrated
120V bootstrap diode
also allows for n-channel
mosfet control and elimi-
nates the need for exter-
nal discrete diodes.
Features include rise

and fall times at 7ns, al-
lowing the system to
switch efficiently at high
frequencies. This reduces
the size and weight of
magnetics and heat sinks,
lightening the vehicle
load and resulting in
longer mileage.
The delay matching of

1ns protects the power
supply from short-circuit-
ing and failing.
The device reduces

cycle-by-cycle switching
losses, improving power-
conditioning efficiency
and allowing the system
to switch at frequencies in

A standalone V2X on-
board-unit with embed-
ded Etsi TC-ITS or IEEE
1609.x protocol stacks
running on the Thread X
rtos is shipping from
Unex Technology. It lets
companies directly de-
ploy V2X applications on
the OBU-201x’s internal
system through SDK and
a protocol stack API.
It contains all V2X ele-

ments with RF (2*2),
modem, security and po-
sitioning with pre-inte-
grated Etsi TC-ITS V2X
protocol stacks for OBU
and RSU applications.
Hardware includes Au-

totalks Craton 3 CPU
core communications
processor, Pluton RF

transceiver, Telit SL869
GNSS receiver, Infineon
SLE97 HSM, 128Mbyte
DDR3, and 32Mbyte NOR
with embedded firmware.
The complete Etsi TC-

ITS V2X current ready
version includes updated
GN, BTP, GN6, CAM,
DENM and security pro-
tocol stacks.
Complete IEEE 1609.x

protocol stacks cover
IEEE 1609.2, 1609.3,
1609.4 and SAE J2735
stacks.
AEC-Q100 qualified

V2X chipsets, four-cor-
ner UV cured resin for
BGA chips, and automo-
tive-grade components in
pin header design ensure
vibrational and environ-

mental reliability.
Class C spectrum

masks comply with
+20dBm RF power at the
DSRC antenna port. Fad-
ing sensitivity in multi-
path scenarios increases
DSRC wireless coverage.
An internal 40MHz BW
filter provides DSRC out-
of-band radio interference
immunity.
The Infineon SLE97

hardware security module
and dedicated V2X
firmware provide secure
boot and secure signing in
tamper-proof storage. An
ECDSA 256bit accelera-
tor verifies all received
packets and the perform-
ance exceeds the stan-
dard’s requirements.

Half-bridge gate driver improves
power performance in hybrids

hundreds of kilohertz.
It has the claimed best

negative-voltage handling

at the switched-node pin,
creating the ability to tol-
erate noise, causing virtu-

ally no malfunctions in
the electronic system.
The part can be used

with any digital controller
such as the UCD3138,
C2000 LaunchPad devel-
opment kits, MSP430TM
microcontrollers or any
analogue controller in
high-efficiency hybrid
systems.
Designers can develop

and debug applications by
using the Tina-TI and
PSpice models to simu-
late system performance.

V2X ships out of the box

Drivers meet cold-cranking specification

A 42V input capable,
high efficiency quad out-
put synchronous mono-
lithic step-down switch-
ing regulator is available
from Linear Technology.
The LT8602’s quad

channel design combines
two high voltage 2.5 and
1.5A channels with two
lower voltage 1.8A chan-
nels to provide four
independent outputs, de-
livering voltages as low
as 0.8V.
Its synchronous rectifi-

cation topology delivers
up to 93% efficiency
while burst mode opera-
tion keeps quiescent cur-
rent under 30µA (all
channels) in no-load
standby conditions, mak-
ing it suitable for always-
on systems.
For noise-sensitive ap-

plications, it uses pulse-

skipping mode to reduce
switching noise and meet
the Cispr 25, class five
EMI requirements.
Switching frequency can
be programmed from
250kHz to 2.2MHz and is
synchronisable through-
out this range.
The 60ns minimum on-

time enables 16Vin to
0.8Vout step-down con-
versions while switching
at 2MHz, enabling de-
signers to avoid critical
noise-sensitive frequency
bands such as AM radio.
The 3 to 42V input volt-

age range makes it suit-
able for automotive
applications that must
regulate through cold-
crank and stop-start sce-
narios with input voltages
as low as 3V and load
dump transients above
40V.

Step-down 42V regulators
suit stop-start scenarios

Each channel maintains
a minimum dropout volt-
age of 200mV at 1A
under all conditions, en-
abling it to work in sce-
narios such as automotive
cold-crank.
Programmable power-

on reset and power good
indicators for each chan-
nel ensure overall system
reliability. The 40-lead
thermally enhanced 6 by
6mm QFN package and
high switching frequency

keep external inductors
and capacitors small, pro-
viding a compact, ther-
mally efficient footprint.
It uses quad internal top

and bottom power
switches with the neces-
sary boost diodes, oscilla-
tor, control and logic
circuitry integrated into a
single die. Channel one
and three switch 180˚ out
of phase with channels
two and four to reduce
output ripple.
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The A1331 and A1334
from Allegro Microsys-
tems are contactless,
Hall-effect based mag-
netic sensor ICs for high-
speed motor position
sensing in safety-critical
automotive applications.
The dual-die angle

sensor ICs are based on
vertical Hall-effect tech-
nology with system-on-
chip architecture that
provides fast output re-
fresh rates and low signal
path latency.
Each comes in a tssop-

24 package that contains
two individually sawn,
electrically isolated sili-
con ICs. The dual-die
makes them suitable for
safety-critical applica-
tions that require redun-
dant sensor ICs, such as
inAsil compliant automo-
tive systems. The A1334
is also offered as a single

Hall-effect sensor ICs provide
safety-critical position sensing

die in a tssop-14 package
for applications that do
not require redundancy.
Typical applications in-

clude electronic power
steering or power braking
motor position sensing,
transmission actuator po-
sition sensing, throttle or
pedal position detection,
and other systems that re-
quire accurate measure-
ment of angular or rotary
position.
With on-board digital

signal processing func-
tions and eeprom for
factory and customer pro-
grammability, they suit
on-axis and end-of-shaft
angle sensing applica-
tions that require fast out-
put refresh rates and low
signal path latency.
These sensor ICs in-

clude a four-wire 10MHz
SPI with a 25µs output
refresh rate and a nominal

signal path latency of
60µs. In addition, they
can operate directly off a
vehicle battery, support-
ing a 4.5 to 14.5V supply
voltage range while con-
suming 10mA maximum
of supply current per sili-
con die. They also include
signal path and IO diag-
nostics designed to meet
Asil safety requirements.
Both can operate in a

low RPM mode, to sup-
port up to 12bit of output
resolution, and in a high
RPM mode to support sit-
uations demanding faster
refresh rates and lower
single path latency. As
part of their signal pro-
cessing functions, the ICs
include automotive-grade
temperature compensa-
tion to provide accurate
angle measurements over
the full operating temper-
ature of -40 to +150˚C

Four 1 and 2A Fred Pt
ultra-fast recovery recti-
fiers in the low-profile
SMF (DO-219AB) eSMP
package have been intro-
duced by Vishay Inter-
technology. Combining
fast and soft recovery
characteristics with low
leakage current and low
forward voltage drop, the
AEC-Q101-qualified de-
vices reduce switching
losses and power dissipa-
tion in automotive and
telecoms applications.
The VS-1EFH01HM3,

VS-1EFH01-M3, VS-
2EFH01HM3 and VS-
2EFH01-M3 have reverse
voltages of 100V. The
VS-1EFH02-M3 and VS-
2EFH02-M3 provide re-
verse voltages of 200V,
joining the previously re-
leased VS-1EFH02HM3
and VS-2EFH02HM3.

Recovery rectifiers optimised for
DC-DC converters in ECUs

The rectifiers have re-
verse recovery times of
16ns and typical forward
voltage drops of 0.74V at
1Aand 0.75V at 2A.With
profiles of less than 1mm,
they save PCB space
compared with standard
SMA, SMB and SMC
packages while increas-
ing power density to
lower overall costs.
They are optimised for

DC-DC converters in au-
tomotive ECUs, anti-lock
braking systems and LED
lighting, in addition to
telecoms DC-DC bricks.
The devices have a planar
structure and platinum
doped lifetime control to
guarantee overall per-
formance, ruggedness
and reliability character-
istics in these applica-
tions. Operating junction

temperature is to +175˚C.
MSL moisture level is

one per J-STD-020 and
LF maximum peak is
+260˚C. They meet JESD
201 class-two whisker
test and are RoHS-com-
pliant and halogen-free.
The rectifiers suit auto-
mated placement and
allow for automated opti-
cal inspection in automo-
tive systems.

and 4.5 to 14.5V.
The output signals

maintain a high level of
accuracy over a wide
magnetic field range, and
can operate over a field
range from less than
300G to greater than
1000G. On-chip eeprom
technology also enables
flexible customer pro-
gramming of the ICs.
The A1331 contains a

micro-power mode of op-
eration and an internal
electronic turns counter
function. Both are impor-
tant in electronic power
steering to keep track of
the absolute position of
the steering wheel over
multiple revolutions. It
can be connected to the
vehicle battery, and
placed into micro-power
mode – 100µA average
consumption per die –
when the automobile is in
the key-off state.
TheA1331 will also de-

tect turning of the steer-
ing wheel while in
micro-power mode and
will sense and store the
revolution count of the
steering wheel, even
while the car is in the
key-off position. As a re-
sult, when the vehicle is
powered up (key-on posi-
tion), the steering system
is aware of the absolute
position of the steering
wheel.


