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Murata DC-DC convertors helped the University of Nottingham electric
superbike to third place in last month’s Isle of Man TT Zero race. The
race saw the Nottingham superbike become the fastest university-
developed electric bike to go around the 60km road circuit.

Murata not only sponsored the bike but also provided IGBT gate drive
DC-DC conversion technology that helped the team achieve the right
balance of power output and energy preservation.

The picture shows from the left Daley Mathison from the University of
Nottingham team with winner Bruce Anstey from the Mugen-Honda
team and second placed William Dunlop from the Victory team.

The TT Zero race is a particularly gruelling challenge for electric bikes
because the length of the race requires performance to be balanced with
energy usage, high speed being sacrificed for range to ensure a finish.
Mathison achieved an average speed of about 160km/hr, finishing ahead
of the race favourite John McGuinness on the works Mugen-Honda.

Murata powers Nottingham University in TT Zero

Nanoelectronics research
centre Imec and Infineon
Technologies are cooper-
ating in cmos sensor chip
development for the auto-
motive industry.
They are working on
79GHz sensor chips for
automotive radar applica-
tions. Imec is contribut-
ing its expertise in high-
frequency circuit and an-
tenna design for radar
applications, comple-
menting Infineon’s radar
sensor chip knowledge.
As an important step to-
wards the fully automated
car, the development of a
first demonstrator in
28nm cmos technology is
under way. They expect
functional cmos sensor
chip samples in the third
quarter of this year and a
complete radar system
demonstrator is scheduled
for the beginning of 2017.
“In the future, we will
manufacture radar sensor
chips as a single chip in a
classic cmos process for
applications like auto-
mated parking aid,” said
Ralf Bornefeld, vice pres-
ident at Infineon Tech-
nologies.
Typically, there are up
to three radar systems in
today’s vehicle equipped
with driver assistance
functions. In the future,
with fully automated cars,
up to ten radar systems

Infineon and Imec cooperate
on cmos sensor development

and ten more sensor sys-
tems using camera or
lidar technologies may be
used.
“Compared to the main-
stream 24GHz band, the
77 and 79GHz bands en-

able a finer range,
Doppler and angular reso-
lution,” said Wim Van
Thillo, programme direc-
tor at Imec. “With these
advantages, we aim to re-
alise radar prototypes

with integrated multiple-
input, multiple-output an-
tennas that not only detect
large objects, but also
pedestrians and bikers
and thus contribute to a
safer environment.”

Etas, Escrypt and ST
Microelectronics have
joined forces to stream-
line development of
secure connected-car ap-
plications.
The companies are
combining competencies
to offer a package for de-
veloping high-perfor-
mance, safe and secure
automotive embedded
systems. The aim is to
protect against malicious
attacks on the car’s ECUs
and secure communica-
tions among ECUs and
the cloud.
The project is based on
Autosar-compliant soft-
ware that addresses key
time-to-market and stan-
dards-compliance prob-
lems facing OEM and
tier-one application de-
velopers.
Aimed at sub-system
developers, the complete
platform will comprise
microcontrollers, soft-
ware tools and security to
accelerate development

Etas, Escrypt and STM
protect connected cars

of automotive control
units for connected cars.
This should let them
create ECUs that ensure a
high level of protection
for vehicle-owners’ pri-
vacy, OEM intellectual
property, ECU functional
integrity, and secure com-
munications among the
car’s ECUs and the cloud.
“This well-architected
and easy-to-use develop-
ment platform will de-
liver unprecedented
convenience to cus-
tomers,” said Luca Rode-
schini, director at ST
Microelectronics, which
makes the SPC58 auto-

motive microcontrollers
that will be used in the
project. Included will be a
built-in hardware security
module and multiple Can
FD interfaces, plus Lin,
Flexray and Ethernet with
time stamping to imple-
ment both control units
with a functional integrity
check and an in-vehicle
network with encrypted
communications.
Escrypt is contributing
its expertise in secure
ECU communications
and Etas is providing its
RTA software products
that support ECU code
development.

Contributions from the three companies
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Knorr-Bremse is taking
over Tedrive Steering
Systems based in Wül-
frath, Germany. With this
acquisition, the manufac-
turer of braking systems
is adding steering systems
to its portfolio as it pre-
pares to supply integrated
system in the field of au-
tonomous driving. The
parties have agreed to
keep the purchase price
confidential.
With some 320 employ-
ees and locations in Ger-
many, Turkey, Russia and
the USA, Tedrive is a
manufacturer of steering
systems that include rack-
and-pinion as well as re-
circulating ball steering
gear products across all
vehicle segments. Its
award-winning iHSA in-
telligent hydraulic steer-
ing assist technology with
electric steering actuation
was developed with a
view to meeting the de-
mands of autonomous
driving in commercial ve-
hicles.
“For us as a manufac-
turer of braking systems,
entering the steering mar-
ket is the logical next step
in expanding our systems
expertise,” said Peter
Laier, board member at
Knorr-Bremse. “Through
the smart connection of
systems and subsystems
we will be able to gener-
ate added value for our

Knorr-Bremse acquires Tedrive to pave
way for autonomous vehicle offering

customers, be they com-
mercial vehicle manufac-
turers or operators, in the
development, production
and operation of their ve-
hicles.”
He said this was partic-
ularly important against
the backdrop of increas-
ingly widespread driver
assistance systems and
the automation of driving
functions.
“Coming from the
global market leader in
electronic brake control
systems, our new genera-
tion of global scalable
brake control products is
designed to support the
complex control proce-
dures required for au-
tonomous driving,” he
said. “Together with the
steering expertise of
Tedrive, this core compe-

Tedrive Steering Systems’ site in Wülfrath

tency opens up additional
opportunities to supply
our customers with highly
integrated and efficient
systems.”
Knorr-Bremse’s elec-
tronic brake control sys-
tems already control
longitudinal motion and
at the same time ensure
the dynamic stability of
the vehicle.
In combination with

iHSA, the company
hopes to offer extended
automated driving func-
tionalities that were pre-
viously restricted to the
passenger car sector, such
as active lane-keeping on
motorways, as well as
functionalities specific to
commercial vehicles,
such as platooning or au-
tonomous yard manoeu-
vring.

Anritsu has become the
exclusive distributor in
EMEA of the Keycom
radar test system devel-
oped for verification of
automotive radars.
“Anritsu is emerging as
a prime supplier for the
automotive industry in
the move towards in-
creased electronic sys-
tems, telematics and
driver assistance de-
vices,” said Michael
Spatny, general manager
of Anritsu EMEA.

Autonomous self-dri-
ving vehicles will require
high performance radar
systems for collision
avoidance, and this is an
expanding area of tech-
nology for sensor and
image fusion for au-
tonomous driving.
Radar technology has
been added to mid-range
and standard model vehi-
cles in recent years, as it
becomes affordable. It
was first introduced into
high-end luxury models

for adaptive cruise con-
trol, but now performs an
important safety role for
many types of vehicles.
More advanced and
complex test systems are
now required to verify
performance in situations
where safety can be en-
hanced.
Keycom, founded in
1992, has been supplying
the radar test system to
major automotive manu-
facturers and parts mak-
ers in Japan.

Anritsu brings Keycom radar tester to Europe

General Motors is using
Microchip’s Most intelli-
gent network interface
controllers (INICs) to
manage the infotainment
system networking func-
tions in its global com-
pact car platform. This
includes the Chevy
Cruze, Chevy Volt, Opel
Astra, Buick Excelle and
Buick Verano.
In addition to these
compact cars, the syn-
chronous, flexible Most
networking technology
has been implemented in
GM mid-size, full-size,
performance, cross-over
and SUV, lorry and lux-
ury platforms across all

vehicle brands.
The infotainment net-
work uses Microchip’s
Most 50 INIC with an
electrical physical layer
(e-phy), which is opti-
mised for use with un-
shielded twisted pair
copper wire, and meets
automotive EMC stan-
dards.
The INICs provide
standard hardware inter-
faces to processor and pe-
ripheral devices for the
routing of audio, video,
packet data and control
messages, simplifying
module designs.
“The launch of Most
technology in GM’s com-

GM picks Most
for compact cars

The Chevy Cruze is using Microchip Most INICs

Hella‘s system uses 84 light pixels

pact cars solidifies the
Microchip’s Most sys-
tems in a wide variety of
vehicle platforms, and
proves its value beyond
the luxury car brands,”
said Dan Termer, vice
president of Microchip’s
automotive information
systems division. “Car
makers can offer net-
working features cost-ef-

fectively because of Most
technology’s inherent
synchronous nature and
intelligent use of network
bandwidth.
“Another advantage is
Microchip’s excellent
systems-based applica-
tions engineering support
throughout the car mak-
ers’ platform develop-
ment process.”

A Mercedes-Benz E
Class is making its debut
this year with three-lay-
ered multibeam-LED
headlamps developed in
partnership with Hella.
The three-layered dis-
play includes 84 individ-

ual controllable LEDs per
headlamp that vary light
distribution depending on
traffic, weather and road
conditions. The integrated
adaptive high beam assis-
tant allows more use of
the vehicle’s high beams.

Hella organises LEDs in E Class
“The multibeam LED
headlamp is making im-
portant contributions to
road safety,” said Steffen
Pietzonka, head of global
marketing for Hella.
Unlike static high-beam
headlamps, the adaptive
high-beam function can
selectively mask light
patterns directed at on-
coming vehicles within a
fraction of a second. The
system uses a windshield-
mounted camera to assess
the driving environment.
The adaptive system
blocks light aimed di-
rectly at an oncoming ve-
hicle, but still illuminates

the areas adjacent to on-
coming traffic. It thus
prevents glare for oncom-
ing drivers.
An adverse weather
light also reduces glare
from the roadway when it
is raining by dimming in-
dividual LEDs in the low
beam. It also reduces
glare from illuminated
road signs.
Two light guides above
the main headlamp gener-
ate the direction indica-
tors, daytime running
lights and position lights
in the beacon design.
The 84 LEDs are
arranged in three lines
that can be controlled in-
dividually.
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An FTIR analyser installed at Intertek’s engine test facility in Milton
Keynes, UK, is letting engineers improve the quality of their tests on the
gaseous components of engine exhaust emissions.

The gas analyser made by Gasmet Technologies and installed by
Quantitech measures multiple organic and inorganic components
simultaneously from a large library of compounds, enabling engineers
to change the measured compounds, to change the fuel type or cycle
conditions, and to see the impact on the emitted gases. The analyser is
portable so it can be used in any test cell.

Intertek test engineer Cory Graham said: “FTIR provides a greater in-
sight into exhaust emissions so Intertek can assist manufacturers with
their goals of improving air quality and lowering greenhouse gas emis-
sions.”

Most recently the FTIR has been deployed in a cell that hosts a com-
plete drive line including engine, gearbox and rig, effectively creating a
virtual car.

FTIR analyser improves emission checks

Intelligent Mechatronic
Systems (IMS) has been
granted a patent by the
European Patent Office
that covers the fundamen-
tal requirements to enable
connected car services
using smartphones and
other mobile devices.
Patent EP 2171673 B1
covers using mobile de-
vices for telematics and
connected car service de-
livery, including associat-
ing a mobile device with
a vehicle, using mobile
device sensors and loca-
tion information to assess
driver behaviour, using a
mobile device to collect
and transmit data from
the vehicle, and the pro-
cessing of driving behav-
iour data either remotely
or within the mobile de-
vice itself.
Countries covered by
the patent are Denmark,
Finland, France, Ger-
many, Italy, Netherlands,
Norway, Sweden,
Switzerland and UK.
“This patent protects
the technology behind
smartphone-based pro-
grammes and services
that leverage our Drive-
Sync connected car
platform, including
usage-based insurance,
driver coaching, road-
usage charging and
advanced vehicle diag-
nostics, to name a few,”
said Otman Basir, CEO
and president of IMS.

Smartphone
IMS patent

Sunplus Technology’s lat-
est audio-video processor
for automotive is using
advanced graphics en-
abled by a Power VR
GPU from Imagination
Technologies.
Taiwan-based Sunplus
provides multimedia ICs
for home and automotive
markets. Its SPHE6700
SoC is targeted at adas
and around view monitor
(AVM) systems.
“Advanced graphics
and GPU compute are
fast becoming key differ-
entiators in the automo-
tive SoC market,” said
Crystal Chu, director of
Sunplus. “Power VR
GPUs provide these capa-

bilities across a wide
range of markets and ap-
plications, and our cus-
tomers can rely on this
proven technology.
Thanks to our long his-
tory with Imagination and
Power VR, our new auto-
motive SoC provides a
superior in-car experi-
ence.”
In addition to the 3D
graphics acceleration pro-
vided by the GPU, the
SoC supports up to seven-
channel D1 or four-chan-
nel HD camera input with
full HD video encoder for
superior in-car image and
video processing, and an
embedded AVM engine
that converts camera sig-

nals into a virtual bird’s
eye top view image.
With this AVM engine,
the chip has more com-
puting power to handle
adas functions at the same
time.
“The automotive indus-
try is experiencing a
renaissance through ad-
vances in adas, au-
tonomous driving, in-car
connectivity, infotain-
ment, smart cameras and
more,” said Graham Dea-
con, senior director at
Imagination. “We are de-
lighted that Sunplus has
once again chosen Power
VR as it further expands
its reach into this growing
market.”

Sunplus uses Imagination

The Embedded Micro-
processor Benchmark
Consortium (EMBC) is to
focus on a benchmark
targeting the compute-in-
tensive applications com-
monly implemented on
embedded heterogeneous
compute architectures.
The benchmark will use
real-world workloads that
stress highly parallel ap-
plications such as auto-
motive surround view
and image recognition
and mobile augmented
reality. This will help sys-
tem designers from the
automotive, industrial
and mobile sectors select
the optimal processing for
their applications, and
provide silicon and intel-
lectual property vendors
with an equitable method
in which to compare and
compete with their prod-
uct offerings.
Identifying the potential
compute performance of
a heterogeneous architec-
ture is a daunting task
with the currently avail-
able benchmarks, as they
focus either on mono-
lithic application use
cases or on isolated com-
pute operations.
Real-world scenarios
on these architectures re-
quire an optimal use of
the available compute re-
sources, such as the CPU,

EMBC benchmark focuses
on automotive vision

GPU and hardware accel-
erators.
“Optimal use of hetero-
geneous architectures im-
plies load balancing of
the compute tasks and
distribution of data across
multiple compute re-
sources and separate fine-
tuning for their individual
performance profiles,”
said Rafal Malewski,
chair of the EMBC’s
compute working group
and senior graphics engi-
neering manager at NXP
Semiconductor. “This re-

quires intimate knowl-
edge of the architecture of
the individual compute
elements and of the het-
erogeneous architecture
as a whole.”
He said the EMBC had
set out to create a bench-
mark that helped identify
the performance criteria
of the heterogeneous
compute architecture and
in determining the true
potential of the architec-
tures for real-world appli-
cation use cases.
“As one of the pioneers

of the graphics industry,
it’s been very interesting
to see GPUs evolve into a
main component of het-
erogeneous compute ar-
chitectures, often referred
to as GPU Compute,”
said Jon Peddie, president
of Jon Peddie Research. .
The compute working
group includes EMBC
membersArm, CodePlay,
Imagination Technolo-
gies, Intel, Marvell, NXP,
ST Microelectronics,
Synopsys, Texas Instru-
ments and Verisilicon.
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ST Microelectronics is
helping Chinese automo-
tive electronic control
system provider Weifu
develop and study auto-
motive diesel-engine fuel
injection equipment, ex-
haust post-processing and
intake systems.
On top of the conse-
quences of the fast

growth of vehicle sales in
China, the adoption of
electronic control systems
is mostly driven by more
stringent emission stan-
dards for vehicles, such
as the China V standard
already deployed in Bei-
jing and Shanghai and
due for national deploy-
ment by 2018.

Weifu and STM are
sharing their complemen-
tary talents to address the
requirements of the gov-
ernment and the needs of
the industry.
“Weifu is one of
China’s leading domestic
providers of engine
core components,” said
Xiaodong Wang, general

STM and Weifu join forces to
meet Chinese emission standards

manager of Weifu. “The
cooperation with STM
benefits from their cut-
ting-edge application-
specific ICs and solutions
to ensure outstanding
quality and perform-
ance.”
STM will provide auto-
motive-semiconductor
technology, including sin-
gle- and multi-cylinder
diesel injection control,
PowerArchitecture-based
32bit microcontrollers,
and general-purpose
high- and low-side driv-
ing chips, along with re-
lated application notes,
reference designs, devel-
opment tools, technical
support and training.
“We believe our collab-
oration with Weifu will
bring even greater mo-
mentum to STM’s devel-
opment of the automotive
IC market in China while
helping our partner to cul-
tivate the electronic diesel
control market,” said
EdoardoMerli, marketing
director at ST Microelec-
tronics.
• Silicon-carbide power
electronics from STM has
enabled the creation of
Zapcharger Portable,
claimed to be the world’s
smallest, smartest and
safest electric-car charg-
ing station, from Zaptec,
a Norwegian start-up
company.

The Automotive Grade
Linux (AGL) collabora-
tive open source project
developing a Linux-
based, open platform for
the connected car has
seen an influx of mem-
bership with Bright Box,
Continental, ForgeRock,
Hyundai Mobis, Toshiba
and Ubiquitous joining.
“Our goal is to bring
companies from diverse
backgrounds and regions
together to build an open
platform that will drive
rapid innovation across
the entire automotive in-
dustry,” said Dan Cauchy,
general manager at Linux
Foundation. “These new
members join us from
across Europe, Asia and
the USA, and will help us

continue to develop a
global ecosystem for the
connected car. We are ex-
cited to welcome these
members into the AGL
community and look for-
ward to our joint collabo-
ration.”
As a code-first organi-
sation, AGL announced
the AGL UCB unified
code base distribution
built for the automotive
industry earlier this year.
This Linux distribution is
built from the ground up
to address automotive
specific applications and
could become the de facto
standard for the industry.
Suitable for deploying
navigation, communica-
tions, safety, security and
infotainment functional-

ity, the AGL UCB distri-
bution is supported by a
broad community of par-
ticipants from the auto-
motive, communications
and semiconductor indus-
tries, as well as individual
developers.
Automotive Grade
Linux will participate in
this month’s Automotive
Linux Summit in Tokyo.
ALS gathers automotive
expertise and open-source
excellence, including
automotive engineers,
Linux experts, R&D
managers, executives,
open-source licensing and
compliance specialists,
and community develop-
ers. The event will in-
clude speakers from Ford,
Toyota and Denso.

Continental, Hyundai and Toshiba lead
influx into Automotive Grade Linux

Symantec is trying to help
car makers protect con-
nected vehicles against
zero-day attacks and
other issues with an
anomaly detection system
for identifying problems
early.
It uses machine learning
to provide passive in-ve-
hicle security analytics
that monitor all Can bus
traffic without disrupting
vehicle operations, learn
what normal behaviour is
and flag anomalous activ-
ity that may indicate an
attack. It could work with
virtually any automotive
make and model.
“The internet of things
contains many different
areas, but connected auto-
mobiles will radically
alter transportation and
mobile communications,”
said Christian Chris-

tiansen, IDC VP of secu-
rity products. “As
connected automobiles
become the norm, secu-
rity issues have already
drawn attention. Driven
by opportunity, manufac-
turers and their suppliers
will partner with cyber
security vendors on se-
curing connected cars as
they would with any other
networked endpoints
such as mobile devices
and laptops. Keeping se-
curity top of mind will
not only help ensure the
safety of drivers and pas-
sengers but also build
trust in the car manufac-
tures and the overall
internet of things ecosys-
tem.”
The idea behind the sys-
tem is for it to learn the
vehicle’s behaviour in a
deeper, more precise way,

enabling car makers to
see previously unseen at-
tacks. It can then auto-
matically prioritise
incidents based on per-
ceived criticality and risk.
“Automotive security
threats have gone from
theory to reality,” said
Shankar Somasundaram,
senior director of product
management and engi-
neering at Symantec.
“Symantec is bringing the
world’s most comprehen-
sive portfolio of security
technologies to the car.
The infrastructure and
technology that already
helps protect billions of
devices and trillions of
dollars now protects the
car. We’re building long-
term comprehensive se-
curity all while delivering
ground breaking protec-
tion for cars today.”

Symantec aims to protect
cars against zero-day attacks

Qt, Pelagicore and KDab pool
resources for UI software suite
User-interface software
companies Qt, Pelagicore
and KDab have joined
forces to create a suite of
automotive components
and tooling. The QtAuto-
motive Suite aims to free
designers and engineers
from mundane tasks so
they can focus on quality
and time to market.
“Rather than delivering
separate tools and capa-
bilities, we have built
platform elements en-

The suite should allow more innovation in user
interface design

abling fast ramp-ups for
any automotive pro-
gramme,” said Tero Mar-

jamäki, head of automo-
tive at Qt. “Basically, you
can utilise the pre-built

automotive suite on the
selected hardware and
start your differentiating
development from day
one as all the preparatory
development is done.”
Being cross-platform
doesn’t only mean flexi-
bility in choosing the tar-
get operation system. Qt
applications also build
and run on desktop sys-
tems, enabling design and
development teams to be
productive before target
hardware becomes avail-
able. Code can also be
re-used for mobile com-
panion apps, reducing de-
velopment cost while
providing a more consis-
tent experience.
“The suite delivers a
modern multi-process ar-
chitecture enabling stun-
ning fluid 2D and
photo-realistic 3D user
experiences combined
with secure cloud serv-
ices,” said Alwin
Bakkenes, Pelagicore
CEO. “The dual licensing
enables car makers to de-
velop an eco-system of
innovation around their
IVI offerings.”
Volker Krause, KDab‘s
director of automotive,
added: “The suite in-
cludes high-level inspec-
tion tools that allow
diagnostics on target or in
a fully or partially simu-
lated environment.”
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Movimento and Sierra
Wireless have formed a
partnership to provide au-
tomotive OEMs with an
integrated way to stream-
line vehicle software in-
stallation and updates.
Sierra Wireless’ device-
to-cloud product and
Movimento’s over-the-air
(OTA) technology pro-
vide a commercially
available cloud-based
platform to maintain con-
nected cars.
“Cars are becoming
part of our connected life,
and we expect that they
are not only up to date,
secure and reliable, but

we also want access to the
latest features,” said
Philippe Guillemette,
chief technology officer
at Sierra Wireless. “What
we’ve created with Movi-
mento will enable auto-
motive manufacturers to
deliver these complex
software requirements
seamlessly across a vehi-
cle’s entire lifecycle.”
All vehicles have nu-
merous software pro-
grammes running on a
network of ECUs that
need to be individually
managed and maintained.
This combination allows
automotive OEMs to up-

date software for all
ECUs simultaneously
over-the-air. When a car
maker needs to upgrade a
vehicle’s systems, it’s
now as simple as logging
into the dashboard over a
secure network and se-
lecting the appropriate
update campaign.
“It removes all the com-
plexity for auto OEMs
and tier-one vendors who
supply the connected car
industry,” said Mahbubul
Alam, CTO at Movi-
mento. “Rather than wor-
rying about maintaining
all the different software
and firmware versions,

we created a centralised
solution from car to
cloud. You don’t have to
provision every ECU
with a dedicated software
agent, which reduces
CPU and memory re-
quirements, along with
overall costs.”
Movimento’s software
update client runs on the
Legato Linux embedded
application framework
available on Sierra Wire-
less 4G automotive mod-
ules. Through the
AirVantage cloud plat-
form, it lets car makers
seamlessly upgrade all
vehicle software.

Sierra Wireless and Movimento
partner on OTA software upgrades

Dream Chip Technolo-
gies has licensed Arteris
FlexNoC interconnect IP
and resilience package for
use in the European Com-
mission Eniac Things2Do
automotive adas refer-
ence development plat-
form project.
The interconnect IP is
an on-chip communica-
tions backbone for appli-
cation processors, digital
baseband modems and
adas SoCs.
The resilience package
adds data protection fea-
tures in order to obtain
higher ISO 26262 Asils
by implementing on-chip

error code correction pro-
tection, hardware dupli-
cation and redundancy,
unit checking, data moni-
toring, and built in self-
test.
SoC designer Dream
Chip was selected as the
design service lead for the
project.
The objective of the
project is to create a cam-
era-based adas reference
platform that benefits au-
tomotive tier-one compa-
nies by shortening the
time-to-market and de-
sign cycles. Two tape outs
are scheduled, one in
early 2017 and another

in early 2018, both using
the 22nm FDSoI semi-
conductor process that
comes from Global
Foundries in Dresden.
“The competing goals
of creating a highly com-
plex adas SoC with func-
tional safety requirements
while reducing tier-one
time to market motivated
us to choose Arteris
FlexNoC over other inter-
connects,” said Jens Ben-
ndorf, managing director
of Dream Chip Technolo-
gies. “The Arteris NoC
technology reduces wire
routing congestion and
QoS issues while allow-

ing us to more easily im-
plement the data protec-
tion features required for
adas to meet higher levels
of ISO 26262Asil certifi-
cation.”
Charles Janac, president
and chief executive offi-
cer ofArteris, added: “We
are excited that Dream
Chip Technologies has
chosen our technology as
the communications
foundation for this refer-
ence platform, which has
the promise to enable new
autonomous vehicle ca-
pabilities for European
tier-one automotive sup-
pliers.”

Arteris lands Dream contract for EC adas project

Intel is to acquire Itseez,
an expert in computer
vision algorithms and
implementations for em-
bedded and specialised
hardware. Itseez con-
tributes software tuning
and integration in markets
from cars to security sys-
tems.
This acquisition fur-
thers Intel’s efforts to win
in IoT market segments
such as automotive and
video, where the ability to
perceive and understand
images electronically
paves the way for innova-
tion.

Itseez will help Intel’s
customers create com-
puter vision applications
such as autonomous driv-
ing, digital security and
surveillance, and indus-
trial inspection. Itseez is
also a contributor to com-
puter vision standards ini-
tiatives including Open
CV and Open VX.
“The IoT future we’re
building for our cus-
tomers is exciting, and
the talented team at Itseez
will help us get there,
faster,” said Intel senior
vice president Doug
Davis.

Intel buys Itseez

Daimler Trucks is aiming
for a uniform electrical
and electronics architec-
ture for cabs and chassis
across its range.
The lorry maker plans
to apply a standardised
electrics and electronics
architecture across vari-
ous regions and brands.
This is the basis for bring-
ing electronic modules
into vehicles and innova-
tions to customers faster.
Speed is especially im-
portant when it is a matter
of connectivity innova-
tions.
To strengthen its posi-
tion with approximately
365,000 lorries already
connected worldwide,
Daimler is introducing
completely newly devel-
oped, standardised con-
nectivity hardware for all
of its lorries. This module
is about as big as a Din
A5 sheet of paper and
will be installed in all
Daimler Trucks brand ve-
hicles. This is where all
real-time data are re-
ceived and transmitted.
This mobile router will
thus be the basic building
block for its planned sus-
tainable and efficient
logistics.
The module constantly
checks the lorry’s pulse. It
receives data from all the
sensors, cameras and so
on installed in the lorry,
and evaluates them for
various applications. In
addition, the module is
the interface for all con-
nectivity services, and is

Daimler to standardise
electronics across lorries
therefore responsible for
the lorry’s external com-
munications.
Like a modern smart-
phone, the device com-
municates in real time via
Bluetooth, wifi, 4G, GPS
or USB with the infra-
structure, other vehicles
and other players in-
volved in the logistics
process. They might be
haulage companies, logis-
tics centres, traffic infor-
mation services or service
workshops.
The company will inte-
grate its lorries into the
cloud in 2017, when
heavy-duty Mercedes-
Benz lorries will be deliv-
ered in Europe with the
module as standard
equipment. Other markets
will follow soon after-
wards, as well as other
high-volume vehicles of
the Daimler Trucks
brands. In the mid term,
medium-duty lorries will
also be fitted with the uni-
form components.
While the instrument
cluster with speedometer,
rev counter, fuel gauge
and so on will retain the
brand-typical appearance
of a heavy-duty Mer-
cedes-Benz, Freightliner
or Fuso lorry, its inner
workings and rear hous-
ing will have standardised
dimensions and connec-
tions.

“Our latest example of
intelligent platforms
shows quite clearly that
we implement what we
announce,” said Wolf-
gang Bernhard, board
member at Daimler. “And
we have initiated the right
measures to offset short-

term fluctuations – and to
achieve our long-term
goals. We continue to as-
sume that we will achieve
unit sales of the magni-
tude of 700,000 vehicles
in 2020, and will thus
safeguard our position at
the top of our industry.”

Daimler is looking for a standard architecture
across its range of lorries
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Steve Rogerson reports from
last month’s Automechanika
show in Birmingham, UK

ON THE ROAD
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The show saw the unveiling of Tecalemit’s
FMT 3 electronic flow meter that measures
heating oil and diesel, water, radiator antifreeze,
and AdBlue, and thanks to its symmetric meas-
uring chamber is suitable for all flow devices.
It can be implemented anywhere fluids need

to be controlled and where there are differing
requirements for viscosity. The meter functions
according to the principle of a turbine meter.
The symmetric measuring chamber allows use
for all flow directions.
Up to eight individual outlets can be managed

independently. The two-line LCD with LED
lighting shows the current dispensation values
and the total stored volume or the eight partial
stored volumes. The large, illuminated display
is rotatable and can be adjusted in 90˚ incre-
ments to fit the viewing angle.
The freely rotatable characteristic of the meter

is achieved by the technical separation of the
measuring tube and the electronic component.
Measurement precision is better than ±1%.

Flow meter suits multiple fluids

As cars become more
connected and the jour-
ney towards autonomous
vehicles progresses, the
industry is being hit by
not one but multiple
megatrends, according to
Sarwant Singh, a senior
partner at Frost & Sulli-
van.
A major one of these

will be the launch of 5G
cellular communications
by the end of the decade
that will see connection
speeds go up to 1Gbit/s
and above.
“It will provide M2M

connectivity not just on
the ground but also in
space,” he said, predict-
ing that more than 1200
new satellites will be
launched globally by
2021 with Galileo in Eu-
rope bringing satellite
connectivity to rural
areas.
“In terms of cars, this

will lead to more au-
tonomous vehicles com-
ing in,” he said. “We will
also see more augmented
reality and virtual reality
applications in cars. For
example, rather than hav-

Connected vehicles produce
multiple megatrends

Sarwant Singh: “Apple for sure is making a car.”

ing side mirrors, cameras
will capture the image
and project it onto the
windscreen in front.”
All this connectivity

will also produce a lot of
data and he said the im-
plication of this would be
more internet aggrega-
tors.
The information could

also help car manufactur-
ers carrying out real-time
prognostics on vehicles.
“This could help cut the

number of recalls by
being able to diagnose
when a car is about to
have a failure and bring it
into the garage,” he said.
The insurance industry,

he said, would be turned
on its head with more of-
ferings that would be
usage based.
“Also, if you get insur-

ance for your children, it
could come with a state-
ment of where they have
been driving,” he said.
More controversially,

he said Formula One
motor racing could go
fully autonomous, even
with crowd interactivity
where they could vote to
add obstacles to a race
while in progress.
“The problem here is

that the driver adds an
extra edge,” he said. “We
also want to see accidents
because that is part of the

excitement.”
A downside to au-

tonomous driving will be
job losses, he said.
“Truck drivers and taxi

drivers could be out of
work,” he said.
Another trend was the

emergence of new en-
trants in the market such
as Tesla, Google and even
Apple.
“Apple for sure is mak-

ing a car,” he said. “You
can tell that by the people
they are hiring. The car
industry is reacting by
hiring people from the
computing industry.
BMW, for example, has
hired someone from
Google to run its digital
side.”
The move to e-com-

merce, which is changing
the way people shop, is
also hitting the automo-
tive world. For example,
seven per cent of all parts
sold in the UK in the af-
termarket are sold online
and he said that would
rise quickly to 15 per
cent.
Car sharing would in-

crease, he said, and
healthcare would be inte-
grated into vehicles.
“We will see seatbelts

with heart rate monitors
built in,” he said, “and
blood pressure monitors
on the steering wheel.”

Independent garages will
die unless they invest in
the diagnostic equipment
needed to handle the lat-
est adas technologies,
said Ian Gillgrass, direc-
tor of Alianskills.
“Garages are going to

need the skills and equip-
ment to repair these sys-
tems,” he said, “but the
car manufacturers want to
keep this information to
themselves.”
He said skilled techni-

cians would have to learn
about networking.
Also, even basic repairs

such as replacing a wind-
screen, would need many
of the sensors recalibrat-
ing. This would happen
as well with bumper
replacement, wheel align-
ment, suspension replace-
ment and so on.
“Some of the ECUs are

behind the front grille and
these could be damaged

in an accident,” he said.
“And if sensors are just
one or two degrees out, it
could lead to the car not
responding correctly.”
He said all the aftermar-

ket people also needed
access to vehicle manu-
facturer information.
“If a vehicle needs to be

repaired, the system
needs to be recalibrated
before it is given back to
the owner,” he said.
On the plus side, he said

many of the existing diag-
nostic tools are being up-
dated to handle adas.
“The manufacturers of

these are going down this
path,” he said. “So if they
use diagnostic tools, then
they can have a future.”
He predicted that by

2025 there would be the
option to allow cars to
drive themselves on mo-
torways and that full au-
tonomous driving would

Garages need to learn new skills or die
be available from 2035
onwards. But he said
many of the adas tech-
nologies were here now
and garages had to be
aware of that.

He believes user con-
cerns about autonomous
vehicles will disappear.
“We all get on planes,

and the pilot controls very
little,” he said.

Ian
Gillgrass:
“Garages
are going
to need
the skills.”
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Reducing emissions is the
driving force behind the

On Board Defence has re-
ceived Thatcham ap-
proval for a device that
protects the on-board di-
agnostics (OBD) port on
vehicles from being used
by thieves to bypass the
immobiliser.
“This is the only one

that is Thatcham ap-
proved,” said national
sales manager James
Mackay. “It passed the
Thatcham five-minute at-
tack test and they ap-
proved the three-year
warranty.”
The Portector device

disables communications
with the vehicle via the
OBD port thus stopping
thieves programming a
blank key, and it does this
without being hard wired
to the vehicle.
“There is a market in

products that cost £70 and
plug-in to the port and
read the diagnostics,”
said Mackay. “The port is
the manufacturer’s route
into the vehicle but it also
lets thieves extract infor-
mation out of it.
Our device blocks any
communications with that
port.”
The user will have a

card that can disable the
Portector so that garages
can use the port for serv-
icing. This card would

Google is going down the
autonomous vehicle path
to give it more access to
user data so it can in-
crease its targeted adver-
tising, warned Matt
Hervey, an IP specialist
with Gowling WLG, part
of the Autodrive project
to develop autonomous
vehicles in Coventry and
Milton Keynes.
“The focus on au-

tonomous vehicles will be
on the frontier companies
such as Amazon, Apple,
Google and Facebook,”
he said. “Google is re-
markable for giving
things away like search
engines that keep getting
better. They have given us
browsing software that
lets them install apps on
our computers and
phones.
“It maximises their

points of contact. Your
own key information is
increasingly going into
servers. They get their
money back through tar-
geted advertising.”
He said this was also

why these companies
were looking at wearables
and home automation.
“The third new frontier

is the connected car,” he
said, “as that gives them
even more access to you.
The idea behind this is
that Google becomes
your personal assistant.
All these systems are
voice activated and need

Google wants more of your data

an AI to work. Compa-
nies such as Google,
Amazon and Apple are
developing the AIs to
power these systems.”
He said connected vehi-

cles would become places
were they could serve up
content and information,
and even more so with
autonomous vehicles
where the driver could
watch a film or look at
other content.
He also said the likes of

Apple and Samsung with
their smartphones had
raised expectations in
consumers.
What would become

key in autonomous vehi-
cles, he said, was security.
“The security is vital,”

he said. “A car is a heavy
moving vehicle. Also,
there is a danger of a hack
being used to kidnap
someone. They are vul-
nerable because they have
to listen for remote up-

dates.”
Another problem on the

horizon he said was that
data protection regula-
tions were going to be
tightened up just as the
manufacturers of au-
tonomous vehicles would
need access to more data.
And he welcomed the

upcoming arrival of 5G
because he said this
would be necessary for
autonomous vehicles be-
cause of the low latency.

Matt Hervey: “The security is vital.”

Device to protect
OBD port passes
Thatcham test

normally be kept away
from the vehicle.
“Nobody knows the

code on the card,” said
Mackay. “The card sits at
home until you go to the
garage and then you just
turn it back on. The Por-
tector automatically reac-
tivates in eight hours.
And the system costs
£250 plus vat, and that in-
cludes installation.”
He said for a thief to re-

move the Portector would
take 30 to 40 minutes,
which was more time

James Mackay: “Nobody knows the code.”

Reducing emissions sounds
death knell for hydraulic steering

move from hydraulic to
electric steering systems,
according to Brian
Newell, technical training
manager at TRW.
Hydraulic systems, he

said, were beginning to
tail off globally but in Eu-
rope were dropping more
rapidly and had halved in
terms of OE fitments in
the past five years to 17
per cent.
“They will probably

disappear over the next
few years,” he said.
This was because

switching to an electric
system could save 4 to 5g
of CO2 and in some vehi-

cles as much as 8g. It can
also cut vehicle weight by
around 5kg.
“This is why electric

steering is a priority,” he
said.
The second reason is

active safety and the
focus on pre-crash acci-
dent avoidance.
“This is where the car

can take control to stop or
lessen the effects of an
accident,” he said. “Ac-
tive steering can also help
with lane-departure steer-
ing and active parking as-
sist. This can only be
achieved with full electric
steering.”

Brian Newell: “They
will probably
disappear over the
next few years.”

than most crooks had.
“The unique feature is

that it is plug and play
with no splicing and it is
always armed,” he said.
“The only people who

know the code are the In-
ternational Security Reg-
ister. If you lose the card,
contact them and they
will send a new code and
card.”
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Meeting expectationsMeeting expectations

Steve Rogerson reports from last
month’s Mentor Automotive IESF
conference in Dearborn, Michigan

The event was held at Ford
Motor’s conference centre
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That this is both an exciting
time and a challenging one
for the automotive industry

is in little doubt, and it is thus
good to see all segments of the in-
dustry tackling the problems that
will be associated with the move
to greater driving assistance, con-
nected vehicles and, of course, the
goal of autonomous vehicles.
All these problems and how
they are to be solved were re-
flected in the range of speakers at
the IESF conference with the tone
set by Don Kurelich, senior tech-
nical director at Mentor Automo-
tive, in his opening address.
“Digitalisation is driving the re-
quirements of the industry,” he
said. “The expectations of what is
required from a vehicle have
changed.”
One of those big changes is that
whereas once a car was built to
last unchanged for years – with
maybe the odd aftermarket en-
hancement – now the car platform
is designed to be reintroduced and
enhanced quite rapidly.
“Automotive life cycle is three
years, but for a cell phone it is six
months,” said Mathias Fritzson,
product manager at Mentor Auto-
motive. “The expectation of the
automotive consumer though is
more in the six month range.”
These consumers also expect
consistency and they expect a cus-
tomised environment, one that is
tailored to them, said Kurelich.
“There is going to be a change
in the way we design vehicles so
there is a commonality in the in-
terfaces,” he said. “If you want to
standardise the in-car experience,
you need a repeatable, extendable
platform that has been designed
for the future. There has to be
enough bandwidth that they can

be built on to.”
He said the change was also re-
flected in the way the most inno-
vative companies in the world
were now involved in automotive,
with the likes of Apple and
Google being really interested in
this market.
However, he said the industry
could not adopt wholesale what
had happened with smartphones
because quality and reliability had
to be at a much higher level, and
that had to be achieved in an in-
dustry into which a lot of new
players were entering.
“And things like security should
be on everybody’s mind,” he said.
One of the major driving forces
for the change in the industry is
the number of people killed
worldwide due to automotive ac-
cidents. At the last count, this was
1.2 million a year. There are also
around 1.2bn vehicles in use
worldwide and these are creating

Lawrence Burns: “Combustion
engines will continue to
dominate through 2025.”

congestion and emission prob-
lems. And the volume of vehicles
seems set to grow even further
with massive ramp ups expected
in countries such as China. China
already produces more electric ve-
hicles and plug-in hybrid electric
vehicles than Japan, said Mentor
Automotive technology manager
Paul Johnston, who added that at
least half the electric vehicles in
the world would be made in China
in the next few years.

Trends
“There are a number of mega-
trends driving the way the auto-
motive industry is going,” said
Karina Morley, commercial direc-
tor at Ricardo. “The main ones are
environmental awareness and in-
creasing urbanisation. We need to
improve air quality and fight cli-
mate change. We are much more
aware of our impact on the envi-
ronment and that influences our
choice in energy source and pow-
ertrain.”
Yet, as industry guru Lawrence
Burns pointed out, the fundamen-
tal design of the car has not
changed for more than a hundred
years. That inertia has to be
fought.
“We have to get from 100 per
cent mechanical drive to 100 per
cent electrical drive,” said Burns.
“But combustion engines will
continue to dominate through
2025. Better fuel economy and the
move to electric vehicles are
being driven by regulations and
not by the market.”
Morley agreed. “The legislative
requirements are aggressive,” she
said, but added: “Now is the time
for technology to meet these re-
quirements.”
Burns said the significant in-

Jim Motavalli: “It is no accident that most of
the self-driving prototypes are electric.”

Karina Morley: “This is going to be a very
exciting time.”

Paul Johnston sees cost and
weight as the real engineering
challenges

vestments by the industry to im-
prove fuel economy and develop
battery and fuel cell electric vehi-
cles would mean that beyond
2020 the alternatives to combus-
tion engines could start to have a
meaningful impact.
“And beyond 2025, battery and
fuel cell electric vehicles could
become the best way to design
and engineer light duty vehicles,”
he said. “But it is not one technol-
ogy that is driving the future, it is
multiple technologies all coming
together.”
Morley said that while changing
the powertrain to electric would
have the biggest impact, there
were a lot of efficiency improve-
ments that could be achieved by
electrifying ancillaries such as
fuel and water pumps.
“This helps us to improve the
efficiency of the engine,” she said.
And while she believed hybrid
electric vehicles were a real op-
portunity for the industry, she also
said that moving to wide bandgap
technologies such as gallium ar-
senide and silicon carbide could
produce high efficiency improve-
ments.
“If you move to wide bandgap

devices, you can remove the cool-
ing plate and reduce cost and
complexity,” she said. “They can
also be designed with small pack-
age sizes, which reduces weight
and cost.”
This is important because, as
Johnston said: “The number one
problem that keeps engineers
awake at night is cost and weight.
These are really the engineering
challenges.”
Andrew Patterson from Mentor
Automotive said that technologies
such as active noise cancellation
also played a big role in reducing

weight as they removed the need
for noise dampening materials.

Sharing vehicles
There also has to be a shift in the
way cars are viewed, said Burns.
“Vehicles today are significantly
over specified for the way they
are used,” he said. As an example,
he gave the statistics for an aver-
age trip in Ann Arbor in Michi-
gan. This lasts 8.2 miles (13.2km),
takes 16.3 minutes at an average
speed of 30mph (48km/hr) and in-
volves one and a half people.
Given that, 18,000 shared vehicles
could do what the 120,000 con-
ventional vehicles are doing
today.
“This could reduce costs by 75
per cent,” he said. “Shared cars
could respond to trip requests in
two minutes using driverless,
shared or tailored vehicles. We
can also reduce the cost of mov-
ing freight by 40 per cent with au-
tonomous vehicles.”
And Hugh Bazzi, senior applica-
tions engineer at Mentor Automo-
tive, said: “People think anyone
will be able to buy an autonomous
vehicle. But most are looking at
partnering with ride-share compa-
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Lear has deployed Mentor’s Capital software
within its electrical systems design facility,
known as Lear Virtual Proving Grounds
(LVPG). LVPG is a, proprietary software suite
developed by Lear to optimise and verify elec-
trical systems and wire harness designs for
automotive OEM customers. It helps achieve
market differentiation by providing fast, robust
responses to OEM requirements within a fully
digital environment.
LVPG is comprised of two layers delivering

electrical and mechanical design. Capital tools
provide the basic building blocks of the electri-
cal layer. Within the electrical layer, Lear has
deployed some Capital tools including those
covering connectivity capture, platform level
wiring synthesis, design optimisation and veri-
fication, and electrical simulation. Data are
continually exchanged with the mechanical
layer, eliminating synchronisation errors.
“Automotive engineering is rapidly moving

towards full virtual prototyping; increased de-
sign complexity and reduced development
times make this inevitable,” said Bill Presley,
electrical engineering vice president at Lear.

“As we conceived LVPG, it became clear that
Capital offered a choice for electrical design
that could meet our needs. Not only does the
Capital suite deliver flow coverage and au-
tomation, its data-centric philosophy and inte-
gration capabilities suit Lear’s virtual design
philosophy of delivering robust designs rapidly
to our OEM customers. It is a further bonus
that we can flow Capital harness design data
directly into our worldwide production sys-
tems, delivering a seamless design-to-manufac-
ture process.”
Capital is a software suite supporting com-

plex electrical systems challenges from product
definition through electrical system design, har-
ness manufacture and vehicle maintenance.
“LVPG is one of the most sophisticated de-

ployments of Capital products I have seen,”
said Martin O’Brien, general manager at Men-
tor Automotive. “It is an excellent example of
a customer embedding powerful commercial
software tools into a proprietary environment
to deliver a great service to the market. I look
forward to working further with Lear as LVPG
continues to evolve.”

Lear deploys Capital into software suite

Mathias Fritzson: “Automotive
life cycle is three years, but for
a cell phone it is six months.”

nies such as Uber and Lyft in geo-
fenced areas where they can be
used.”
Jim Motavalli, a motoring corre-
spondent with the New York
Times, said that while the statis-
tics of how little distance people
actually drove may point to a
boost for electric vehicles with a
range of 100 miles (160km), this
was not enough.
“Even though people only do an
average of about 35 miles [56km]
a day, people buy on emotion,” he
said, adding that doubling that
range would be a major factor.
Also, when fuel prices were high,
electric vehicles looked an attrac-
tive option, but that has changed.

“Low gas [petrol] prices have
turned people away from electric
vehicles because the payback pe-
riods are not good enough,” he
said. “Low gas prices have really
hurt sales.”
Another drawback, he said, was
the lack of a public charging infra-
structure.
“People are worried about this,”
he said, “and scared they will run
out of battery. People don’t need
to worry about this as 80 per cent
of the charging is done at home.”
Another plus, he said, was that
the cost of electric vehicles was
falling helped by rapidly descend-
ing battery prices.
However, fuel cells could even-

tually replace batteries, he said,
thanks to their quick charging and
much longer range, but added the
big stumbling block was the cost
of building the infrastructure.
He also believes there is “an ex-
treme synergy” between self-dri-
ving cars and electric vehicles.
“It is no accident that most of
the self-driving prototypes are
electric,” he said. “Most au-
tonomous vehicles will be electric
vehicles and most electric vehi-
cles will become autonomous ve-
hicles.”

Conclusion
“This is going to be a very excit-
ing time for bringing in technol-
ogy and innovating for a
sustainable future,” said Morley.
More than that are the chal-
lenges that come with safety, se-
curity and the connected car if the
dream of driverless vehicles is
going to become widespread and
accepted.
Kurelich summed it up: “The
world is evolving. There are a lot
of changes. There is a new busi-
ness model coming.”

Hugh Bazzi: “Most are looking
at partnering with ride-share
companies.”

Though all companies
throughout the supply
chain are being expected to

meet the functional safety require-
ments in ISO 26262, there is no
extra money available for them to
do so. That was the message from
Joseph Dailey, Mentor Automo-
tive’s global functional safety
manager.
This, he said, could be particu-
larly hard for tier twos and below
as automotive may not be all or
even a major part of their busi-
ness.
“The OEMs tell the tier ones
that they have to supply func-
tional safety products,” he said,
“or they will be off the list, but
there is no more money. The tier
ones tell the same thing to the tier
twos and so on.”
Some companies also have to
meet safety standards across dif-
ferent industries. On top of that,
the standards are still evolving
with a new version of ISO 26262
being worked on.
“This has to be brought into
product development, and compa-

Safe and secure, at the same price
nies have to obtain that knowl-
edge,” he said. “Knowledge and
resources will be a big part of how
companies move forward.”
Yet meeting functional safety
standards adds creating documen-
tation to prove the job has been
done correctly, reports, traceabil-
ity and so on.
“The system has to be stream-
lined to deal with this and for the
evolving nature of the standards,”
he said. “Those who created the
standard understand it but every-
one else relies on interpreting the
standard. Yet the project manager
has the same amount of money
and the same number of people as
before functional safety.”
Mentor group marketing man-
ager Mark Olen added: “If I added
ISO 26262, I can maybe charge a
little bit more, but not a lot more,
yet doing that can increase my
costs a lot using traditional tools.”
This is happening with all the
suppliers and their suppliers and
involves data flowing seamlessly
up and down the stream.
“Functional safety is not just

about safety analysis,” Dailey
said. “It is about bringing your
data together, your processes to-
gether, about providing proof. You
have to trace your requirements.
The big companies can develop
all their own tools and integration
to do this. But most companies
need help to do this, and we can
provide that.”
Olen added: “We are working
with our customers on ISO 26262,
because that is one of the chal-
lenges, developing things to han-
dle a standard that is not yet fixed
in stone.”

Security
Though separate from safety, the
processes that need to be put into
place to ensure security, especially
in the era of the connected car,
can be similar, according to Men-
tor Embedded’s chief safety offi-
cer Robert Bates. And, as with
safety, there are similarities across
different industries.
“They all talk about develop-
ment lifecycles to support safety,
and these are all very similar,”
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said Bates. “Every safety process
tells you that you have to start
thinking about safety right at the
beginning.”
This means understanding the
hazards a system might be sub-
jected to and then looking at the
risks associated with those haz-
ards. Security is similar but differ-
ent.
“Safety is protecting the world
from the device,” said Bates. “Se-
curity is protecting the device
from the world. But if a security
problem happens, that can cause a
safety problem.”
Key, therefore, he said was to
ensure that if a security problem
happened that it had been made as
difficult as possible for that to
have an effect.
“You need to analyse the vulner-
abilities and see how much of a
threat they are,” he said, “the
same as you do with safety. Basi-
cally, it is the same flow for secu-

Robert Bates: “You need to
analyse the vulnerabilities.”

Shrikant
Acharya: “You
have to pick up
where you left
off.”

Anil Khanna: “You have to
make sure you don’t break the
car.”

rity as with safety.”
However, he said bringing
safety and security together might
be difficult in an organisation as
the understanding and knowledge
of the areas are rarely with the
same people.

Over the air
The other question is what to do
when a security vulnerability has
been identified after a vehicle has
been shipped.
“A car is a highly networked,
high performance computer on
wheels,” said Mentor’s Anil
Khanna. “But the cost of failure in
the car is very high. So you need a
mechanism to take care of the
software in a car as the impact of
software quality issues are the
many recalls at high cost.”
One way round this, he said,
was to have over-the-air updates.
“This is a lot cheaper than tak-
ing the car to the dealer or doing it
yourself with a CD or USB
drive,” he said. “You can also use
over-the-air to add features or en-
hance the functionality. It lets
OEMs respond quickly to security

vulnerabilities.”
But he warned that there had to
be safe mechanism on what to do
if the update was interrupted.
“You have to make sure you
don’t break the car,” he said.
Shrikant Acharya from Ex-
celforce added: “You have to look
at what happens when you lose
the connection. You don’t want to
have to go back to the start, so
you have to pick up where you
left off.”

SENSORS

The latest Volkswagen
Tegan is using sensor
technology that can de-

tect objects, especially pedestri-
ans, at distances up to 170m,
and warn drivers in time. If the
driver does not respond, then
the car will apply automatic
brakes to avoid a collision.
The long range radar comes
from Continental, and Karlheinz
Haupt, head of its driver assis-
tance systems business unit, ex-
plained how it works.
“It’s important to react quickly
and safely in critical and con-
fusing situations,” he said. “The
driver is supported by our radar
technology. With pedestrian de-
tection based on radar alone,
VW and Continental have taken

PEOPLE CHECKER
Continental is helping Volkswagen
make its cars safer

one step further towards the pre-
vention of serious accidents – be-
cause even a pedestrian who is
partially concealed by a vehicle
can be detected by our radar.”
The radar sensor is installed in
the front grille right behind the
VW badge, and it enables a whole
new level of safety. This built-in
generation of radar differentiates
between static and moving ob-
jects. Thanks to its wide field of
view it not only detects other ve-
hicles, but even pedestrians for
the first time. Amajor advantage
is its robustness in adverse
weather conditions such as fog,
drizzle or glare from the sun.
Drivers can just sit back and let
it do its job. The intelligent, radar-
based adaptive cruise control

makes this possible. Events on the
road ahead are continuously mon-
itored and the distance to the vehi-
cle in front is automatically
adjusted, without the driver need-
ing to make constant distance cor-
rections. The optional adaptive
cruise control can enable stress-
free and fuel-efficient driving.
“With the new Tiguan, VW and
Continental have taken a further
important step towards accident
prevention,” said Stefan Gies,
head of car chassis development
at VW. “Thanks to the use of this
serially-produced, high-resolution
radar with advanced emergency
braking in a volume segment, we
have made a significant contribu-
tion to improving road safety. And
for a little extra cost, we can also
offer customers additional radar-
based comfort functions, such as
the automatic distance adaptive
cruise control.”
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Safety and reliability have
long been at the heart of au-
tomotive code. Today, how-

ever, they are inseparable from
security. The risk of malicious at-
tacks has been addressed by a new
set of guidelines for the widely
used Misra C standard for auto-
motive software.
The explosion of software con-
tent in today’s automobiles means
almost everything in the modern
car is controlled and linked by
code. Software now runs from en-
gine control to cabin air condi-
tioning to opening and closing
windows to entertainment systems
and, yes, to outside communica-
tions. And that is raising serious
security concerns. We have al-
ready seen an online service being
able – at the request of police – to
shut down and stop a vehicle
being pursued. And if the good
guys can get in, so can the bad
guys.
Automotive software demands
standards due to its pervasiveness
and complexity and also because
many subsystems and components
are integrated into vehicles by
third-party manufacturers. Today,
even devices within an automo-
bile that were not originally de-
signed to be connected are likely
accessible to a hacker once the

Policing the standards
Chris Tapp and Jay Thomas look at how
Misra C has evolved to address security
threats in today’s automotive software

outer communications have been
breached. Compatibility, quality
and security across all systems
must be assured.
The Misra C guidelines define a
subset of the C language for de-
veloping any application with
high-integrity or high-reliability
requirements. While Misra guide-
lines were originally designed to
promote the use of the C language
in safety-critical embedded appli-
cations within the motor industry,
they have gained widespread ac-
ceptance in many other industries
as well.
Misra guidelines help develop-
ers write high-quality code, which
is by nature more safe and secure.
Updates over the years have in-
cluded extensions and improve-
ments to help mitigate
software-related risks for safety-
critical applications, while allow-
ing programmers to spend more
time coding and less time on com-
pliance efforts. Recently, as the
embedded software content of au-
tomobiles has multiplied, industry
awareness of security risks has
also increased, leading to new
guidelines specifically to address
them.
The Misra committee, as well as
other organisations, recognises
that security can’t be an after-

If the police can shut down a car being
pursued, so can the bad guys
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thought of development. It must
be designed in from the beginning
using coding best practices and
rules designed to protect the
safety and security of OEMs and
end users. Compliance can now
be tested and certified through the
use of high-quality analysis tools.

Guidelines
After the publication of Misra C:
2012, the committee responsible
for maintaining the C Standard
published the ISO/IEC 17961:
2013 C language security guide-
lines. Their purpose is to establish
a baseline set of requirements for
analysers, including static analysis
tools and C language compilers,
to be applied by vendors that wish
to diagnose insecure code beyond
the requirements of the language
standard. All rules are meant to be
enforceable by static analysis. The
criterion for selecting these rules
is that analysers that implement
these rules must be able to dis-
cover secure coding errors effec-

tively without generating exces-
sive false positives.
In response, the Misra commit-
tee released Misra C: 2012
Amendment 1 to support these
new requirements for security.
The amendment is an enhance-
ment to, and is fully compatible
with, all existing editions of the
Misra language guidelines and
becomes the standard approach
for all future editions of the Misra
guidelines.
The amendment helps develop-
ers avoid coding practices that can
introduce security vulnerabilities
and to write code that is more un-
derstandable and maintainable. By
following these additional guide-
lines, developers can more thor-
oughly analyse their code and can
assure regulatory authorities that
they followed safe and secure
coding practices. This is becom-
ing especially critical in industries
such as automotive, where secu-
rity threats have led to stringent
requirements by OEMs for devel-

opers to prove that their software
meets the highest standards for se-
curity as well as safety.
In addition to the amendment to
incorporate the 14 new rules, the
Misra committee has also released
Misra C: 2012 Addendum 2,
which maps the overall coverage
by Misra C: 2012 of ISO/IEC
17961: 2013 and justifies the
viewpoint that Misra C is equally
applicable in a security-related en-
vironment as it is in a safety-re-
lated one.
Amendment 1 establishes 14
new guidelines for secure C cod-
ing to improve the coverage of the
security concerns highlighted by
the ISO C secure guidelines. Sev-
eral of these guidelines address
specific issues pertaining to the
use of tainted data, a well-known
security vulnerability. A couple of
specific examples illustrate com-
mon vulnerabilities and how the
new guidelines address them.

Example 1: Don’t open the
door to give out your password
“The validity of values received
from external sources shall be
checked” (Dir. 14.4)
This example controls which
data can be sent to external
sources. This has become critical
as more and more devices are
connected to each other or to the
internet. If code is written incor-
rectly, internal data can be ex-
posed to external sources. This
rule protects against heartbleed-
style vulnerabilities, in which
hackers were able to extract data,
including passwords, via the inter-
net in clear text by carefully craft-
ing appropriate messages.
The following sample code is
dangerous because the length of a
message received from an exter-

Are you confident
about your security
compliance?
• Are you using automated tools that can thoroughly check
compliance and prove it to customers or regulatory authorities?
• Does your tool vendor provide a full compliance matrix so
you know exactly what the tool is checking?
• Can your tool also check against other required security or
safety standards such as CWE, Cert and industry-specific
standards?
• Does your tool also provide dynamic analysis to ensure there
is no dead code that can impact security?
• Do you have full unit testing capabilities and coverage
analysis to ensure the effectiveness of your testing process?

Fig. 1: The heartbleed bug resulted from the simple neglect to
specify and validate the length of a variable to be returned during
the SSL heartbeat exchange that precedes secure data exchange.
Image: FenixFeather

nal source is not validated. Taking
this to the logical extreme – by
not validating the length of data to
send back – an attacker could ex-
tract the entire contents of a com-
puter’s memory remotely. In
practice, variations of this attack
have been used to extract clear
text passwords from network
servers’ internal memory buffers.
Recently, it was used to download
large volumes of customer finan-
cial information, but it could be
used to capture almost any type of
data (see Fig. 1).

extern uint8_t buffer[ 16 ];
/* pMessage points to an external
message that is to be copied to
‘buffer’.
* The first byte holds the length of
the message.
*/
void processMessage ( uint8_t
const *pMessage )
{
uint8_t length = *pMessage; /*
Length not validated */

for ( uint8_t i = 0u; i < length;
++i )
{
++pMessage;
buffer[ i ] = *pMessage;
}
}

Example 2: Use the right
function for the right task
“The standard library function
memcmp shall not be used to
compare null terminated strings”
(Rule 21.14)
Memcmp is designed for com-
paring blocks of memory, and is
not designed for comparing
strings such as passwords. Be-
cause it returns more than just true
and false, it can be used to reveal

passwords in database systems.
The following sample code uses
memcmp to compare strings when
strcmp should have been used.

extern char buffer1[ 12 ];
extern char buffer2[ 12 ];

void f1 ( void )
{
strcpy ( buffer1, “abc” );
strcpy ( buffer2, “abc” );
if ( memcmp ( buffer1, buffer2,
sizeof ( buffer1 ) ) != 0 )
{
/* The strings stored in buffer1
and buffer 2 are reported to be
* different, but this may actually
be due to differences in the
* uninitialised characters stored
after the null terminators.

*/
}
}

Compliance and deviations
Inevitably, circumstances occur
under which it is impracticable or
unreasonable to follow all coding
standards requirements. However,
the concept of approved viola-
tions, known as deviations, has
caused a great deal of debate, es-
pecially when discussing their ef-
fect on a claim of Misra
compliance.
The result has been myriad ap-
proaches ranging from a “no devi-
ations allowed” policy to a liberal
use of deviations simply to docu-
ment non-compliance. Some rules
have been classified as directives,
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Fig. 2: Tool suite
including coverage of
the Misra C: 2012
Amendment 1 rules:
Users can drill down
into the coding
standards violations
for a filtered summary
report and flow
graphs for more
clarity

or rules where compliance is more
open to interpretation or relates to
process or procedural matters.
With the encouragement of large
OEMs – especially in the automo-
tive market – the Misra committee
has released Misra Compliance
2016 guidance to help developers
achieve and show compliance
with Misra coding guidelines.
This revision provides clearer
guidance on the use of deviations
and defines what is meant by
Misra compliance. It also provides
a mechanism for establishing pre-
approved permits for deviation
and for tailoring the classification
of guidelines.
Compliance can be achieved
and proven by checking code
against the Misra C compliance
matrix. While in theory this could
be accomplished manually, the
complexity and quantity of
today’s software – such as the
millions of lines of code now in-
corporated in automobiles – make
that unreasonable. The primary
means to check code against stan-
dards and guidelines is through
the use of automated static analy-

sis tools, which detect potential
security flaws early in the process
so that developers can eliminate
them before code is compiled (see
Fig. 2).

Conclusion
As developers continue to add
features to their products within
already constrained budgets and
schedules, software has become
the weakest link that can allow
malicious entities to breach the in-
terface and gain access to sensi-
tive data and/or take control of
systems. In the case of the intelli-
gent automobile, this could be
devastating. Thus, writing secure
code has become essential even
for non-safety-critical systems.
The use of the Misra C language
subset, including the Misra C:
2012 Amendment 1, helps devel-
opers write safer, more secure,
and more maintainable code. With
the aid of appropriate checking
tools, it provides invaluable assis-
tance to any organisation looking
to protect itself from the problems
inherent in the inadvertent or de-
liberate misuse of the C language.

A comprehensive set of analysis
tools that are capable of checking
standards compliance through
static analysis while also provid-
ing dynamic analysis for coverage
of data flow and control is essen-
tial to assure confidence and doc-
umentation of compliance both
with the rules embodied in coding
standards as well as the functional
validity of the code produced by
cooperating development teams
and organisations.

Chris Tapp
is a field
application
engineer
for LDRA

Jay Thomas
is technical
development
manager for
LDRA

Nissan is researching and
developing a solid oxide
fuel-cell (SOFC)-powered

system that runs on bio-ethanol
electric power. Claimed to be a
world first for automotive use, it
features an e-bio fuel cell with an
SOFC power generator.
SOFC is a fuel cell using the re-
action of multiple fuels, including
ethanol and natural gas, with oxy-
gen to produce electricity with
high efficiency.
The cell generates electricity
through the SOFC power genera-
tor using bio-ethanol stored in the
vehicle. It uses hydrogen trans-
formed from fuel via a reformer
and atmospheric oxygen, with the
subsequent electrochemical reac-
tion producing electricity to
power the vehicle.
Unlike conventional systems,
SOFC is the power source, afford-

Sweet success
How Nissan is using sugarcane as
an alternative fuel

ing greater power efficiency to
give the vehicle cruising ranges
similar to petrol-powered cars,
more than 600km. In addition, the
electric-drive features – including
silent drive, linear start-up and
brisk acceleration – allow users to
enjoy the joys and comfort of a
pure electric vehicle.
Fuel-cell systems use chemicals
that react with oxygen, generating
power without the release of

harmful by-products. Bio-ethanol
fuels, including those sourced
from sugarcane and corn, are
widely available in countries in
North and South America, and
Asia. The e-bio fuel cell, using
bio-ethanol, can offer eco-friendly
transportation and create opportu-
nities in regional energy produc-
tion, while supporting existing
infrastructure.
When power is generated in a
fuel-cell system, CO2 is usually
emitted. With the bio-ethanol sys-
tem, CO2 emissions are neu-
tralised from the growing process
of sugarcane making up the bio-
fuel, allowing it to have a carbon-
neutral cycle, with nearly no CO2
increase whatsoever.
In the future, the fuel cell could
become more user friendly.
Ethanol-blended water is easier
and safer to handle than most
other fuels. As this will remove
limits on creating a totally new in-
frastructure, it has potential for
market growth.
Running costs will be low, on
par with today’s EVs, benefitting
the public as well as businesses,
because the cell is a good fit for
wider customer needs due to the
short refuelling time and ample
power supply that can support a
range of services such as refriger-
ated delivery.
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A MATTER OF INTEGRITY
Bill Weir explains
how redrivers help
engineers designing
infotainment
systems maintain
signal integrity
and quality

Putting a high-quality info-
tainment system into a
modern vehicle poses a

number of challenges for tradi-
tional automotive electronics en-
gineers, not least is the problem
that the electronic devices control-
ling these systems work at low
voltages, so low that moving the
signals around the electrically
noisy atmosphere of a car can

prove difficult.
A typical car could have up to
100 electronic control units em-
bedded into its systems. These in-
clude in its engine, transmission
and active safety components as
well as for in-car passenger com-
fort and infotainment.
At the heart of a modern info-
tainment system is a high-resolu-
tion, full-colour touch screen

display that makes the media sys-
tem more usable, informative and
attractive. This unit combines en-
tertainment, GPS navigation, mul-
timedia and driver information
functions in one. Car owners are
also looking for features such as
smartphone integration, rear-seat
LCD screens and all-round cam-
eras for safety and parking func-
tions.

Infotainment systems, such as in the Volvo S90, have to
maintain quality in a harsh automotive environment

A typical infotainment system
would use USB and HDMI cables
that have become longer and thin-
ner and are commodity items that
can be bought over the counter.
They are often not suited to being
the backbone of an in-vehicle in-
fotainment system.
Higher quality cables could be
used but these are expensive and
add weight to the vehicle, some-
thing the car makers are keen to
avoid. Also, thinner cables are
easier to route round the cramped
space within a car whereas the
higher quality alternatives take up
too much room and can limit air-
flow, causing a danger of over-
heating.
The specifications for USB and
HDMI cables also contain recom-
mended maximum lengths beyond
which, even in ideal circum-
stances let alone with the high
electromagnetic interference
found in a car, the signal will de-
grade.
The trick therefore is to turn
such passive cables into active ca-
bles using a product known as a
redriver. Having these at each end
of a long signal trace or cable can
return a signal to within accept-
able margins and are thus becom-
ing an essential part of a modern
vehicle system.

Specifications
USB 2.0 specifications define the
wire types and maximum cable
length. USB 3.0 and 3.1 don’t
specify cable lengths but say the
cables must meet the electrical
specifications. Practically, this
means for USB 3.0 using a 26-
gauge cable, the maximum length
is around three metres. For USB
3.1 at 10Gbit/s, this length drops
to only a metre. Beyond this

length, the signal integrity de-
grades.
HDMI specifications also do not
give a maximum cable length, but
with, say, HDMI 1.4 using AWG
28 cable, to achieve the 3.4Gbit/s
speed without degradation, the
cable length must be kept to just
five metres. HDMI cables consist
of four shielded twisted pairs, plus
additional wires for other func-
tions such as Ethernet and the
audio return channel.
For USB and HDMI, the speci-
fications define analogue and dig-
ital parameters for the likes of
attenuation, bit error rate, cross-
talk, impedance, differential im-
pedance, insertion, jitter and skew,
factors that all influence the signal
integrity of the received signal.

Redrivers
Redrivers, also known as repeater
ICs, can solve such signal in-
tegrity problems. These can be
added at both the receive and
transmit ends of the cable to boost
the signal back to an acceptable
level. These analogue amplifiers
condition high frequency and dif-
ferential signals and some also
apply line impedance matching,
programmable gain and other ana-
logue parameters to compensate
for line losses, impedance mis-
match and channel effects.
Using equalisation, pre-empha-
sis and other technologies, a sin-
gle redriver can adjust and correct
for known channel losses at the
transmitter and restore signal in-
tegrity at the receiver. This results
in an eye pattern at the receiver
with the margins required to de-
liver reliable communications
with low bit error rates. Redrivers
provide better performance than
protocol-based signal repeaters,



ble to the driver displaying the
time of day. It also wakes up sys-
tems such as the instrument clus-
ter, outside temperature display or
back-up camera.
It can be tempting to use low
cost tuning fork-based crystal os-
cillators, but these suffer from
temperature drift and a long start-
up time. In contrast, an AT cut
crystal can give a fivefold im-
provement in temperature preci-
sion. Tuning fork oscillators can
take as much as 1000ms to start
up. Compare this some devices
that can start up in as little as 2ms
with a typical time of 10ms. This
makes a big difference in what
the driver experiences when a
sequence of systems all have to
boot up.

Packet Switches
Many automotive processors do
not provide enough PCI Express
ports to handle all the infotain-
ment and telematics module func-

tions. A good example of how to
expand PCI Express ports is by
using a PCIe packet switch.
A packet switch can provide one
x1 or x2 upstream PCIe lanes – at
PCIe Gen 2 speeds, this is a
10Gbit/s link – and two x1 lane
downstream ports.
This gives the flexibility to ex-
pand or fan-out from a wide range
of IO bridges such as PCH, ICH,
IOH, embedded MCU, FPGA and
other application specific ICs, and
provide the needed number of
ports to handle end points such as
wifi, LTE, Ethernet and other
functions.
A PCI Express packet switch
can bridge one PCI Express port
consisting of lanes to multiple
ports. Based on the PCI Sig speci-
fication, the packet switch can
have the intelligence to read each
packet header address and pass it
to the proper downstream port.
This kind of intelligent switching
offloads the host CPU or SoC by

allowing routing decisions with-
out processor intervention.

Conclusion
Automotive infotainment systems
have numerous requirements to
meet the expectations of an in-
creasing discerning public. But to
achieve the quality that users have
come to expect in the harsh envi-
ronment of a typical automobile,
engineers face numerous chal-
lenges. However, products are
available such as redrivers, PCI
Express clock generators and
packet switches that can help en-
gineers solve these problems.

Bill Weir is
senior
director of
marketing
and business
development
for Pericom

INFOTAINMENT INFOTAINMENT

Vehicle ElectronicsPage 33, July 2016 Vehicle Electronics July 2016, Page 34

Using a packet switch in an automotive infotainment system

Devices that can help improve signal integrity in an automotive infotainment system

which act as an endpoint that must
terminate and then retransmit the
signal, thus introducing delay and
added system cost. In addition,
redrivers reduce deterministic jit-
ter by conditioning and passing
signals through at the physical
layer.
Integrated equalisation circuitry
can provide flexibility with signal
integrity of the signal before the
redriver. A low-level input signal
detection and output squelch func-
tion can be provided for each
channel, which can operate fully
independently.
Redrivers can be used at either
the source or the receiving end of
a USB 3.0 cable. They turn the
passive cable into an active cable,
effectively letting the cable be

both longer and thinner while still
retaining the signal integrity
needed for an in-vehicle infotain-
ment system.

Clocks
To drive high-speed signals in a
vehicle using the likes of PCI Ex-
press, Gigabit Ethernet or USB
3.0, highly accurate clock sources
are needed. To handle real-time
graphics and video, infotainment
systems have started using PCI
Express for high-bandwidth IO
connecting peripherals and on-
board storage. In some cases, rear
seat LCD subsystems may con-
nect via PCI Express due to its
high data rate. In other cases, it
may represent the only fast chan-
nel available.

All PCI Express devices need an
accurate 100MHz clock generator
to create 2.5 to 5.0GHz data rates.
Such a clock generator in a ve-
hicle should provide several
100MHz outputs to drive multiple
devices, partly to save board
space compared with having one
clock generator per device. Hav-
ing multiple outputs also elimi-
nates the need for clock buffers
and their inherent timing latency.
They also need to be automotive
grade and qualified to AEC Q100.
Multiple outputs mean they can
drive the processor and other PCI
Express devices since most
processors do not provide PCI
clocks.
In vehicles, the real-time clock
in the infotainment system is visi-



h igh- speed
Can, recorded

by an in-
v e h i c l e

laptop, or
the optional

ECM DashCan two-
channel display provides
users with at-a-glance vi-
sualisation of current
values.

Alternatively, the mod-
ule can be connected to
the ECM 5220 lambda
analyser for in-vehicle or
dynamometer applica-
tions, and up to 16 mod-
ules can be multiplexed
when monitoring individ-
ual cylinders.

For applications requir-
ing operation at non-stoi-
chiometric conditions, the
module’s optional pres-
sure compensation im-
proves accuracy. Pressure
compensation also lets
the module be used for
applications such as the
measurement of percent-
age oxygen in the inlet
manifold.
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Alliance Memory has ex-
panded its line of legacy
low-power cmos srams
with an 8M IC (512k x
16bit) in the 48-pin 12 by
20mm tsop-I package.
Recently discontinued by
another manufacturer, the
AS6C8016-55TIN oper-
ates from a single power

supply of 2.7 to 3.6V and
has an access time of
55ns.

Typical operating cur-
rent is 30mA and standby
current 1.5µA. The IC
suits low-power portable
electronics and automo-
tive, industrial, telecoms,
medical and networking

applications, particularly
for battery backup non-
volatile memory.

Operating temperature
is -40 to +85˚C. The
RoHS-compliant device
offers fully static opera-
tion and tri-state output,
and has a data retention
voltage of 1.2V mini-

Motorsport companies
are shifting to jackscrew
fixings to improve con-
nection security, accord-
ing to Harwin, which
makes the Datamate J-
Tek for high shock and
vibration environments.

The company’s 2mm
pitch connectors with
jackscrews are being pre-
ferred over latches or
other fixing mechanisms
to ensure secure connec-
tion. As well as guaran-
teeing connector retention
and signal integrity, the
jackscrew fixing is also
being used to connect
PCBs in innovative con-
figurations where space is
at a premium.

“As electronics be-
comes pervasive in harsh
environments where high
levels of shock and vibra-
tion are experienced, cus-
tomers are demanding
fixings that provide the
highest confidence lev-
els,” said Scott Flower,
Harwin’s global product
manager.

The company recom-
mends users torque the
jackscrews to 21±2Ncm.
This ensures devices meet
EIA specifications.

A module for in-vehicle
and dynamometer test-
ing of diesel and
petrol engines
where a wide
measurement
range and fast
r e s p o n s e
a r e
r e -
quired
is now
available
from Lab-
cell. The
ECM Lamb-
daCan air-fuel
ratio module can
be integrated within
a Can-based control
and monitoring system,
and the optional pressure
compensation results in
improvements to accu-
racy when the engine is
operating in non-stoichio-
metric or non-atmos-
pheric conditions.

For use by professional
engine designers, devel-
opers and tuners, and ca-
pable of operating with
Bosch or NTK-type next-
generation wideband sen-
sors, the module
measures from 0.40 to 25
lambda (and AFR from
6.0 to 364, and %O2 from
0 to 25) with an accuracy
of ±0.005 lambda at stoi-
chiometric and a response
time of less than 150ms.

One sensor and one
programmable module

can
be used for

any fuel, with the sensors
being factory calibrated
and the calibration data
stored in a chip in the sen-
sor’s connector. Recali-
bration can be performed
in ambient air, with the
revised data also stored in
the chip. This ease of re-
calibration helps over-
come the problem of
sensor aging that can be a
source of measurement
error.

Sealed to IP67 with an
operating temperature of
-55 to +125˚C, the mod-
ule can be installed in a
vehicle or a dynamometer
cell. Data for lambda,
AFR or O2 can be dis-
played or logged via a

Lambda module suits
diesel and petrol engines

Motorsport
jackscrew
benefits

mum. All inputs and out-
puts are TTL-compatible.

Legacy cmos sram range extended

At last month’s TU Auto-
motive in Detroit, Qual-
comm Technologies
announced a reference
platform aimed at accel-
erating the adoption of
advanced and complex
connectivity into the
next-generation of con-
nected cars.

The product is designed
to maintain pace with an
increasing set of automo-
tive use cases facilitated
by advances in 4G LTE,
wifi, Bluetooth and V2X
communications. The
platform can also help
solve problems such as
wireless coexistence, fu-
ture-proofing and support
for many in-car hardware
architectures.

The platform is built on
the company’s existing
automotive product and
technology portfolio, in-
cluding Snapdragon X12
and X5 LTE modems,
quad-constellation GNSS

and 2D and 3D dead
reckoning location sys-
tems, Vive wifi technol-
ogy, dedicated short
range communications
(DSRC) for V2X, Blue-
tooth, Bluetooth Low En-
ergy and broadcast
capabilities such as ana-
logue and digital tuner
support using software-
defined radio via Tune X
chips.

In addition, the plat-
form includes in-vehicle
networking technologies
such as Gigabit (OABR)
Ethernet with A2B auto-
motive audio bus and Can
interfaces.

Using a common
framework that scales
from a basic telematics
control unit up to a inte-
grated wireless gateway
connecting multiple
ECUs within the car sup-
ports critical functions
such as over-the-air soft-
ware upgrades and data

collection and analytics.
The vehicle’s connec-

tivity hardware and soft-
ware can be upgraded
through its life cycle, pro-
viding car makers with a
migration path from
DSRC to hybrid and cel-
lular V2X and from 4G
LTE to 5G.

It should help manage
concurrent operation of
multiple wireless tech-
nologies using the same
spectrum frequencies,
such as wifi, Bluetooth
and Bluetooth LE. And it
provides a secure frame-
work for the development
and execution of custom
applications.

Car makers and their
suppliers will be able to
explore, prototype and
commercialise connectiv-
ity designs using modules
and other products.

The platform is ex-
pected to be available by
the end of this year.

Reference platform
speeds car connectivity

With an operating voltage
from 5.5 to 20V, the
LV8907UW motor con-
troller from On Semicon-
ductor is for driving
three-phase brushless mo-
tors. It integrates gate
drivers for six n-channel
mosfets, and a dual-stage
charge pump for 100 per
cent duty-cycle operation.

The device requires no
programming, as key pa-
rameters and functions –
such as start-up and speed
setting – can be config-
ured via SPI interface and
stored in embedded non-
volatile OTP memory.

AEC-Q100 qualified,
its operational tempera-
ture reaches +175˚C.

It is for use in automo-
tive water pumps and
headlamp cooling units.

Motor controller
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High Q monolithic ce-
ramic capacitors aimed at
automotive V2X applica-
tions are available from
Murata in capacitances
from 0.1 to 47pF, a C0G
temperature characteristic
and a rated voltage of
50V DC.

The GCQ conforms to

the requirements of AEC-
Q200 and suits use in
V2X, adas and other au-
tomotive applications.

Meeting the needs of
the DSRC IEEE 802.11p
V2X communications
standard, for both vehi-
c le- to- inf ras t ruc ture
(V2I) and vehicle-to-

Capacitors target V2X
vehicle (V2V) applica-
tions, mainly in Europe
and North America using
the 5.9GHz band, the de-
vices can be used for DC
filtering and RF match-
ing. In particular, the self-
resonance frequency
characteristic of the 2.2pF
device suits DC filtering
according to the DSRC
IEEE 821.11p.

They come in a 0402
size (1.0 by 0.5mm) pack-
age and have an operating
temperature from -55 to
+125˚C. The high Q rat-
ing is achieved by the use
of copper internal elec-
trodes.

For developing algo-
rithms for driver assis-
tance systems and
automated driving, the
Vector VadasDeveloper
v2.0 lets adas engineers
have a complete system
from multi-sensor data
recording to quick visual-
isation of results. Algo-
rithm development with
implementation in simu-
lation and testing systems
can also be realised.

It combines signal-ori-
ented automotive measur-
ing technology with
object-orientated data fu-
sion development. Access
to network signals by

Tool for developing
multi-sensor applications

Can, Lin, Flexray and
Ethernet BroadR-Reach
can be done via bus inter-
faces.

Here, input data objects
for data fusion can be
configured graphically

from individual signals.
Real-time access of

ECU internal data is sup-
ported via the XCP proto-
col and can be enhanced
with the VX1000 meas-
urement and calibration

hardware. All input sig-
nals can be time-stamped
using the XCP 1.3 proto-
col and hardware syn-
chronisation.

A feature enables the
playback of previously
recorded data in MDF
format as well as videos
in AVI format. In this
way, adas developers can
use vehicle data recorded
in Canape or other meas-
uring tools for algorithm
development.

Typical sensors such as
cameras, radar and lidar
can be integrated and
linked graphically. All
sensor data as well as al-
gorithm results are pre-
sented with a clear
overview, not only from a
bird’s eye view but also
as an object overlay in the
reference video image.
Individually adapted vi-
sualisations may added
by the user by means of
WinForms or WPF.

For developing the sur-
rounding environment
model, the Create soft-
ware library is available
as a result of a partnership
with Baselabs. With its
pre-implemented data fu-
sion algorithms as well as
system and sensor mod-
els, this library makes it
easier to run the work
process up to functional
prototypes.

Simulink models that
already exist, say for driv-
ing functions, can be exe-
cuted directly via the
DLL/C# wrapper genera-
tor supplied.

A laser diode driver for
automotive heads-up dis-
plays has been introduced
by Intersil. The ISL78365
pulses four high intensity
lasers up to 750mA for
projecting full-HD colour
video onto the wind-
shield.

The quad-channel de-
vice is for driving lasers
in scanned-mems laser
projection systems being
deployed in next genera-
tion vehicles.

The fourth channel
supports various laser
diode configurations,
allowing system design-
ers to achieve the desired
brightness and sharp, rich
colours with high con-
trast.

It provides sub-1.5ns

rise and fall times for
faster switching speed,
resulting in high frame
rate, HD colour video.
The device also has 10bit
colour and 10bit scale
resolution to support var-
ious contrast levels for
each driver channel. And
its flexible synchronous
parallel video interface
supports pixel rates up to
150MHz or 1900 pixels
per line.

Dynamic power man-
agement optimises the
laser-diode power supply
and provides three power
saving modes to improve
efficiency and reduce
power dissipation to meet
thermal requirements.
The programmable multi-
pulse return-to-zero fea-

Driver pulses four lasers to
increase HUD resolution

ture reduces speckling,
and the device’s wettable
flank QFN package sim-
plifies integration into
compact laser projection
HUDs.

The device can be com-
bined with the ISL78206
2.5A synchronous buck
regulator, ISL78201 2.5A
synchronous buck-boost
regulator, ISL78233 3A

synchronous buck regula-
tor, ISL78302 dual
302mA LDO and
ISL29125 digital RGB
colour light sensor to pro-
vide a complete power
supply system for auto-
motive laser projection
HUDs.

It is available in a 6 by
6mm 40-lead WFQFN
package.

At the Automotive Test-
ing Expo in Stuttgart,
Horiba introduced the

OBS-One-PN, a portable
emission measurement
system. It enables mobile

Portable machine checks emissions
solid particle counting for
accurate measurements
under real driving condi-
tions.

The design combines
two cold dilutors, a cat-
alytic stripper for remov-
ing volatile particles and
a condensation particle
counter in one housing.

The modular unit can
be merged with the OBS-
One-Gas to measure the
specified exhaust gas
components in addition to

the total particle number,
along with the exhaust
gas flow rate. It also
records the GPS position
and atmospheric condi-
tions such as temperature,
air humidity and pressure.

The unit’s correlation to
particle counting systems
compliant with the pro-
posals from the Particle
Measurement Programme
provides application pos-
sibilities in research and
development.
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Providing an alternative
to thin-film arrays in ap-
plications requiring lower
performance, Vishay In-
tertechnology has intro-
duced what it claims is
the industry’s first thick-
film chip resistor arrays
to provide multiple resist-
ance values in one device.

Allowing designers to
lower pick-and-place
costs and save board
space in automotive ap-
plications, the AEC-
Q200-qualified devices
are available with two re-
sistors of different values
in the 0606 case size
(CRAS0606), or two
pairs of resistors with dif-
ferent values in the 0612
case size (CRAS0612 and
CRAE0612).

With resistance from

Thick-film devices provide
multiple resistance options

10Ω to 1MΩ, resistance
tolerance of ±1 and ±5%,
and TCR of ±100 and
±200ppm/K, the Draloric
resistor arrays can be
used as voltage dividers
and operational amplifier

feedback circuits, and for
DC-DC converter output
voltage sensing.

The convex terminal ar-
rays are available with
square corners (version S)
or scalloped corners (E).

RoHS-compliant and
halogen-free, they have a
50V operating voltage
and power dissipation of
0.063W per element at
+70˚C, and they operate
from -55 to +155˚C.

The embedded develop-
ment toolchain IAR Em-
bedded Workbench for
Arm has been integrated
with the S32 Design Stu-
dio IDE from NXP. This
enables the build chain of
Embedded Workbench to
be used to build code gen-
erated in the S32.

The IDE is an inte-
grated development envi-
ronment for NXP’s
automotive MCUs. In ad-
dition to functionality

such as pin configurator,
bootloader and motor
control toolbox, it pro-
vides Autosar microcon-
troller abstraction layer
support and Autosar OS
for the S32K product line
tailored for automotive
applications.

By letting S32 generate
a project connection with
Embedded Workbench,
the optimising IAR
C/C++ compiler and the
C-Spy debugger can be

used to develop the appli-
cation. Adding a project
connection will automat-
ically include the gener-
ated code to the
Embedded Workbench
project. If those files are
changed from S32, they
will be updated automati-
cally in Embedded Work-
bench.

Thanks to an integration
of the build chain into the
Eclipse-based S32, devel-
opers can also opt to con-

tinue development within
the S32 while using the
C/C++ compiler.

The complete C/C++
compiler and debugger
toolchain contains debug-
ging possibilities and
smart integrated profiling
tools and is available with
build chain certification
according to ISO 26262.
In addition, there are inte-
grated static and runtime
analysis tools for com-
plete code control.

Toolchain and IDE integration

Pre-driver protects in-vehicle inverters
An opto-isolated IGBT
gate pre-driver IC from
Toshiba has protection
functions for the in-vehi-
cle inverters of electric
and hybrid vehicles.

Inverter control is used
to drive the motors of
electric and hybrid vehi-
cles efficiently. As the
control and drive func-
tions have different oper-
ating voltages, they must
be isolated from each
other with a device such
as a photocoupler. The
TB9150FNG can address
this issue while providing
the necessary protection.

It integrates a photocou-
pler that secures high-
level isolation between
control (the primary side)
and drive (the secondary
side). It also incorporates
a precise IGBT tempera-
ture detection function, a
flyback transformer con-
troller and a short-circuit
detection function – cur-
rent sense and desat2

monitor – that contribute
to system downsizing.

Based on AEC-Q100
standards, it is supplied in
an SSOP48 package and
measures 10.4 by 12.5 by
2.0mm. Operating tem-

perature is -40 to +125˚C.
Electrical isolation and

high-withstand voltage
isolation of 2.5kV rms
(AC, one minute) are
achieved by the built-in
photocoupler for commu-
nications between the pri-
mary and secondary
sides. The isolation this
achieves secures a high
tolerance to exogenous
noise, such as that caused
by electro-magnetic sus-
ceptibility.

The IC has the constant
current source for a tem-
perature sense diode in-
corporated in the IGBT
and the A-D converter. It
measures voltage inside
the temperature sense
diode with sufficient ac-
curacy to allow tempera-
ture to be precisely
calculated. Performance
can be optimised by mon-
itoring the IGBT’s operat-

ing temperature, con-
tributing both to downsiz-
ing of the IGBT and
improved fuel consump-
tion by electric and hy-
brid vehicles.

A flyback transformer
control circuit in the pri-
mary side supplies power
to the secondary side
while maintaining isola-
tion. A soft-start function
secures smooth start-up
when turning on power to
the circuit, avoiding cur-
rent overload.

The power supply, out-
put, current and voltage
of the IGBT are all moni-
tored. Information on any
detected abnormality is
transferred to the main
controller via an SPI in-
terface. A dedicated cir-
cuit provides protection
against any abnormality
with the potential to de-
stroy the IC and IGBT.


