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A stolen Vauxhall has been quickly reunited with its owner thanks to
OnStar, the car maker’s personal connectivity and service assistant that
includes stolen vehicle assistance.

Having parked outside his workplace in central Glasgow, James Watson
was forced out of his vehicle by a thief, who stole his new Vauxhall Astra.
When reporting the incident to the police, Watson pointed out that the
vehicle was equipped with OnStar, meaning it had a GPS locator that
would help recover the vehicle.

Working directly with the OnStar team, the police found the car at a
petrol station 6.5km away and apprehended the offender. The stolen
vehicle assistance feature also let the operator remotely deactivate the
ignition when the thief turned off the engine, giving the police the
opportunity to recover the vehicle undamaged.

“It was a terrible experience, one I wouldn’t wish on anybody else,”
said Watson. “After the initial shock of what happened subsided, I
realised that we could locate the car – and probably the offender –
through OnStar. I’m really grateful that the technology was in place to
recover the vehicle so quickly, helping me to get back on the road
knowing the thief had been caught.”

Someone has stolen my car

Renault has formed a
joint venture with Oktal
to further the develop-
ment of autonomous ve-
hicles.

The car maker has taken
a 35 per cent stake in the
venture, which is called
Autonomous Vehicle
Simulation (AVS).

Oktal is a subsidiary
of Sogeclair, a French
aerospace and simulation
company based in
Toulouse.

The venture will allow
Renault and the Renault-
Nissan Alliance to con-
tinue delivering a menu
of technologies by fur-
thering autonomous vehi-
cle development testing
in a virtual environment.

“This acquisition sup-
ports Groupe Renault’s
strategy to deliver the ve-
hicle of the future – elec-
tric, connected and
autonomous,” said Gas-
par Gascon, executive
vice president of Groupe
Renault. “We are very

Renault and Oktal
form autonomous
vehicle joint venture

pleased to partner with
Oktal to form AVS and
thereby support French
innovation. This partner-
ship will help us speed up
building our offer of new
services and improve our
customer experience.”

The partnership will
also benefit the Renault-
Nissan Alliance, which
has committed to launch
more than ten vehicles
with autonomous capabil-
ities by 2020.

The alliance has already
engaged in the virtual
testing of autonomous ve-
hicles using Scaner simu-

lation software, originally
invented by Renault and
co-developed with Oktal.

“Along with Renault’s
investment, we will sig-
nificantly accelerate the
development of Scaner
Studio’s new features
dedicated to the au-
tonomous and connected
vehicle,” said Laurent
Salanqueda, chief execu-
tive officer of Oktal.

Building on more than
15 years of collaborative
development at Renault,
the formation of AVS
aims to enhance product
development using driv-
ing simulators.

The automotive assets
of Sogeclair’s Oktal sub-
sidiary will be transferred
to the newly formed com-
pany.

Vehicle development using Oktal simulation

TomTom has joined
forces with Chinese inter-
net giant Baidu to de-
velop high definition
maps for autonomous
driving. Their collabora-
tion on the development
of a global HD map serv-
ice combines their expert-
ise in HD map-making
and artificial intelligence.

Baidu plans to leverage
TomTom’s real-time map
platform to improve HD
map-related technologies
used in China.

“With Baidu moving to
TomTom’s map making
platform for high defini-
tion maps, we’re creating
a globally unified HD
map service for OEMs
and technology compa-
nies who are working on
the future of driving,”
said Harold Goddijn,
CEO of TomTom.

TomTom’s HD map and
Road DNA are two digi-
tal map products helping
automated vehicles pre-
cisely locate themselves
on the road and plan ma-
noeuvres, even when
travelling at high speeds.
HD Map already covers
the USA and Western
Europe, with over
360,000km of highways
and interstates mapped.

In April, Baidu an-
nounced its open source
autonomous driving plat-
form, Apollo. The project
aims to build a collabora-
tive ecosystem for com-
panies to work together

TomTom and Baidu collaborate on HD maps
and promote the develop-
ment and popularisation
of autonomous driving.

“Autonomous driving is
a paradigm shift for the
automotive industry, and

engineering and testing
the systems to make it a
reality is much less effort
when those systems are
globally identical,” said
Qi Lu, COO of Baidu.

• TomTom is teaming up
with Cisco to develop
ultra-fast lane level traffic
technology, supporting
autonomous driving and
smarter mobility.
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Volvo and Autoliv are
teaming up with Nvidia to
develop systems and soft-
ware for self-driving cars.

The three companies
will work with Zenuity, a
recently formed automo-
tive software develop-
ment joint venture
equally owned by Volvo
and Autoliv, to develop
next-generation AI-based
self-driving car technolo-
gies.

Production vehicles
built on the Nvidia Drive
PX car computing plat-
form are planned for sale
by 2021.

“Artificial intelligence
is the essential tool for

solving the incredibly de-
manding challenge of au-
tonomous driving,” said
Jensen Huang, founder
and CEO of Nvidia, at
last month’s Automobil
Elektronik Kongress in
Ludwigsburg. “We are
building on our earlier
collaboration with Volvo
to create production vehi-
cles that will make driv-
ing safer, lead to greener
cities and reduce conges-
tion on our roads.”

Volvo Cars, Autoliv and
Zenuity will use Nvidia‘s
AI car computing plat-
form as the foundation for
advanced software devel-
opment.

Volvo, Autoliv and Nvidia put
artificial intelligence into cars

Volvo cars could soon be driven by AI

Hakan Samuelsson,
president and chief exec-
utive of Volvo Cars, said:
“Our cooperation with
Nvidia places Volvo Cars,
Autoliv and Zenuity at
the forefront of the fast-
moving market to de-
velop next-generation
autonomous driving ca-
pabilities and will speed
up the development of
Volvo’s own commer-
cially available au-
tonomous drive cars.”

Volvo, Autoliv, Zenuity
and Nvidia will work to-
gether to create systems
that can use deep learn-
ing, a form of artificial in-
telligence, to recognise
objects in their environ-
ment, anticipate potential
threats and navigate
safely.

“With Nvidia, we now
have full access to the
leading AI computing
platform for autonomous
driving,” said Jan Carl-

son, chief executive of
Autoliv. “Autoliv, Volvo
Cars and Nvidia share the
same vision for safe, au-
tonomous driving. This
cooperation will further
advance our leading adas
and autonomous driving
offerings to the market.”

The Drive PX enables
full 360˚ real-time situa-
tional awareness and uses
a known high-definition
map to plan a safe route
and drive precisely along
it, adjusting to changing
circumstances. The sys-
tem also performs other
critical functions, such as
stitching camera inputs to
create a complete sur-
round-view of the car’s
environment.

Zenuity will provide
Volvo with self-driving
software. Autoliv will
also sell this software to
third-party OEMs using
its sales, marketing and
distribution network.

Panasonic has completed
its previously announced
acquisition of additional
shares in Ficosa, a Span-
ish tier-one supplier of
automotive parts.

Founded in 1949, Fi-
cosa has 10,280 employ-
ees in 17 countries with
consolidated sales of
€1.1bn in 2015. A rear-
view system using inte-
rior and side mirrors is
Ficosa’s main business.

Panasonic has acquired
an additional 20% of Fi-
cosa’s issued shares.

Combined with the shares
Panasonic already holds,
Panasonic now owns
69% of the company,
making it a consolidated
subsidiary. The Pujol
Family will maintain a
31% stake in the com-
pany and Ficosa will con-
tinue to be managed by
Javier Pujol as CEO.

Panasonic and Ficosa
plan to combine their
technologies to develop
products such as elec-
tronic mirrors, cockpit
systems and adas.

Panasonic completes
purchase of Ficosa

The Linux Foundation
has released the Xen Proj-
ect Hypervisor 4.9 focus-
ing on features for
embedded, automotive
and native-cloud-comp-
uting use cases, boot con-
figurations for more
portability across hard-
ware platforms, added
x86 instructions to hasten
machine learning, and
improvements to existing
functionality related to
the Arm architecture and
device model operation
hypercall.

The Xen Project is see-
ing growth in embedded
and automotive environ-

ments as more companies
look to expand virtualisa-
tion to embedded devices
while continuing to reap
the benefits of the hyper-
visor.

These include cost sav-
ings due to consolidation,
abstraction of the hard-
ware to let applications be
decoupled from hardware
specifics, and the benefit
of hardware-based isola-
tion to protect against
software defects and con-
tain failures.

More contributions are
beginning to lay the foun-
dation for hypervisor fea-
tures and benefits in

cloud-native platforms.
“Contributions with the

Xen Project have greatly
expanded over the last
few years, and we are
seeing more companies
participating in the proj-
ect with an eye towards
automotive, embedded,
security and native-cloud
computing,” said Lars
Kurth, chair of the Xen
Project advisory board.
“We are very excited to
see this engagement from
a community standpoint
as these additional con-
tributors help the Xen
Project progress in em-
bedded, automotive and

security, but also con-
versely help our more tra-
ditional stronghold
environments like in
server virtualisation, in-
frastructure as a service,
and desktop virtualisa-
tion.”

Contributions for this
release of the Xen Project
hypervisor came from
Amazon, AMD, Aporeto,
Arm, BitDefender, Citrix,
EPam, Fujitsu, Huawei
Technologies, Intel,
Invisible Things Lab,
Nokia, Oracle, Star Lab,
Suse, Xilinx, Zentific,
and a number of universi-
ties and individuals.

Linux Xen Project focuses on automotive
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DC Electronics is trans-
ferring its expertise in
electric power assisted
steering (epas) gained in
general automotive and
motorsport to the au-
tonomous vehicle market.

“Having supplied elec-
tric power steering sys-
tems into the motorsport
and automotive markets
for over ten years, devel-
oping autonomous capa-

bility was the logical next
step for us,” said David
Cunliffe, managing direc-
tor of DC Electronics.
“The feedback we have
received from customers
that are using the system
has been excellent. As we
are the manufacturer of
the systems and not just a
reseller, we can provide
complete custom au-
tonomous epas, whatever

the requirement.”
The software is suitable

for fully or partially au-
tonomous vehicles and
lets the direction and rate
of steering be requested
via the Can bus. It is for
use with the company’s
epas ECU (EPAS18),
along with either the
motor sport column
(EPAS01) or compatible
OEM columns.

DC Electronics moves
epas to autonomous

DC marvels at epas expertise extension

Two ICT experts from the
University of Luxem-
bourg have teamed up
with Honda to address se-
curity vulnerabilities in
wireless car keys.

Thomas Engel and Flo-
rian Adamsky signed a
€30,000 grant agreement
with the automotive giant
to collaborate on secure
key systems.

Much like contactless
payments, key technol-
ogy lets individuals un-
lock their cars by getting
close. Walking away from
a vehicle locks it. The
only security is thus the
limited range of key sys-
tems that is about 10m.

Car thieves can buy off-
the-shelf products from
the black market to am-
plify the key signal. This
lets them unlock and start
the car and drive away
while its owner is just a

Honda funds Luxembourg
research to secure car keys

few meters away. It is
such a clean theft that no
traces are effectively left
behind, making a claim
with insurance difficult.

Unknown to most car
owners, passive key entry
systems carry this kind of
vulnerability that causes

headaches to insurance
companies and authori-
ties. The so-called relay
attacks have been around
since 2011, but the prob-
lem has been growing.

To prevent such attacks,
Engel and his team are
analysing the time the

signal needs to travel
from the key to the car,
and assess if it occurs
within a certain distance,
known as the distance
bounding protocol. When
the signal exceeds a spe-
cific time, the system
recognises the tampering
attempt and automatically
locks the car.

“A big challenge will be
the amount of interfer-
ence on the 2.4GHz band
because nearly all wire-
less devices use this fre-
quency,” said Adamsky.
“Since the distance
bounding protocol is very
time critical, it will also
prove difficult to imple-
ment that protocol on a
normal smart device.”

The grant will cover re-
search activities for one
year, after which both
parties can agree to ex-
tend their partnership.

Device to analyse the wireless communications
between key and car
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An EU research pro-
gramme has created a
lead-free ceramic dielec-
tric suitable for high-tem-
perature automotive
applications.

The Knowles Capaci-
tors R&D unit in Nor-
wich, England, the UK’s
National Physical Labo-
ratory and Euro Support
Advanced Materials of
the Netherlands com-
pleted the project under
the European Union’s
Seventh Framework pro-
gramme. The goal was to
develop a lead-free ce-

ramic dielectric, with
high energy density and
reduced losses, for high
temperature applications.

Hybrid and electric ve-
hicles rely on high effi-
ciency power conversion
and management, with
automotive power elec-
tronics representing an
emerging £40bn global
market. In today’s vehi-
cles, power electronics in
energy storage and con-
version systems require
complex cooling systems,
as existing capacitors
cannot tolerate very high

temperatures.
This adds weight to the

vehicle and shortens en-
ergy storage and conver-
sion systems lifetime,
which, to the user, trans-
lates into low mileage
range and increased
maintenance costs.

The major limiting fac-
tors for the use of ceramic
capacitors in power elec-
tronics are size and tem-
perature stability.

Ferroelectric ceramics
very often exhibit high
energy density but fail to
provide stable and effi-

cient performance at high
temperatures.

The research, therefore,
concentrated on finding a
BiFeO3-SrTiO3 ceramic
composition that would
yield a lead-free multi-
layer capacitor design
that would exhibit low
dielectric loss and high
thermal stability while
maintaining high energy
density and fast discharge
rates up to +200˚C.

Work has started at
Knowles Capacitors to
convert these findings
into product offerings.

EU project creates lead-free ceramic
dielectric for high-temperature use

From 2019, Volkswagen
will start fitting its mod-
els with public wireless
lan (pwlan) as standard
for exchanging informa-
tion relevant to traffic be-
tween cars made by
different manufacturers.

This will involve infor-
mation being exchanged
both between vehicles
and between vehicles and
the transport infrastruc-
ture. This will, for exam-
ple, let information about
the current traffic situa-
tion and accidents be
shared within a radius of
about 0.5km.

The technology used is
based on the IEEE
802.11p pwlan standard,
which the automotive in-
dustry has standardised
and tested for direct, non-
proprietary inter-vehicle
communications as well
as between vehicles and
transport infrastructure,
and in international mar-
kets.

Using this technology,
it is possible to share in-
formation about the cur-
rent traffic situation,
warnings or even sensor
data with the local envi-
ronment within a few mil-
liseconds. This extends
the vehicle’s coverage by
several hundred metres.

No data are stored cen-
trally, meaning there are

VW plans pwlan in
vehicles by 2019

no on-going communica-
tions costs and it does not
rely on mobile phone net-
work coverage.

“We want to increase
road safety with the aid of
networked vehicles, and
the most efficient way of
achieving this is through
the rapid roll-out of a
common technology,”
said Johannes Neft, head
of vehicle body develop-
ment for Volkswagen.
“What matters most is

that the technology is
used consistently, and by
as many manufacturers
and partners as possible.”

When it is launched in
2019, the system will be
based on warnings and in-
formation on local traffic
risks that arise at short
notice. Examples include
a car making an emer-
gency stop or the on-
board sensors detecting
black ice.

Volkswagen is cooper-

ating with authorities,
ministries of transport
and other automobile and
transport industry part-
ners, working on projects
to accelerate the spread of
the technology. Joint ef-
forts are also being under-
taken with partners to
find ways of meeting data
protection requirements.

Once police forces and
emergency services are
equipped with the tech-
nology, it will be possible
for drivers to receive in-
formation on how far
away approaching emer-
gency vehicles are and
the direction in which
they are travelling.

Transport infrastructure
operators in Germany,
Netherlands and Austria
have announced plans to
equip trailers used to
block off roadworks with
pwlan to reduce the risks
of rear-end collisions.

The car maker is work-
ing on enabling other
transport infrastructure
components such as traf-
fic lights to be integrated
in the future.

VW plans pwlan technology by 2019

Hella and ZF are cooper-
ating on sensor technol-
ogy, particularly for front
cameras, imaging and
radar.

ZF will strengthen its
portfolio as a supplier,
which provides both
modern assistance sys-
tems and autonomous
driving functions, and

Hella will drive techno-
logical development and
benefit from a broader
market access with its
technologies.

“Our knowledge aligns
perfectly with ZF’s ex-
pertise,” said Rolf Brei-
denbach, CEO at Hella.
“By combining our
strengths, we clearly aim

to provide market leading
and high performing
assistance systems and
autonomous driving func-
tions.”

The first joint develop-
ment project in camera
technology will start im-
mediately, with the target
of a market launch in
2020.

Hella and ZF enter sensor partnership
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X-Fab Silicon Foundries
and Exagan, a start-up in-
novator of GaN semicon-
ductor technology, have
demonstrated mass-pro-
duction capability to
manufacture high-voltage
power devices on 200mm
GaN-on-silicon wafers
using a standard cmos
production facility in
Germany.

This accomplishment is
the result of a joint devel-
opment agreement
launched in 2015.

The companies success-
fully resolved many of
the problems related to
material stress, defects
and process integration
while using standard fab-
rication equipment and
process recipes. By en-
abling greater power inte-
gration than silicon ICs,
GaN can improve the ef-
ficiency and reduce the
cost of electrical convert-
ers, accelerating their
adoption in applications
such as electrical vehicle
charging stations, servers,
automobiles and indus-
trial systems.

The GaN-on-silicon de-
vices have been built
using substrates fabri-
cated at Exagan’s 200mm
epi-manufacturing facil-
ity in France. These epi
wafers meet the physical
and electrical specifica-
tions to produce 650V G-

Exagan and X-Fab produce
GaN-on-Si on 200mm wafers

Fet devices as well as the
tight requirements for
compatibility with cmos
manufacturing lines.

“We have high confi-
dence in Exagan’s leader-
ship team and product
performance roadmap,”
said Rudi De Winter,
CEO of X-Fab. “Through
this productive partner-
ship, X-Fab is leveraging
its resources and expert-
ise to bring Exagan’s

technology into manufac-
turing and provide the
power conversion market
with a reliable supply
chain.”

The industry’s previous
work with GaN had been
limited to 100 and
150mm wafers due to the
difficulties of layering
GaN films on silicon sub-
strates. Exagan’s G-Stack
technology enables GaN-
on-silicon devices to be
manufactured more cost
effectively on 200mm
substrates by depositing a
stack of GaN and strain-
management layers that
relieves the stress be-
tween GaN and silicon
layers. The resulting de-
vices have been shown to
exhibit high breakdown
voltage, low vertical leak-
age and high-temperature
operation.

“This is a major mile-
stone in our company’s
development as we accel-
erate product develop-
ment and qualification,”
said Frédéric Dupont,
president and CEO of Ex-
agan. “It demonstrates the
combined strengths of our
epi material, X-Fab’s
wafer fab process and our
device design capabili-
ties. It also confirms the
success of our vertically
integrated fab-light
model, with expertise
from materials to devices
and applications. It’s per-
fect timing to establish
GaN technology and
products on the most
competitive 200mm plat-
form just as GaN power
products are getting broad
traction in IT server, con-
sumer electronics and au-
tomotive markets.”

Rudi De Winter: “We
have high confidence.”

Mentor has expanded its
functional safety assur-
ance programme by qual-
ifying the ISO 26262
compliance of documents
for its Oasys-RTL physi-
cal RTL synthesis, Nitro-
SoC place-and-route, and
Formal Pro logic equiva-
lency checker.

These are the latest ad-
ditions to the Mentor Safe
programme, an ISO
26262 qualification initia-
tive. Mentor Safe lets
users integrate Mentor
tools and software in their
safety-critical design and
verification flows at lev-
els from Asil A to D.

Tool qualification docu-
mentation provides the
information necessary to
evaluate use cases and
confidence levels, speed-
ing qualification cycles
for automotive OEMs
and semiconductor sup-
pliers. The reports show
that the software tools are
suitable to be used for any
tool confidence level ac-
tivity or task required by
ISO 26262.

“Achieving ISO 26262
qualification for our RTL-
to-GDS implementation
is imperative for our auto-
motive customers to
seamlessly design their

products,” said Shankar
Krishnamoorthy, general
manager at Mentor, now
part of Siemens. “The
ISO 26262 qualification
of documentation for
these products enables
our customers to stream-
line critical IC design
tasks while meeting the
automotive industry’s
stringent functional safety
requirements.”

Oasys-RTL provides
high capacity, fast RTL
physical synthesis and
RTL level floor-planning,
while Formal Pro delivers
capacity and runtimes
with its distributed archi-

tecture for logic equiva-
lency checks of designs.
Nitro-SoC enables netlist-
to-GDS digital imple-
mentation of designs.

Mentor has also an-
nounced three tools –
Catapult Coverage, Cata-
pult Design Checks and
SLEC HLS, and enhance-
ments to Catapult HLS.

These bring register-
transfer level quality ver-
ification and method-
ologies to the C-language
level, enabling chip archi-
tects and designers to de-
sign and verify in C++/
System C more quickly
with added confidence.

Mentor expands functional safety assurance

Software company Arc-
core has expanded its
presence in Asia by open-
ing a technical centre in
Shanghai.

The firm has been en-
gaged with customers in
the Far East since 2010,
and provides products
and embedded experts in
the fields of autonomous
driving, infotainment,
connectivity and electri-
cal powertrains to several

OEMs and suppliers in
China.

For two years, Arc-
core’s engineering team
from the office in Banga-
lore, India, has supported
customers in the Chinese
market. Now, with the
technical centre in Shang-
hai, it can provide its
complete product and
service portfolio locally.

“We see a strong de-
mand in China to develop

next-generation embed-
ded automotive systems,”
said Michael Svenstam,
CEO of Arccore. “Our
technology enables
OEMs and suppliers of
automotive systems in
China to kick-start their
development of applica-
tions for connected vehi-
cles and autonomous
driving.”

The Shanghai office is
headed by Marc Tempus.

Arccore opens Shanghai technical centre
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Steve Rogerson reports from
last month’s Automechanika
in Birmingham, UK

PRIZE OF THE MACHINES

The stop-start feature is
pushing battery technol-
ogy to the limits, and it is
worse in hot climates
where air conditioning is
putting extra strains on
the power supply, ex-
plainedAndy Crook from
Gotboost.
“All the electronics in
the car require electrical
energy,” he said. “There
is quite a large energy
drain when the car is
stopped at traffic lights.
In city traffic, this can
happen frequently so you
need a battery that can
handle the enhanced
cycling rate.”
Start-stop technology,
he said, was here to stay
but it would improve.
“Some of this is in its
infancy,” he said. “You
can’t do it in somewhere
like Las Vegas because
the air conditioning is
drawing too much en-
ergy.”
He recommended using
an enhanced flooded bat-
tery. He said at 12V a nor-
mal lead-acid battery
would struggle to start the
car but these will go
down to 11V or even
10.5V yet are not radi-
cally different.
And they can handle
85,000 engine starts com-
pared with 30,000 for a
normal battery.

Stop-start headaches
for battery makers

However, he said en-
gine management sys-
tems were still important
for helping features such
as regenerative braking
top up the battery and for
reducing emissions.
“And ECUs around the
vehicle continuously
monitor the health and
state of charge of the bat-
tery,” he said. “Batteries
still degrade over time.
The ECUs calculate the
charge and discharge
curves and match the en-
ergy management system

to suit. They can do
things like reduce the
heated seat from full to 75
per cent, and most people
won’t notice.”
Another trend, he said,
was putting the battery in
the boot rather than the
engine compartment as
they worked better when
there was not a large vari-
ation in temperature.
And he warned people
about trying to jump start
a modern vehicle as that
could damage the elec-
tronics.

Andy Crook: “Some of this is in its infancy.”
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The driverless pod trials
in Milton Keynes, UK,
will probably appeal to
lazy people, according to
Richard Fairchild, direc-
tor of autonomous mobil-
ity programmes at the
RDM Group, which is
part of the consortium de-
veloping the vehicle.
“If you are lazy and
can’t be bothered to walk
the half mile from the sta-
tion to the shopping cen-

tre, then we have the so-
lution for you,” he said.
“On the other side, we are
about ensuring mobility
for those who are less
mobile in the first place.”
He started by explain-
ing why the consortium
was calling them self-dri-
ving pods rather than au-
tonomous vehicles.
“Autonomous sounds a
bit robotic and driverless
feels soulless, which is

why I prefer self-driving
as it has a feeling of self
and a driver that works on
a trust level,” he said. “A
car is something on the
M1. A shuttle goes back-
wards and forwards. That
is why I prefer pod, that is
a small enclosure, a small
and cosy place.”
He said the pods would
not compete with tradi-
tional taxi companies.
“We will do first and

last mile, something taxis
drivers do not often want
if they have been queuing
a long time,” he said.
“They are also different
to buses or light rail and
underground as they can
be fully flexible. They
can do door to door.”
The initial Milton
Keynes deployment area
will be 3 by 1.5km in-
cluding the railway sta-
tion and is an area that is

Who will be the first person to throw up in an autonomous vehicle?

RDM self-driving pod

Richard Fairchild: “We will have to learn from
experience.”

Paul Jennings: “I want to put safety centre
stage.”

pedestrian only. Later, it
may be extended beyond
that but that will involve
a whole new level of de-
velopment as they will be
mixing with real cars.
Real world testing of
the pods is starting now
with plans for a full fleet
deployment in Milton
Keynes by May 2018.
The pods are classed
level five autonomous
driving, so no pedals or
steering wheel, just a stop
and go button and a door-
open button. Each weighs
about 600kg and has a
maximum speed of
24km/hr. There will be 35
deployed from September

2017 to May 2018.
“It will take a while for
people to get used to
these,” said Fairchild.
“We also have to deal
with things like the first
person to throw up in an
autonomous vehicle. We
will have to learn from
experience.”
Also involved in the
project is the Warwick
Manufacturing Group
(WMG) at the University
of Warwick.
“For driverless cars, I
want to put safety centre
stage,” said Paul Jen-
nings, who is WMG’s
lead for connected and
autonomous vehicles.

“About 90 per cent of ac-
cidents are caused by
human error, so if we can
get this right we can make
roads much safer.”
He also said that in the
UK the average driver
spent 235 hours behind
the wheel each year.
“There is an opportu-
nity to make better use of
our time,” he said. “Adri-
verless future is also an
opportunity to give inde-
pendent mobility to those
with a disability or visual
impairment.”
But he said the priority
was to ensure these vehi-
cles were safe in a robust
real-world environment.

“We have to ensure that
if we take the driver away
the vehicle will behave
safely,” he said.
Part of this was the sim-
ulation environment at
the University of War-
wick that has been built in
a Faraday cage so it can
control the connected en-
vironment for problems
such as loss of signal or
cyber attacks.
“We want to learn early
in the product develop-
ment because when we
go into the outside world
it is more about valida-
tion,” he said. “We want
to reduce the dependency
on physical tests.”
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How to keep the driver occupied
The driver experience
will become more impor-
tant than the driving ex-
perience as we move
towards autonomous ve-
hicles, believes Andrew
Nugent Smith from law
firm Gowling WLG.
This, he said, would
lead to a significant
change in research and
development as the con-
centration would switch
to ways of keeping the
driver occupied when he
or she is not driving the
car. But he said liability
would become a big
issue.

“Whose fault will it be
when the car crashes?” he
said. “There will be the
odd accident. It won’t be
the driver at fault as he
might be reading a book.
Will it be the OEM? Will
it be a supplier? It could
depend on whether it was
caused by, say, faulty
brakes or a faulty com-
puter.”
He said we could get to
the stage where the insur-
ance was an integral part
of the vehicle. Also, he
said the point would
come where car owner-
ship decreased even

though the distance being
driven increased; some
are saying the distance
will double by 2030.
“The most significant
impact won’t be the cars
themselves but how we
own and drive them,” he
said.
But he said some peo-
ple would still want to
drive.
“There will always be a
place in the market for
stylish sports cars that can
be driven at speed,” he
said. “James Bond will
never drive a pod rather
than an Aston Martin.”

Andrew Nugent Smith:
“James Bond will
never drive a pod.”

Driver assistance systems
are shortening the life
cycle of vehicles because
they are making the cost
of repair uneconomical
compared with scrapping
the whole vehicle, said
Neil Hilton from Hella
Gutmann.
But he said the garage
industry could help by
buying some of the latest
equipment for regulating
and testing adas equip-
ment.
A good example, he
said, was the forward fac-
ing camera. This needs
recalibrating after a wide
variety of repairs to a ve-
hicle, not just replacing
the windscreen.
“You also need to do it

Adas shortens vehicle life cycle

after a wheel alignment,
for example, because that
changes the geometry of
the car,” he said. “Also

after mechanical repairs
such as changing the rear
springs because that can
change the angle of the
camera.”
He said that whereas if
it need recalibrating then
there could be a warning
light or message, some
times the first a driver
would know about it was
when it functioned incor-
rectly or the adas was de-
activated.
“Even minor workshop
repairs can misalign the
adas and that could lead
to accidents,” he said.
“And the liability could
be on the repair shop.”
And this type of prob-
lem he said was going to
increase as adas became

more mainstream, espe-
cially as vehicles could
only get the top Euro
NCap ratings by having
some adas features.
Thankfully, he said,
most front cameras can be
set using static rather than
dynamic calibration,
which involved taking the
car out on the road. How-
ever, static calibration
does involve buying more
expensive equipment to
start with but does allow
a camera to be recali-
brated in 15 minutes or
less.
“With dynamic calibra-
tion, you might not even
be able to do it because of
road conditions or traffic
or the weather,” he said.

Neil Hilton: “The
liability could be on
the repair shop.”
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In the automotive industry, cost
is a dominant factor in vehicle
system design, which makes it

challenging to introduce the ad-
vanced technologies such as lidar,
computer vision and machine
learning that self-driving cars de-
mand, at a price the market will
accept.

These highly complex systems
require a shift from microcon-
trollers to more expensive multi-

IN CONTROLIN CONTROL
Chris Barlow
describes a
practical platform
for safe and secure
self-driving cars

core microprocessors and graphics
processors, so it is desirable to re-
duce costs by hosting what would
traditionally be physically distrib-
uted systems on fewer, consoli-
dated devices called vehicle
domain controllers.

A key requirement for these do-
main controllers is to maintain the
safety characteristics of traditional
physically distributed systems
while enhancing security. All

functionality cannot be simply
combined into one monolithic
software environment, though.
Doing so would expose all soft-
ware to any wireless attack sur-
faces in the design, as well as
impacting the timing behaviour of
the safety critical components. A
more sensible answer is to use a
hypervisor to host multiple virtual
machines on one processor. This
provides the desired cost and

weight savings, as well as the
ability to apply strict controls to
the communications between sub-
systems.

Ideally, the hypervisor will
allow software components writ-
ten for microcontrollers to be eas-
ily ported to their own virtual
machines, and run alongside more
complex operating systems. The
hypervisor should be lightweight,
such that it does not interfere with

safety-critical timing behaviour,
while providing freedom from in-
terference between guests.

Security and safety
Although automotive security and
functional safety go hand-in-hand
they often require different design
approaches. ISO 26262 is a design
methodology where functional
safety hazards are analysed and
scored according to quantifiable
factors; severity, controllability
and exposure. All expected fail-
ures can be mitigated against, and
it can be proven that the chosen
strategies address a specific haz-
ard.

In cyber security, the challenge
is slightly different. The risks
today are known, however new
vulnerabilities are discovered all
the time so machines exposed to
wireless networks must be consid-
ered untrusted. In connected au-
tonomous cars, wireless signals
from other cars need to be accom-
modated and even street furniture
in the case of vehicle to infra-
structure communications.

A malicious wireless signal
might be valid (traffic lights ahead
are green), but might be haz-
ardous in a certain context (lights
are actually red). To protect such a
system, the safety-critical soft-
ware needs to be isolated from un-
trusted environments, and tight
control is needed of all communi-
cations such that functional safety
cases can be designed around the
detection of valid but unautho-
rised signals.

Locking down
Traditional automotive systems
comprise separate boxes that com-
municate using serial communica-
tions, typically on the Can bus. To
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keep costs and weight down, Can
was designed to use a bus topol-
ogy where all broadcast messages
are visible to every node on a net-
work. It is then up to the nodes to
decide if they need a given mes-
sage.

This has a fundamental vulnera-
bility that was demonstrated by
Charlie Miller and Chris Valasek’s
remote Jeep hack in 2015.

Anyone can read or transmit
messages on a Can bus and, criti-
cally, it is very difficult for the re-
ceiving nodes to know where the
messages came from. A topology
where each node has a private
point-to-point connection with
those it needs to talk to would be
more secure, however the increase
in weight and complexity of the
wiring harness would be prohibi-
tive to production.

With a hypervisor, any topology
can be implemented between vir-
tualised nodes with little impact

on the car’s BoM. Private chan-
nels can be set up through shared
memory regions and read-write,
read-only or write-only permis-
sions can be enforced. Communi-
cation speeds are no longer
limited by the electrical properties
of a wiring harness, but can be as
fast as a memory access. Addi-
tionally, authentication and intru-
sion detection methodologies can
be implemented to ensure signals
are coming from their intended
sources.

Software portability
The automotive industry does not
like to reinvent the wheel every
time a new car is built. Software
written for one car must be
portable to new vehicles so that
code does not have to be re-writ-
ten. The Autosar standard was de-
veloped to address this, allowing
software modules to be written by
different OEMs and tier-one sup-

pliers against a common standard
that makes it possible to map
functions and functional networks
to different control nodes in the
system, almost independently
from the associated hardware.

The latest addition to the
Autosar ecosystem is the Autosar
AP adaptive platform. While the
application set of the CP classic
platform standard is statically de-
fined when the code is compiled,
AP implements a Posix environ-
ment designed to allow new appli-
cations to be added to a vehicle on
the fly. Autosar AP is also written
to accommodate the concept of
virtual machines: “The AP regards
a hardware it runs on as a
machine. The rationale behind is
that the hardware may be virtu-
alised using various hypervisor
related technologies, and to
achieve consistent platform view
regardless of such.”

However, Autosar AP isn’t de-

Fig. 1: The next generation of autonomous vehicles will require
powerful vehicle domain controllers

Fig. 2: A typical unsecured vehicle architecture – wireless connections expose
attack vectors and could publish any message on the Can bus

Fig. 3: Locked-down networking for safe and
secure vehicle communications

signed as a replacement to CP, so
it is important that a domain con-
troller is capable of hosting both
adaptive and classic platforms.
This will allow code already writ-
ten for CP microcontrollers to run
with no modifications and few
changes to timing behaviour.

Hypervisor choice
There are several embedded hy-
pervisors on the market that all
claim to do similar things. Many,
however, have been developed by
stripping down an existing operat-
ing system. Device drivers are
kept in this trusted codebase and
assigned to guests by a hypervisor
service. The additional processing
overheads associated with running
a real-time operating system on
top of another OS could poten-
tially increase the variation in sys-
tem response time, known as
jitter. This would pose challenges
when trying to run safety- or tim-

ing-critical Autosar software.
The domain controller paradigm

closely maps to the separation
kernel described by John Rushby
in 1981. A separation kernel
“recreates, within a single shared
machine, an environment which
supports the various components
of a system, and provides the
communications channels be-
tween them, in such a way that in-
dividual components of a system
cannot distinguish this shared en-
vironment from a physically dis-
tributed one”.

A separation kernel hypervisor
is therefore very well suited for
deployment in these domain con-
trollers.

Conclusion
This article has described a poten-
tial solution to a very real problem
in the automotive industry – ad-
dressing security as the market de-
mands increased autonomy and

connectivity in vehicles, while
maintaining price-points that
make the technologies viable.
Using a separation kernel hypervi-
sor within a vehicle domain con-
troller provides a lightweight
platform to host virtual machines
including Autosar classic plat-
forms as well as state-of-the-art
adaptive platforms. Support for
classic platforms will allow soft-
ware written for legacy microcon-
trollers to be ported to the domain
controller, however it is extremely
important that the hypervisor is
chosen carefully so timing behav-
iour of safety-critical virtual ma-
chines is still
predictable.

Chris Barlow is
principal systems
engineer at
Lynx Software
Technologies
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Platoon network
Mark Patrick looks at what platooning
means for autonomous lorries
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The latest radar and wireless
technology is driving a rev-
olution in trucking. Tech-

nologies that have been developed
for automotive adaptive cruise
control are now being used to link
lorries together, so that one driver
can control four or five vehicles
simply and safely.

These platoons of lorries are
being tested around the world to
make the transport of goods more
cost- and energy-efficient.

Platooning relies on several
technologies coming together. A
radar sensor detects the distance
to the lorry in front, feeding back
to the steering and throttle to
maintain a safe gap. To do this
safely requires an additional wire-
less link back from the lead lorry
to all the others. This reduces the
time needed to make a decision
about braking or accelerating, be-
cause data from the lead vehicle
are available quickly to all the
others in the platoon.

How quickly these data can be
transmitted, and which technology
to use, has been the focus of re-
search projects over the past few
years. One option is digital short
range communications (DSRC),
which runs at 5.9GHz in the USA
for vehicle-to-vehicle (V2V)
links. Another possibility is a vari-

ant of wifi called 802.11p, which
can also run in the 5.9GHz band.
Lastly, there are the next-genera-
tion 5G cellular phone systems.

All these technologies need to
be integrated with sensors, anten-
nas and controllers in secure net-
works between the vehicles and
back to a control centre, which
monitors the operation and health
of the lorries.

Scania, part of the Volkswagen
group, is developing its own tech-
nology for the world’s first full-
scale autonomous lorry platooning
systems. The platoon of four lor-
ries will travel on public roads,
transporting containers between
port terminals in Singapore. The
lead lorry will be driven by a
human, while the other three will
follow entirely autonomously.

The technology comes from the

Man has teamed up with logistics company DB Schenker for platooning

Platooning relies on several technologies coming together

Scania has early-stage 5G wireless base stations
at its research centre in Sweden

Companion European research
project, where Scania is working
with Ericsson on using low-
latency 5G cellular links to the
lead vehicle and 802.11p wireless
links in the platoon. Scania has
three early-stage 5G wireless base
stations at its research centre in
Sweden.

“The test network, with its 5G
components, allows for a high-
quality mobile network service,
with low latency and high band-
width, where a lot of complex
data can be transferred very
quickly and very reliably,” said
Anders Ställberg, project manager
for city automation at Scania.
“This provides us with a priority
communications lane when it
comes to projects such as
platooning.”

The low latency, of under 3ms,
will enable 5G to be used for
vehicles transmitting braking or
directional information to each
other, where speed and reliability
are vital. It could also be used to
help improve the reliability and
speed of the exchange of informa-
tion between the two or more
vehicles in a lorry platoon.
Commercial 5G services that
could be used by platoons of
lorries will roll out in 2018.

The platooning trials will take

place in two phases. The first will
focus on designing, testing and re-
fining the platooning technology
to adapt to local conditions. These
trials will be conducted by Scania
and Toyota at their respective re-
search centres in Sweden and
Japan. The second phase will con-
sist of local trials and develop-
ment of the technology in
Singapore.

“Trucking as we know it today
is a highly labour-intensive indus-
try,” said Pang Kin Keong, of the
government Committee on Au-
tonomous Road Transport in Sin-
gapore (Carts). “We face a
shortage of truck drivers. In this
regard, truck platooning technol-
ogy presents us with an opportu-
nity to boost productivity in both
the port sector and the trucking in-
dustry. It will also open up oppor-
tunities for truck drivers to take
on higher-skilled roles as fleet
operators and managers.”

Another technology being used
to link platoons of lorries is V2X
wireless. This is a mature wireless
technology for linking vehicles to
one another (V2V) and to infra-

structure (V2I), with enhanced se-
curity in the links. Cohda Wire-
less, for example, has teamed up
with Autotalks, a supplier of auto-
motive-grade V2X communica-
tions processors and RF
transceivers, for such applications.

“Connected autonomous vehi-
cles, such as platoons of trucks on
highways, require the most mature
V2X communications technology
and very low signal delay,” said
Cohda Wireless CEO Paul Gray.
So it is working with Autotalks’
V2X communications chipset,
which is designed with a low-
latency V2X hardware security
module.

In the USA, start-up Peloton is
beginning to deliver its flagship
platooning product for lorries. The
technology synchronises braking
and acceleration between pairs of
lorries within 0.1s, using the V2V
link. This gives a 4.5 per cent fuel
saving for the lead lorry and a ten
per cent saving for the following
lorry in a two-lorry platoon, ac-
cording to independent testing by
the North American Council for
Freight Efficiency.

The technology is not just in the
lorry. The Peloton platoons are
managed continuously by a cloud-
based network operations centre
that connects to lorries through se-
cure cellular and wifi communica-
tions. This restricts the operation
of platoons to specified roads in
safe driving conditions.

“Peloton has developed technol-
ogy that is on the cutting edge of
advanced driver assistance sys-
tems and the automated vehicle
movement,” said John Graham,
CEO of Omnitracs, which is using
the Peloton technology in its lor-
ries. “The emphasis on spatial
awareness is a crucial and founda-
tional component of improving
truck safety and fuel efficiency.”

Another lorry-making sub-
sidiary of Volkswagen, Man, has
also teamed up with German lo-
gistics company DB Schenker for
platooning. The two companies
will test platooning under real
conditions over an extended pe-
riod of time on the A9 motorway
between Munich and Nuremberg
next year, but there are significant
regulatory restrictions.
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Lorry platoons could soon be a common site

“The pilot projects are key com-
ponents of more efficient trans-
portation of goods on the road,”
said Andreas Renschler, chief ex-
ecutive officer of Volkswagen
Truck & Bus. “Platooning is bene-
ficial for the environment, im-
proves the flow of traffic and
increases road safety. What we
now need is the legislative frame-
work allowing us to introduce pla-
tooning on public roads.”

Joachim Drees, chairman of
Man Truck & Bus, added: “Pla-
tooning offers clear advantages in
terms of fuel consumption and a
reduced risk of accidents. The
tests performed to date have
shown this. Now we want to work
with DB Schenker to demonstrate
what platooning is capable of in
real-life conditions.”

The use of platooning in Europe
will be technically possible from
around 2020, but this relies on the
legislative framework being modi-
fied in EU countries.

One way around this is to use
private estates, and Volvo is
extending its adaptive cruise
control technology to self-driving
lorries at the Boliden mine in

Kristineberg in northern Sweden
this autumn. By next year, there
will be three lorries on the site.

“Working together with Boliden
brought the development of au-
tonomous vehicles to a new,
highly promising stage,” said
Claes Nilsson, president of Volvo
Trucks. “This is the first time that
self-driving trucks have been
tested for regular tasks under-
ground.” The FMX lorry is part of
an R&D project into self-driving
lorries and platooning.

These make more use of the
sensor system to determine the
geometry of the mine and estab-
lish the route the lorry will take.
This is used to ensure correct
steering, gear changes and speed.
The accuracy of the model im-
proves with every trip.

The lorries can drive non-stop,
and exact route planning and con-
stant speed prevent tailbacks,
while loading and unloading times
can be cut. Usually, after con-
trolled explosions in the mine,
drivers have to wait until the
gallery has been properly venti-
lated. These limitations don’t
apply to the self-driving lorries.

Platooning doesn’t just affect
the design and operation of the
lorries. Scania in Singapore is also
fully automating the processes for
precise docking and undocking of
cargo. This brings together a wide
range of sensors for stopping the
lorries in the right place and auto-
matically attaching winches, as
well as remote release of latches.
All this has to be reliably handled
by software in the control centre.

As a result, platooning can have
a significant impact across the lo-
gistics sector. Radar and cruise
control systems, secure wireless
links, and reliable control sys-
tems, both locally to the lorry and
in a control centre, all need to be
considered. All this will start to
appear on roads around the world
from later this year, as platoons of
lorries start operating commer-
cially. When automated loading
and unloading is added, this is a
considerable design effort.

Mark Patrick is
Emea supplier
marketing
manager for
Mouser Electronics

MMMMOOOOVVVVIIIINNNNGGGG
OOOONNNN  UUUUPPPP

Roberto Ponticelli explains the challenges
with increasing levels of autonomy and
highlights how engineers are working 
to overcome these issues
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At first glance, the levels of
vehicle autonomy appear
simple – a clearly defined

set of increasingly autonomous
systems. The widely used SAE
levels 0 to 5 provide a gradient
from no autonomy where the
human driver monitors the driving
environment, up to full autonomy
where an automated driving 
system monitors the driving 
environment. 

It appears simple enough, but
when looking deeper, these levels
become much more complex.
Looking beyond the surface, this
classification system allows for a
vehicle to be classified at one
level under certain driving condi-
tions or certain features, and clas-
sified at a different level for other
conditions and features. For ex-
ample, a vehicle with anti-lock
braking would be classified as
level 1, while the same vehicle

with adaptive cruise control
would be level 2.  

This complexity means vehicle
manufactures are not required to
take a linear approach in develop-
ing autonomous vehicles. In fact,
some manufacturers are skipping
levels entirely, such as Ford and
Google. Ford hit the headlines
earlier this year when they made
the decision to skip level 3, citing
the handover of control to the
driver as the main challenge. Be-
fore this, Google opted to target
the highest level of autonomy for
its Waymo project for the same
reason. This begs the question,
why have a level 3 if it is deemed
too complicated? 

There are several challenges
posed by each level, including
driver handover, consumer accept-
ance, electromagnetic compatibil-
ity, cyber security and skills.
These challenges are being tack- Thirty years ago there were 50,000 lines of code in a vehicle, now there are 100 million lines of code 

The automated vehicle world is similar to that of robotics, 
with a stronger consciousness of the need for high levels of 
safety and reliability at every level of the value chain

led head on by engineers across
the globe who are working to-
wards the safe development of ve-
hicles at each level of autonomy. 

Driver handover
At level 3 and above, the human
driver is less a driver and more a
passenger. When the driver is re-
moved from the task of actively
monitoring the road and respond-
ing to changes in the external en-
vironment, the ability for them to
take immediate control of the car
is difficult. The brain takes time to
recognise a change, such as a new
fault in the vehicle that prevents it
from carrying out its designed
task. Being able to recognise this
fault and actively switch from
passenger to driver takes valuable
time. 

Engineers are working hard to
overcome this, such as devising
simulators for vehicle control sys-
tems where the vehicle can be
driven safely without exposing the
public to the dangers of a work in
progress. Private facilities to de-
velop and test prototype vehicles
also remain intrinsic to the suc-
cess of developing autonomous
systems safely. 

Electromagnetic compatibility 
In addition to driver handover, the
increasing number of software
systems in each autonomous level
has a significant impact on elec-
tromagnetic compatibility. Wher-
ever there is an electronic unit,
there exists the possibility of in-
terfering with its operation. 

Depending on the system’s in-
tegrity, its susceptibility to fail
under certain conditions can vary.
Everyone is familiar with the ef-
fects of a mobile phone when
placed near a live microphone,

and while the electromagnetic in-
terference is easy enough to fix,
with complex autonomous sys-
tems, the challenge multiplies. 

The demand for connected and
autonomous cars is also causing
changes in the electromagnetic
environment in which vehicle
control systems must operate.
This includes commonly used
technologies, such as wifi and the
vehicular short-range communica-
tions (DSRC, ITS-G5, Wave) in
the 5GHz band, which are now
common in most premier vehicles. 

This is driving changes to both
the susceptibility test frequencies
and emissions bands included in
EMC standards. This has the
knock-on effect of increasing the
bandwidth and upper frequency of
the EMC test antennas and the
measurement and capability re-

quirements of test receivers and
power amplifiers.

Cyber security
In addition to electromagnetic
compatibility issues, cyber secu-
rity and the threat of hacking
poses another challenge for each
increasing level of autonomy. 

A motivated attacker can iden-
tify and exploit a vulnerability via
a number of entry points. Exam-
ples include wireless interfaces
such as cellular, Bluetooth and
keyless entry systems, wired con-
nections such as the OBD-II diag-
nostic port, sensors and attacks on
the electronic control units them-
selves. New methods to attack
embedded systems are continu-
ously being developed, leading to
a cat-and-mouse battle between
those developing the attacks and

those developing the defences. 
This means that as well as tak-

ing account of known attacks and
defending against known vulnera-
bilities, a focused R&D effort is
necessary to search for unknown
attacks and potential weaknesses
and to develop appropriate secu-
rity measures to protect against
them.

Consumer acceptance
Consumer perception and accept-
ance of autonomous vehicles is
still in a delicate position with
only half of the population in the
UK, USA and Australia positive
about autonomous technology ac-
cording to a University of 
Michigan Transportation 
Research Institute survey. 

To counter this perception, the
automotive industry will need to
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The demand for connected and autonomous cars is causing
changes in the electromagnetic environment in which 
vehicle control systems must operate

work hard to educate the public
on the benefits and safety of au-
tonomy. Aeroplanes are now
flown predominately using auto-
pilot, which is widely accepted by
passengers as a safe mode of
transport. 

This acceptance didn’t happen
overnight, and neither will the ac-
ceptance of autonomous vehicles. 

Skills 
The automated vehicle world is
similar to that of robotics, with
perhaps a stronger consciousness
of the need for high levels of
safety and reliability at every level
of the value chain, from concept
to design and manufacturing to
verification. 

This means the development of
autonomous vehicle systems re-
quires niche skills that aren’t tra-
ditionally seen within software
engineering departments. These
skills include computing science

knowledge, from artificial intelli-
gence and safety-critical software
development to software cyber se-
curity and system simulations, as
well as knowledge of human-fac-
tors related to mobility. 

Human body
Human factors in relation to mo-
bility are essential as they call into
question the overall safety of a ve-
hicle and its internal systems. The
knowledge of what happens to the
human body as a vehicle travels
through air is widely studied –
when you accelerate quickly or
brake quickly, your body experi-
ences a range of symptoms such
as changes in blood pressure,
shifting of organs and physical
bodily movement. 

With autonomous vehicles,
these challenges increase with 
the rise of software systems that
emit electromagnetic fields such
as RF. RF can cause tissue heat-

ing, which in high doses can be
harmful. 

A number of national and inter-
national bodies have therefore
recommended limits for human
exposure to electromagnetic fields
(for example, 1999/519/EC),
which also include methods for
assessing the risks associated with
exposure to multiple sources. 
Although these limits are often 
interpreted as requirements on the
characteristics of individual
equipment, they in fact apply to
the overall electromagnetic 
environment to which humans
may be exposed. 

Consequently, the exposure 
levels that can be tolerated from
any specific piece of equipment
are not absolute values, but 
depend on the levels due to other
sources that can be expected to 
be present in its intended 
operating environment. 

Conclusion
With each level of autonomy, each
of these issues inevitably in-
creases. The complexity of vehi-
cle systems combined with the
human factor in terms of accept-
ance and the ability to respond in
the failure of a vehicle system
shed more light into the reasons
for selecting certain autonomous
levels over others. That said, there
is a clear place for each level and
while some manufacturers have
chosen to aim for the highest,
there will always be a place for
the lower levels of autonomy. 

Roberto 
Ponticelli is 
chief engineer for
intelligent mobility
at Horiba Mira

Blocking diodes are widely
used in power supplies to
solve problems. In auto-

motive systems, a series diode –
pointed from supply to load – pro-
tects the downstream module
against negative input voltage re-
sulting from accidental reverse
battery connection while replacing
or jump-starting the battery. 

This series diode also helps
electronics ride through cold
crank conditions, when the battery
voltage dips to 4V, by blocking re-
verse current and holding up the
load voltage on reservoir capaci-
tors. Where multiple batteries or a
backup supply are available,
diodes enable redundancy and
graceful power down by parallel-

JUMP STAKES

Meilissa Lum explains how a low 
quiescent current diode controller 
with reverse input protection can be
used for automotive power applications

ing the various supplies in an OR
configuration. 

While diodes are easy to under-
stand and apply, their forward
voltage drop results in significant
power dissipation, making them
unsuitable in low voltage or high
current applications. In low volt-
age applications, the forward volt-
age drop becomes a limiting
factor for a circuit’s operating
range, even when using a Schot-
tky barrier diode. At least 500mV
of supply headroom is lost across
a series diode – a large degrada-
tion in 12V automotive systems,
especially when the supply drops
to as low as 4V during cold crank. 

Since diodes operate at a fixed
voltage drop of 400 to 700mV

minimum, regardless of current
rating, power dissipation becomes
an issue in the 1 to 2A range, for
surface mount applications. In ap-
plications greater than 5A, power
dissipation becomes a major issue,
requiring elaborate thermal lay-
outs or costly heat sinks to keep
the diode and surrounding circuits
below their maximum operating
temperature. 

Heat from the engine exacer-
bates the thermal design chal-
lenge. Bulky heat sinks are an
impediment to increasing a car’s
electronic content or extending its
driving range by reducing weight.
Automotive circuit designers need
a better way.

One answer is to replace diodes
with power mosfet switches. The
power mosfet is connected so its
inherent body diode points in the
same direction as the diode it re-
places. During forward conduc-
tion, the mosfet is turned on,
shorting the body diode with a
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low loss current path through the
mosfet channel. When the current
reverses, the mosfet is turned off
and the body diode blocks the
flow of current, thus maintaining
the diode behaviour. 

The forward drop and power
dissipation are reduced by as
much as a factor of ten. This
forms the basis of an ideal diode,
when compared with conventional
p-n or Schottky barrier diodes.

An ideal diode controller can
drive n-channel mosfets in a wide
variety of power supply reverse
blocking, ORing and holdup appli-
cations. Mosfets with RDS(on)
specifications as low as 1mΩ are
readily available, so ideal diodes
can be built to handle currents in
excess of 50A using a single pass
device while maintaining voltage
and power loss levels ten times
better than any diode set-up.

Consider, for example, a low
quiescent current controller with
an operating range of 4 to 80V.
The 4V end of the operating range
is particularly important for oper-
ating through cold crank condi-
tions, where the diode drop is not

tolerable, while the 80V rating al-
lows it to operate and survive high
voltage transients in 12, 24 and
48V automotive environments.
This can protect downstream cir-
cuitry from reverse inputs down to
-40V, seen when battery terminals
are misconnected. 

When operating from a battery,
reducing discharge current is im-

Fig. 1: Block diagram of an ideal diode controller

Fig. 2: Power dissipation versus load current

portant in normal operation and
crucial when the load is off. This
can be done with an operating
quiescent current of 155µA that
can be reduced to 14µA when
placed in shutdown mode. Al-
though the mosfet is turned off in
shutdown, its body diode can still
conduct forward current. Some
applications require the ability to
turn a load on and off or to control
the delivery of power independent
of supply voltage. This can be
done by driving two n-channel
mosfets as a load switch to block
forward and reverse current.  

How it works
With the n-channel mosfet, shown
as Q1 in the block diagram of Fig.
1, the mosfet source is connected
to the input supply and acts like
the anode of the ideal diode, while
the drain is the cathode. When
power is first applied, the load
current initially flows through the
body diode of the mosfet. The
controller senses the large forward

Fig. 3: Load current versus forward voltage drop

Fig. 4: 12V, 20A ideal diode with reverse input protection

voltage drop from in to out and
drives the mosfet on. The internal
amplifier (gate amp) and charge
pump try to maintain 30mV for-
ward drop across the mosfet. 

If the load current causes more
than 30mV of voltage drop, the
mosfet is driven fully on, and the
forward drop increases according
to RDS(on) • ILoad. 

If the load current is reduced,
the gate amp drives the mosfet
gate lower, increasing its on re-
sistance, to maintain a 30mV
drop. If the forward current is re-
duced to a point where 30mV can-
not be supported, the gate amp
drives the mosfet off. This pre-
vents DC reverse current and al-
lows smooth oscillation-free
switchover in redundant power
supply applications. 

In the event of an input short,
the current quickly reverses and is
supplied by output capacitance or
another supply. The fast pull-
down comparator (FPD comp)
senses reverse current by measur-

ing the drop across the mosfet be-
tween in and out. When there is
more than -30mV across the mos-
fet, the FPD comp comparator re-
sponds by pulling the mosfet gate
low in less than 500ns. 

The /SHDN pin controls the de-
vice and the external mosfets.
Pulling the /SHDN pin low turns
off the external mosfets while re-
ducing device current consump-
tion to a mere 14µA. For turn on,

the /SHDN pin can either be left
floating or driven high. If left
floating, an internal 2.6µA current
source pulls up /SHDN.

Better than Schottky 
A mosfet based diode layout re-
duces power dissipation and for-
ward voltage drop over a Schottky
diode, and is more versatile, with
many mosfets available for virtu-
ally any voltage and current com-
bination. Figs. 2 and 3 compare
the power dissipation and forward
voltage drop of an Schottky diode
to a mosfet. At 20A, the 2.8mΩ
mosfet dissipates only 1W, saving
8W of power dissipation over the
Schottky diode. The mosfet’s
greatly reduced forward voltage
drop of RDS(on) • ILoad = 56mV,
compared with 450mV with the
Schottky diode, enables circuits to
operate at a lower voltage.

Reverse input protection
Fig. 4 shows a typical 12V, 20A
application that can handle re-
verse inputs to -40V. The forward
drop is a mere 56mV at full load
current due to the mosfet’s low
on-resistance of 2.8mΩ. 

During input shorts, potentially
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Fig. 7: 48V ideal diode with reverse input protectionFig. 5: 24 or 28V load switch and ideal diode with 
reverse input protection

Fig. 6: Redundant power supplies

destructive transients can appear
at the in, source and out pins. D1
and D2 protect in and source by
clamping the voltage transients to
less than -40V. Q1, a 60V BVDSS
mosfet with avalanche rating of
50A, absorbs the inductive energy
and prevents in, source and out
from exceeding their absolute
maximum ratings.

Downstream circuitry, such as
DC-DC converters and linear reg-
ulators require protection against
voltages seen by reverse inputs
and misconnected battery termi-
nals. The input pins are rated to 
-40V. To keep the mosfet off, an
internal negative comp compara-
tor senses when the source pin is
negative with respect to VSS by at
least 1.7V, and pulls down on the
gate pin. With the mosfet off, the
negative voltage is prevented
from reaching the load. Reverse
input protection is limited to about
-40V by the dissipation in R1.

Inrush limited load switch
The device can be used as a
switch to control delivery of

power to the load. A diode,
whether it’s a Schottky diode or
the circuit of Fig. 4, always con-
ducts forward current. In shut-
down, it turns off the mosfet, but
its body diode still conducts for-
ward current. 

To block forward current, an ad-
ditional mosfet, Q2, is added as
shown in Fig. 5. The /SHDN pin
serves as the control signal to turn
on and off the load switch. Pulling
/SHDN low turns off both mos-
fets: Q2 blocks forward current,
while Q1 prevents reverse current.
The mosfet body diodes point in
opposite directions, which blocks
forward and reverse current flow.
Floating or driving /SHDN high
turns on the IC and enables diode
behaviour in the mosfets. During
turn-on, inrush current can be lim-
ited by controlling the slew rate at
the gate pin with the gate capaci-
tor, C1, and the controlled gate
current. 

For multiple power supplies, du-
plicating Fig. 5 enables active
power source selection regardless
of relative source voltage. This is

in contrast to a passive selection
scheme where strict diode behav-
iour simply selects the input
source with the highest voltage
supply.

Paralleling supplies
Multiple devices can be used to
combine the outputs of two or
more supplies for redundancy or
for droop sharing, as shown in
Fig. 6. For redundant supplies, the
supply with the highest output
voltage sources most or all of the
load current. 

If the supply’s output is shorted
to ground while delivering load
current, the current temporarily
reverses, flowing backwards
through the mosfet. The device
senses this reverse current and ac-
tivates the fast pull-down com-
parator (FPD comp) and turns off
the mosfet in 500ns.

If the other, initially lower, sup-
ply is not delivering any load cur-
rent at the time of the fault, the
output falls until the body diode
of its ORing mosfet conducts.
Meanwhile, the device charges the
mosfet gate with 10µA until the
forward drop reduces to 30mV. If
this supply is sharing load current
at the time of the fault, its associ-
ated ORing mosfet simply drives
the mosfet gate harder in an effort
to maintain a drop of 30mV.

Droop sharing can be accom-
plished if both power supply out-
put voltages and output
impedances are nearly equal. The
30mV regulation technique en-
sures smooth load sharing be-
tween outputs without oscillation.
The degree of sharing is a func-
tion of mosfet RDS(on), the output
impedance of the supplies and
their initial output voltages, as
prescribed by Ohm’s law.

Extending protection
Fig. 7 shows the device config-
ured as a 48V ideal diode pro-
tected against reverse input
voltage. R2 is added to extend the
Vin to Vout range to -100V DC
with the effect of reducing the for-
ward regulation by 10mV. In ap-
plications where the output is held
up at +48V by a second supply or
by charged capacitors, Q1 will
block a reversed 48V input sup-
ply. In non-redundant applications
where the output can be expected
to fall to zero when the input sup-
ply is removed or accidently re-
versed, inputs of up to -100V DC
are successfully blocked from
reaching the output. 

R2 is a pulse-rated component
so that Vin to Vout transients in 
excess of -100V are easily toler-
ated. Q1 was selected for its com-
bination of 250V BVDSS and
exceptionally low RDS(on) of
20mΩ, but its avalanche rating is

a modest 320mJ with 47A maxi-
mum avalanche current. 

In the event the reverse current
exceeds the mosfet avalanche cur-
rent rating, D6 can be added to
protect Q1 by absorbing any ava-
lanche energy, and this limits the
peak Vin to Vout voltage to -150V.

Beyond this point, D6 breaks
down and passes transient current
pulses through to the output.

Conclusion
The ideal diode controller can re-
place Schottky diodes and func-
tion as a load switch. At currents
of 1 to 2A or more, the device is
superior to a Schottky diode. With
its wide 4 to 80V operating range
and reverse input capability, the
device maintains low forward
drop through automotive cold
crank and protects the load from
reverse battery connections. Shut-
down mode reduces the already
low quiescent current of 155µA
down to 14µA and can be used as
an on-off control signal for a load
switch. All of these capabilities
make it suitable for automotive
power supply applications.

Meilissa Lum is a
design engineer 
for mixed signal 
products at Linear 
Technology, now
part of Analog 
Devices
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Closing the doorClosing the door

Francois Ortolan 
explores automotive 

cyber security threats

Motor vehicles are gradu-
ally introducing con-
nected technologies

aiming to provide benefits such as
added safety features, improved
fuel economy and entertainment.
With the explosion of connected
cars, we are seeing ever growing
security concerns. Hacking
demonstrations including the 
remote controlling of a Jeep car
proved that cellular connectivity
poses a big vulnerability and
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could be life threatening. 
When it comes to vehicles,

cyber security is much more chal-
lenging as the electronic compo-
nents’ life span is expected to be
much higher than usual electronic
devices.

So how do hackers breach 
vehicle security over a cellular
network and how could this be
prevented using proven cyber 
security testing techniques? 

Hacking
One of the most dangerous car
hacking methods is to gain access
though the telematics system
using the wireless communica-
tions interfaces such as Bluetooth,
wifi and cellular. Telematics sys-
tems are the wireless doors, which

Fig. 1: Remotely controlled car example – the famous Jeep hack

Fig. 2: TLS/SSL version (top) and successive breaches (bottom)

are critical as they do not require
any physical connection to access
the car. 

The major threats touch on pri-
vacy of the driver’s personal in-
formation, as this is easily
accessible and easily shared. De-
spite car makers’ efforts to isolate
the telematics and infotainment
system from the rest of the essen-
tial core network (Can bus) there
is always a potential risk to find a
path to go even deeper and access
total control of the vehicle. The
Can bus is the vehicle’s internal
network, which interconnects all
the vehicle’s most important com-
ponents – engine, transmission,
sensors and so on, almost every-
thing on board.

System integrators such as car

Fig. 3: Practical security testing

Fig. 4: Using testing servers with software with network simulators

manufacturers or telematics mak-
ers too often rely on the operating
system providers to ensure their
system is secure. However, once a
major vulnerability is discovered
in the main public OS, it takes
several months for the patch to be
issued, and the upgrades need to
be rolled out over the air. 

The vulnerabilities are often
highlighted to the community to
raise awareness of the risk, but
this information can also be used
by hackers to exploit these vulner-
abilities. 

Design consideration
The best way to prevent attacks is
by design. In the first stage of de-
signing a system it’s important to
look at the known vulnerabilities
and the security recommendations
to ensure they are taken into ac-
count in the requirements. The
iconic example is the most used
secure communications protocol
TLS/SSL, which has been consis-
tently hacked due to its popularity.
Hence, TLS/SSL is regularly up-
dated to fix the breaches. 
The systems including it should
be catching up closely with its
evolution.  

Testing the doors
Telematics systems are often com-
posed of different short-range
connectivity paths which are easy
to access with conventional off-
the-shelf access points which
makes them more available to
hackers but also easier to test, in
general. 

As for the long-range connectiv-
ity, referred to as cellular for tech-
nologies such as 2G, 3G and LTE,
this proves to be more complex to
access and test as the network is
managed by operators. 

Once the system has been de-
signed following its security re-
quirements, it’s time for the
prototype to go through a phase of
practical security testing.

The cellular technology threats
are then usually evaluated on live
cellular networks. 

Due to their different unknown
configurations – such as ports
open, filtering and routing – live
testing is not always appropriate
for a full assessment and visibility
of the vulnerabilities. 

The main drawback of cyber se-
curity analysis is the time poten-
tially lost by trying to solve
problems that are not in fact prob-
lems at all. The false positive is
the nightmare of every security
analysis. Choosing the right tool
and identifying cyber security
goals is essential.

Network simulator
A new approach allows an exten-
sion of the testing capabilities for
cellular networks, namely the use
of cellular network simulators.
Due to their open architecture
they allow for a connection from
the vehicle to a controlled 
network to tackle various 
potential threats that cover the 
diversity of live network opera-
tors’ configurations.

The testing can be automated
and repeated with the same condi-
tions after each new update of the
car software to ensure that any
vulnerabilities are discovered and
patched.

Using a network simulator can
be ideal if it has a simple gui that
allows an engineer to configure
two cells with network technolo-
gies, including those not necessar-
ily available in a particular region. 

Practical testing involves a vari-
ety of techniques and by connect-
ing the testing servers directly to

simulators to access the devices
over cellular, various types of test-
ing can be carried out.

Functional security 
Functional testing checks all secu-
rity-related functions inside the
test system for correct behaviour
and robustness. This step is simi-
lar to general functional testing
but focuses on security functional-
ity. It validates the design 
requirements and allows the
measurement of the performance
of the system. 

The recent example of the Jeep
hacking showed that a port left
wide open (port 6667) led to the
ability to control the car’s vital
functions: steering, braking, high
beams, door locks, as well as reset
the speedometer and tachometer,
kill the engine, and disengage the
transmission so the accelerator
pedal failed. 

This could have been prevented
by a simple port scan of the sys-



SAFETY & SECURITY SAFETY & SECURITY

Vehicle ElectronicsPage 39, July 2017 Vehicle Electronics July 2017, Page 40

Fig. 8: Man-in-the-middle attack using network simulator

Fig. 5: Port
scanning 
using Nmap
Zenmap

Fig. 6: Testing using OpenVAS on Kali 2.0 Linux distribution

Fig. 7: Fuzzing and abnormal network and reject functions

tem with a tool such as Nmap
Zenmap during the functionality
testing. 

Some network operators are ac-
tually closing this port for security
reasons, as many Trojans use it.
Testing with a network simulator
with all ports open ensures thor-
ough testing of the device.

Vulnerability scanning
Vulnerability scanning involves
testing the system for already
known common security vulnera-
bilities, for instance, known secu-
rity exploits or (security)
configurations with known weak-
nesses.

Recently Telsa released an up-
date to fix several major vulnera-
bilities on its Model S. 

The car’s infotainment system
was using an out-of-date browser,
which contained a four-year-old
WebKit vulnerability that could
potentially let an attacker conduct
a fully remote hack to start the car
or cut the motor. 

Theoretically, an attacker could
have made a malicious web page,
and if someone in a Tesla car vis-
ited the site it could have gained
access to the infotainment system. 

Several tools are available that
are able to scan for vulnerabilities.
OpenVAS is a popular one. Its
database is updated regularly with
the latest known vulnerabilities. It
is able to report the risk level for
each vulnerability and the poten-
tial methods to fix them.

Using OpenVAS on a live net-
work is often complicated as
much of the functionality testing
can be blocked by firewalls.

Fuzzing
Fuzzing goes even further and
tries to find new vulnerabilities by
systematically sending the mal-
formed input to the target system
to check for unknown, potentially
security-critical system behaviour.

By using a network simulator,
an engineer can generate a variety
of fuzzed protocols. Thanks to its
controllable interface it is also
possible to replicate abnormal be-
haviour of the cellular network
such as rejection or ignore behav-
iour.

Once again fuzzing is compli-
cated on a live network as the
malformed packets may be dis-
carded.

Penetration tests
Pen testing aims to test the secu-
rity of the whole system, both
software and hardware. A smart
human tester tries to exploit all
the vulnerabilities which were
found in the earlier steps in a so-
phisticated way based on many
years of hacking experience with
the aim to change the behaviour
of the target system.

Network simulators are appreci-
ated by white hat users for their
flexibility and their advanced trac-
ing capabilities with tools such as
Wireshark. Packet tracing is usu-
ally not possible on a cellular net-
work as the flow goes directly

through the closed operator net-
work. A network simulator per-
forms man-in-the-middle attacks
by relaying and reforging packets
to read their content. This can be
used to gather valuable informa-
tion about the design of the secu-
rity interface and potentially gain
access to the vehicles.

Usually operator networks are
considered trusted, however re-
cent events show they can be
hacked or even accessed by gov-
ernments thanks to lawful inter-
ception. A recent example is the
Iranian government compromis-
ing the SMS validation of famous
chat Telegram.

Guidelines and standards
For now there is no direct 
certification for the automotive 
industry. An overall security 
certification standard that assures
certain levels of security for an
automotive system would be 
extremely useful. 

This is, however, actually quite
difficult to put in place due to the
ever changing nature of the secu-
rity threats.

An effort has been made by
some of the organisations to 
come up with a set of guidelines
to integrate the traditional 
system design, integration and

testing of cars. 
The SAE this year released its

first guideline (J3061) to include
cyber security in the established
Asil process. It describes a
methodology for threat analysis
and risk assessment.

This proves to be a good refer-
ence framework for the industry
for which cyber security is not a
traditional core knowledge. The
connected car is challenging the
traditional long development
cycle to integrate the fast moving
ICT technologies. Any security
breach may lead to rejection of 
responsibilities on different sup-
pliers so rethinking the supply
chain is required to deal with
cyber security.

Conclusion
It is good to remember that the
most conventional type of hacking
remains to hack humans. The Tro-
jan installed unintentionally by
the user is the main threat. An-
other type of hacking on the rise is
social engineering, where phish-
ing techniques are used to incite
the users to give the passwords by
themselves. This is by far the
most efficient type of hacking and
only security education can really
cure this behaviour
by bringing security
awareness.

Francois Ortolan is
a wireless specialist
for Anritsu
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Various studies and market
monitoring research fore-
see that, as with infotain-

ment, adas is on the verge of
becoming an integral part of the
vehicle, interfacing with different
clusters of electric and electronic
systems in the car. Corresponding
high-speed networks are demand-
ing one gigabit and beyond. 

Therefore, selecting the right
physical layer for future data
buses in cars is of utmost impor-
tance: it has implications for cost
and weight, key factors in today’s
car models. 

Selecting the best technology is
a difficult engineering task, as it
requires a delicate balance be-
tween preconditions such as
speed, cost and robustness against

Optical versus copper
Carlos Pardo puts forward the benefits
of plastic optical fibre over copper

A gigabit Ethernet POF 
transceiver meets the 
requirements of car makers 
by providing high connectivity
with flexible digital host 
interface, low latency, low 
jitter and low linking time

Cost comparison of POF versus copper
Comparison of optical versus copper regarding cost, 
weight and thickness, and EMC

electromagnetic noise. 
There have traditionally been

two main alternatives for physical
layers in automotive, optical and
copper-based, with copper coming
in the form of UTP (unshielded
twisted pair), STP (shielded

twisted pair) or coaxial cables.
Traditional copper-based net-

works are the default choice for
new architectures because of the
risks and challenges of adopting
new physical media. But taking a
closer look, copper suffers from
electromagnetic emissions, immu-
nity and lack of galvanic isolation,
not to mention higher weight and
unstable cost.

Cost, EMC and weight
Plastic optical fibre (POF), how-
ever, fulfils all these conflicting
demands, thanks to gigabit capa-
bilities over an optical, low cost
and already qualified transmission
media. It is cheaper than STP; the
cost is similar to coax. Future
POF costs are much more pre-
dictable and bounded than copper
based designs. 

POF is immune to electrical
noise, which is not the case with
UTP. As an optical fibre with a
large core, it is able to withstand
vibrations and misalignments
much better than other optical or
copper alternatives. POF is basi-
cally made of plastic, so its weight
is much lower than the other alter-
natives. 

Finally, POF can withstand
harsh environments and tolerate
conditions such as routing across
the engine compartment with tem-
peratures as high as +105˚C. POF
cables are very reliable compared
to GoF, coax and STP. Their good
bending performance starts at a
radius of 10mm, and gigabit trans-
mission distances of up to 50m
are possible.

Flexibility and reliability
POF systems are well-proven in
the automotive market. They have
been around in several communi-
cations standards for years now.
Names such as Flexray, Byteflight
and Most are well established in
the industry. This ensures a wide
market of devices and suppliers
that comply with the strict re-
quirements. As a plastic, wide di-
ameter fibre, POF is cheap to
manufacture and install. It doesn’t
require any special equipment or
professional qualification, and
harness manufacturing processes

don’t need to be changed.
The higher bandwidth demands

required by video-based sensors
are achievable with POF, which
enables the cost-effective and reli-
able installation of high-definition
rear view cameras, multi-camera
360˚ view, parking assist, wing
mirror replacement, backseat
monitoring and night vision.

Standardisation 
POF gigabit technology has been
standardised through the German
VDE-DKE and Etsi. Most re-
cently, the IEEE published the
IEEE 802.3bv amendment for 
gigabit Ethernet over POF, which
defines 1000baseRH, a physical
layer and management parameters
for automotive, industrial and
home networking applications. 

According to the IEEE, POF
provides unique capabilities for
these applications where long link
lengths aren’t required. IEEE
802.3bv provides a robust and re-
liable media option for Ethernet
automotive networks. As an alter-
native transmission medium, the
standard is also applicable to
harsh, electrically noisy environ-
ments such as industrial automa-
tion islands and other applications
with similar requirements. POF
gigabit technology is now in the
process of being normalised at the
WW level through
the ISO organisation.

Carlos Pardo is 
co-founder and
CEO of KDPOF
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The Mips I6500-F 64bit
CPU IP from Imagination
Technologies has been as-
sessed and validated to
meet functional safety
compliance for ISO
26262 and IEC 61508,
making it suitable for
compute-intensive tasks
in emerging safety-criti-
cal systems such as au-
tonomous vehicles.

It can scale to 64 het-
erogeneous clusters of
multi-threaded multi-core
Mips CPUs and other ac-
celerators. It also contin-
ues Imagination’s safety
collaboration with Mobil-
eye; its next-generation
EyeQ5 SoC for au-
tonomous vehicles is
based on the I6500-F
CPU. It will be an open
software platform on
which users can deploy
their own algorithms, a
capability facilitated by
MIPS architectural ele-
ments including hardware
virtualisation.

IP meets ISO 26262 for
safety critical systems

Imagination has estab-
lished design and safety
methodology and
processes with docu-
mented evidence based
on ISO 26262 require-
ments including safety
planning, verification re-
views and confirmation
measures.

The IP meets require-
ments for Asil B(D) level.
It was developed as a
safety element out of con-
text (SEooC) with a
safety lifecycle based on
a close collaboration with
lead partners and together
with a common inde-
pendent safety assessor,
ResilTech.

The design safety life-
cycle aligns closely with
the component vendor
safety lifecycle, based on
ISO 26262, 2011 first edi-
tion, but already consid-
ering best practices for IP
from part 11 to be present
in the second edition.

It builds on the Mips
I6500 CPU, a 64bit,
multi-threaded, multi-
core, multi-cluster CPU
that is scalable from em-
bedded to cloud. Both IP
cores can coherently im-
plement optimised con-
figurations of CPU cores
within a cluster and vari-
ous configurations of
CPU clusters and GPU or

accelerator clusters on a
chip.

Features include simul-
taneous multi-threading
and hardware virtualisa-
tion.

Benefits include zero
context switching for ap-
plications requiring real-
time response. It is also
OmniShield-ready, pro-
viding a foundation for
security-by-separation.

Support for run-time
LBIST and extensive use
of redundancy across crit-
ical registers and embed-
ded memories throughout
the cores enables detec-
tion of transient and per-
manent faults.

Redundancy is ex-
tended in the coherence
manager and IO coher-
ence unit to complete the
protection throughout the
multi-core cluster.

A full safety work prod-
uct package will be avail-
able to support users in
meeting ISO 26262.

Kemet has extended its
U2J dielectric for auto-
motive grade applica-
tions. With AEC-Q200
automotive qualification,
the surface mount plat-
form provides more than
twice the capacitance
available in C0G and
NP0.

It also offers better tem-
perature performance
over X7R, X8R and X5R,
making it suitable for ve-
hicle applications.

They are for circuits re-
quiring low-loss, noise
reduction, critical timing
and improved capaci-
tance stability.

For operating tempera-
tures from -55 to +125˚C,
the capacitors only expe-
rience small, predictable
and linear capacitance
changes with respect to
temperature. In addition,
they retain over 99% of
nominal capacitance at
full rated voltage and,
with low ESR and ESL,
can handle high ripple
currents.

They are Pb-Free,
RoHS and Reach compli-
ant, and are available in
commercial and automo-
tive grade and with a flex-
ible termination option.

Dielectric
extended

A Most 150 intelligent
network interface con-
troller (INIC) from Mi-
crochip Technology lets
automotive manufactur-
ers and tier one suppliers
incorporate Most net-
works in a daisy-chain
configuration in addition
to a ring topology.

With a daisy-chained
network, a single cable
segment is sufficient to
connect two adjacent de-
vices in the network, re-
ducing cables and
connectors for the back

channel on each network
connection. It also elimi-
nates the return wire con-
necting the last node of
the network to the first.

This reduces wiring and
component count result-
ing in lower costs as well
as potential weight sav-
ings that can impact Cafe
corporate average fuel
economy goals and other
fuel efficiency regula-
tions.

Using the INIC can
simplify the network ar-
chitecture of automotive

Most 150 INIC
allows daisy chains

in-vehicle infotainment
systems by using inte-
grated coaxial physical
layer, optical physical
layer, daisy-chain topolo-
gies or creative hybrid
combinations. Those cur-
rently using Most 150 can
also rapidly migrate to
new topologies or daisy-
chain additional nodes
with little hardware and
software redesign.

A USB 2.0 high-speed
user interface is also part
of the INIC. Time to mar-
ket can be improved
when using the USB stan-
dard and corresponding
standardised Most Linux
drivers. Additionally,
using an open-source
Linux operating system
and drivers helps reduce
costs. By using the stan-
dard APIs, designers can
also reduce the risk of ap-
plication issues.

A regulator IC from
Toshiba can handle the
increasing sophistication
of car audio.

The TCB 010FNG in-
corporates power supply
and essential detection
functions.

The multi-rail micro-
controller power supply
retains power during
minor interruptions in
battery supply. The de-
vice includes multiple
variable power supplies
for flexibility, as well as a

fixed power supply.
Along with a two-chan-

nel high-side switch, the
IC can detect ACC volt-
age, accessory power
voltage and microcon-
troller output voltage, all
with variable thresholds.

Regulator IC listens to car audio
A synchronous buck,
high-brightness automo-
tive LED controller from
Maxim provides fast re-
sponse time and low EMI
for exterior LED lighting
and improved safety.

Suitable for matrix
lighting, the Max 20078
can help designers im-
prove performance and
speed time to market.

While eliminating the
need for external com-
pensation components, it
also has a wide dimming
ratio and integrated fault
protection and monitoring
circuitry.

The device allows for
fast LED switching and
low EMI so designers no
longer need to sacrifice
one for the other.

LED controller improves safety
It can be programmed

using switching frequen-
cies from 100kHz to
1MHz.
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Magnetic position sensors
from Austria Microsys-
tems have increased
safety and diagnostic ca-
pabilities to help automo-
tive OEMs achieve the
highest ISO 26262 Asil
compliance.

The AS5270A and
AS5270B are for applica-
tions including brake and
gas pedals, throttle valve
and tumble flaps, steering
wheel position, chassis
ride-height, exhaust gas
recirculation valves, fuel-
level measurement, and
two and four wheel drive
switching.

The SoC devices are 0
to 360˚ rotary magnetic
position sensors that pro-
vide contactless high res-
olution, absolute angle
measurements. They
were developed as
SEooC (safety element
out of context) devices, as
defined in ISO 26262.

They provide on-chip
full data-path diagnostics
that test the entire device
from the Hall sensor front
end, through the DSP en-
gine that converts raw
measurements of mag-
netic field strength into
sine and cosine vectors,
to the back-end interfaces
and pins.

The stacked and aligned
dual-die devices are
AEC-Q100 grade 0 qual-

Magnetic sensors help OEMs
follow ISO 26262 pathway

ified and come in MLF-
16 surface mount pack-
ages. Separate package
pins are provided for each
die to prevent an electri-
cal fault in the device af-
fecting both dies.

With an internal 14bit
(0.22˚) resolution front-
end core Hall sensor
array, the devices provide
true 12bit output resolu-
tion. The Hall sensor
front-ends also enable the
devices to work with
small, lower cost target
magnets and support a
magnetic field strength
input of 10 to 90mT.

The AS5270A provides
an analogue output and
the AS5270B either a dig-
ital sent (single edge nib-

ble transmission) or
PWM output that is user
programmable. Both de-
vices also support user
programmable angular
range limit clamps, digi-
tal filtering and output
linearisation features.

In addition, with the
AS5270B there are user
programmable settings
for various sent and
PWM interface protocol
features. For both de-
vices, one wire program-
ming is accomplished via
the output pin, and due to
on-board charge-pumps
no high voltage program-
ming levels are required.

Once the one-time-
programmable (OTP)
fuses are blown, there is

no possibility of the de-
vices becoming inadver-
tently or maliciously
reprogrammed, thus fur-
ther reducing automotive
safety risks.

Both operate off a 5V
supply voltage, and the
supply and output pins
are protected against
overvoltage up to +20V.
The supply pins are pro-
tected against reverse po-
larity up to -20V.

Both devices are im-
mune to magnetic stray
fields, thus ensuring ac-
curate and repeatable
measurements even in
noisy magnetic environ-
ments. This means there
is no need for sophisti-
cated shielding.

A non-contact rotary po-
sition sensor from Cur-
tiss-Wright is for use on
specialty on- and off-
highway vehicles using
Can bus communications.

The NRH27C extends
the company’s NRH271
and NRH272 family and
shares many similar fea-
tures. These include a
low-profile sensor body,
small footprint, Can bus
J1939 communications
and an encapsulated,
IP69K-rated design that
protects against water,
dust, shock, vibration and
temperature.

This makes the range
suitable for OEMs of on-
and off-highway vehicles
that are destined for use
in harsh environments,
and for medium volume
applications where a de-
gree of customisation
may be required.

Within the Can messag-
ing structure of the vehi-
cle, the two independent
Hall-effect sensing sig-
nals allow for error

checking of the positional
data, which addresses the
needs of safety-critical
applications. Addition-
ally, an on-board diagnos-
tic function means
predefined error mes-
sages can be sent to de-
fine the present state of
the sensor. The factory-
programmable electron-
ics can also be set to
different baud rate, node
ID and frame rates ac-
cording to requirements.

Wear-free with no me-
chanical degradation, its
features include a concen-
tric magnet assembly that
offsets up to 2mm and
multiple magnet options.

Contained in a 9.5mm
profile housing and avail-
able with Amp Superseal,
Deutsch DT04 series con-
nectors, or 18AWG fly-
ing-leads for customer
termination, the device
can be powered from a
5V DC regulated or 9 to
30V DC unregulated sup-
ply. It provides a 360˚
output range.

Rotary sensor for
harsh conditions

Erni Electronics has ex-
tended its SMC connector
family in a 1.27mm pitch
with hot-swappable vari-
ants. These use late mate
contacts to permit reliable
system swapping during
operation or with applied
electric voltage in indus-
trial and automotive ap-
plications.

With hot swapping and
hot plugging, the elec-
tronics are protected by
following a defined se-
quence of signal, ground
or power contacts when
mating and unmating.
Thus, when mating, for
example, it is ensured that
a reliable ground connec-

tion is established first,
before connecting the
data lines (first mate, last
break).

It satisfies the hot-swap
mating requirements with
the addition of late mate
contacts. Angled male
connectors of the two-
row connector can be
mounted at any position
with late mate contacts.

They have a dual-beam
female contact system for
reliable and secure con-
nection, even under diffi-
cult conditions. They
allow board-to-board and
wire-to-board connec-
tions and are available
with 12 to 80 pins.

Connectors allow hot swapping

Circuit protection tran-
sient voltage suppressor
(TVS) components from
Protek Devices are AEC
certified for high-stress
automotive applications
such as braking and drive
authorisation, GPS navi-
gation, and park assist.

The components in-
clude the PAM28-
DOACxxCA 400W and
the PAM29-DOAAxxCA
600W TVS components.
Both are glass-passivated
chips with low leakage
current, bidirectional con-

figuration and clamping
capability. They also have
a fast response time and
are RoHS and Reach
compliant.

The PAM28 comes in a
moulded Jedec DO-
214AC package and
weighs about 0.06g. The
PAM29 is offered in a
moulded Jedec DO-
214AA package and
weighs about 0.103g.

Both have lead-free
pure-tin plating (an-
nealed) and a solder re-
flow temperature

TVS chips handle high stress
(pure-tin 100) of +260 to
+270˚C. The terminals
can be soldered per
MIL750, method 2026,
and both carry a flamma-
bility rating of UL 94V-0.

The operating and stor-
age temperature for both
is -55 to +150˚C.

A Lin-to-Lin gateway
overcomes the limitation
of 16 devices on a typical
Lin bus. Each Melexis
MLX81120 connects as a
Lin slave on the main Lin
bus and is controlled di-
rectly from the vehicle’s
body control module
(BCM).

The device allows for
up to 16 Lin RGB slave
modules on a private Lin
bus, thereby permitting
up to 196 LED lighting
devices to be connected
to a single BCM via a Lin
bus.

The gateway is based
upon the MLX16 risc
CPU application con-
troller. The 16bit MCU
includes 32kbyte flash
with ECC, 16kbyte rom,
2kbyte ram and a 380bit
eeprom with ECC. The
rom comes pre-loaded
with a Lin driver, boot-
loader, maths library and
RGB colour mix algo-
rithm.

The Lin slave protocol
controller operates up to
19.2kbaud and is compli-
ant with Lin 2.x and SAE
J2602.

Gateway removes Lin limits
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Cypress Semiconductor
is sampling devices in its
Traveo automotive mi-
crocontroller family that
provide secure, high-
speed networking for
classic instrument cluster
applications.

The MCUs support the
Can FD standard for
high-speed, in-vehicle
networking, allowing
large amounts of data to
be exchanged between
each Can node.

Integrated enhanced se-
cure hardware extension
(eShe) support lets the de-
vices secure data on in-
vehicle networks and
prevent unauthorised con-
nections to ECUs.

The devices can drive
up to six traditional me-

MCUs aid networking
in instrument clusters

chanical gauges.
The Traveo S6J336xx

and S6J337xx – and
S6J351Cx for body elec-
tronics – use 40nm em-
bedded charge-trap flash
technology. They are
based on an Arm Cortex-
R5 core with 132MHz
performance and have up
to 2Mbyte of high-density
embedded flash for appli-
cation storage.

An LCD interface sup-
ports 4com x 32 seg-
ments, which can be used
for a basic LCD such as
the odometer. The inter-
face also supports TFT
display sizes up to 480 x
240 pixels with a se-
quencer that simplifies
control of the meter dis-
play, which can be used

to show simple diagnos-
tics such as tyre pressure
or that a door is open.

A partial wake-up mode
allows the MCUs to oper-
ate some functions while
the core is in sleep mode
and to wake only if
needed, reducing power
consumption. They also
support on-chip sound

mixing, eliminating the
need for an external mix-
ing IC.

They are sampling now
and will be in production
in the first quarter of
2018. They are each
available in a 144- or
176-pin TEQFP; addi-
tional package options are
in development.

Coupled inductors from
TT Electronics are for au-
tomotive DC-DC con-
verter applications. The
HA78D coupled induc-
tors meet AECQ200.

The shielded SMD
inductors are for use in
DC-DC converter config-
urations including fly-
back, multi-output buck,
sepic and zeta. In sepic
applications, their loosely
coupled winding im-
proves efficiency by re-
ducing circulating current
and provides twice the
ripple current reduction
compared with separate
inductors.

There are four in the se-
ries – the HA78D-L128-
100 MLFTR, 220
MLFTR, 330 MLFTR
and 470 MLFTR. When
parallel connected, their
inductance ratings at
100kHz are 10, 22, 33
and 47µH, respectively.

The RoHS compliant
inductors can also be used
as two single inductors
connected in series or
parallel or as a common
mode choke as a filter in-
ductor for EMI noise re-
duction.

Inductors fit
with DC-DC
conversion

Lattice Semiconductor
has implemented its
ECP5 FPGA into embed-
ded vision applications
for smart surveillance and
automotive applications
at the edge.

The small form factor
FPGAs enable CPU ac-
celeration for licence
plate detection and image
enhancement in intelli-
gent traffic cameras. In
addition, they enable the
integration of image
stitching and 3D merging
for adas 360˚ surround
view systems.

Intelligent traffic sys-
tems, including traffic
flow monitoring, traffic
violations identification,
smart parking and toll
collection are a key part

of the vision of tomor-
row’s smart cities. Such
systems typically require
intelligent traffic cameras
that can accurately detect
many aspects of a vehi-
cle, such as licence plates,
even in harsh environ-
ments, to perform video
analytics at the edge,
rather than sending raw
video streams back to the
cloud.

Microsharp is one such
company that offers intel-
ligent traffic cameras
with up to 95 per cent li-
cence plate recognition
rate.

Surround view systems
are popular automotive
adas technology for park-
ing assistance. These typ-
ically capture their

FPGAs implemented
in embedded vision

surroundings using at
least four cameras facing
different directions
around the car to generate
a composite view for the
driver to assist with park-
ing and low-speed ma-
noeuvring. The Nex-Adas
360˚ 3D surround view
monitoring technology
from Moorechip synthe-
sises images from four
cameras to create a real-
world 3D view of a vehi-
cle’s surroundings.

To meet automotive de-
mands for reliable, high
performance connectors,
JST has developed its
AIT and AIT II high volt-
age, low profile intercon-
nects, which are in stock
at TTI.

Connectors keep low profile
The unsealed connec-

tors have a board-to-wire
and wire-to-wire terminal
with a stabiliser that is se-
cure and ensures electri-
cal contact resistance.

The connectors reduce
height by more than 30%
compared with USCar
footprint connectors.

Applications include
electric vehicles, power
inverters, transmission,
car multimedia modules,
climate control modules
and car dashboards.

A polarisation feature

prevents mis-insertion of
the wire into the cavity
and there is a protected
locking feature. Both sin-
gle and dual row inter-
connects are available.

Specifications for the
AIT II include current rat-
ing of 5A AC, DC maxi-
mum and a voltage rating
of 14V DC. Temperature
range is -40 to +125˚C ac-
cording to GMW 3191
tests. Contact resistance
is15mΩ maximum. Insu-
lation resistance is
100MΩ minimum.


