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Vehicle theft is arguably the fastest growing type of crime in India. Now,
two final year automobile engineering students of Chandigarh University
– Khushwinder Pal Singh and Vikramjit Singh – have designed a
biometric fingerprint security kit that could be installed on any two-wheel
bike or scooter that will be directly connected to the ignition point.
The vehicle can only be unlocked with the owner swiping his or her

finger on the biometric machine installed on the handle of the vehicle and
until then the engine is immobilised. The sensor would match the
fingerprint with an already stored pattern.
It took eight months to bring out the first prototype that was ready to

be installed on a vehicle and the university research department donated a
two wheeler to the students for testing.
The students have filled a patent with Intellectual Property India and

have already been approached by number of two-wheeler automobile
companies for the commercial production of the kit.

Students develop biometric security

vehicle-electronics.biz @velectronicsmag

Rohm and Mentor have
combined technologies to
produce a web simulation
tool that is capable of sys-
tematic verification of
power devices and ICs. It
enables easy verification
of circuits under Mentor’s
SystemVision portfolio
cloud environment.
The simulator allows

designers of electronic
circuits and systems in
the automotive and indus-
trial markets to verify
power devices and ICs si-
multaneously on 44 dif-
ferent circuits.
Simulations are typi-

cally conducted before
the prototype stage to re-
duce development load
not only in the automo-
tive and industrial equip-
ment markets, but
everywhere application
development is per-
formed. And even when
designing electronic cir-
cuit boards, simulations
are used to reduce the
time and effort required
for component selection
as well as identify prob-
lems before actual equip-
ment validation to
decrease time related to
board prototyping and
evaluation.
Until now, Rohm has

provided products solving
problems for develop-
ment flows such as Spice
models that faithfully re-
produce the electrical
characteristics of prod-
ucts through simulation

Rohm and Mentor enable power device verification
along with thermal design
support for validating
heat generation phenom-
ena and dissipation re-
sults using fluid analysis.
This time, as well as fo-

cusing on developing and

supporting application
circuits that increase the
characteristics of driver
ICs and power devices to
supply high power in the
automotive and industrial
equipment markets, the

simulator lets users per-
form systematic verifica-
tion of power devices and
ICs. This includes valida-
tion of SiC devices and
gate driver ICs for driving
SiC.

Fears over catching the
coronavirus have led to
chaos during this nor-
mally busy trade show
season.
High-profile events

such as the Geneva Inter-
national Motor Show and
Mobile World Congress
were cancelled and Taipei
Ampa, which includes
the Autotronics automo-
tive electronics show,
scheduled for April, has
been postponed until Oc-
tober.
Even the Hannover

Messe, Germany’s mega
industrial technology
show, has been postponed
from April till July.
One show that went

ahead regardless was Em-
bedded World in Nurem-
berg – see report on pages
13 to 22 – but it was hit
with more than 200 ex-
hibitors pulling out,
knocking the number
down to around 900.
Though the organisers

rearranged the show lay-

Coronavirus fears
spark show chaos

out so it didn’t look too
bad, they could do noth-
ing about some cancella-
tions that happened
literally the day before
the show started.
That meant stands that

had already been built for
the likes of Advantech
and Vector stood empty.
With many big names

missing and fears of
being exposed to the dis-
ease, a lot of potential vis-
itors stayed away leading
to visitor numbers down
significantly from more

than 31,000 last year to
just 13,800.
The good news was

those who came had a se-
rious reason to be there
and many exhibitors were
reporting fewer visitors
but the ones that came
were of high quality.
Embedded World took

precautions such as regu-
lar cleaning of surfaces
and hand sanitisers spread
around the event. How-
ever, most people ignored
the attempt to ban shak-
ing hands.

Empty stand: Advantech pulled out of Embedded
World the day before the show started
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Misra has published an
amendment to the C:
2012 guidelines that ad-
dresses concerns with the
2011 and 2018 editions of
the C standard by map-
ping undefined, unspeci-
fied and implement-
ation-defined behaviour
to the existing Misra C
guidelines.
It also provides a frame-

work for further guidance
in the newer C11 and C18
features, including multi-
threading and atomics.
Also announced is

Misra Compliance: 2020,
an updated framework for
claiming compliance with

Misra coding guidelines,
which includes guidance
on a process for the use of
deviations.
With the amendment

two, Misra Compliance
becomes a mandatory
part of Misra C.
LDRA has announced

support for both amend-
ment two and the compli-
ance guidelines.
The company says it

will ensure precise con-
formance to the new lan-
guage subsets and is
adapting its tool suite to
support the latest amend-
ment and guidelines.
“We believe these logi-

cal and sensible updates
will make Misra C: 2012
easier to understand for
developers, which, in
turn, makes it easier for
them to achieve safe and
secure product develop-
ment,” said Ian Hennell,
operations director at
LDRA. “For example,
Misra C: 2012 amend-
ment two brings support
for the C language right
up to date, and mandating
the compliance guidelines
ensures the adoption of
important principles that
have often been over-
looked.”
Misra C: 2012 is the

third edition of the guide-
lines. The first revision
was a consolidation of the
original Misra C: 2012
document with the secu-
rity guidelines established
in amendment one and
the corrections outlined in
a technical corrigendum.
• HCC Embedded has
added a Misra-compliant
TLS 1.3 module to its
TCP/IP stack. This builds
on its TLS 1.2 offering to
provide advantages to de-
velopers in simplicity and
robustness that make
communications in their
critical embedded designs
faster and more secure.

Misra C: 2012 amendment addresses concerns

Ensilica is developing a
single-chip Ka band
transceiver IC for the Eu-
ropean Space Agency.
The mm-wave IC will

form a component of
low-cost hybrid automo-
tive communication ter-
minals enabling vehicles
to be always connected.
The IC is being devel-

oped as part of ESA’s
Advanced Research in
Telecommunications Sys-
tems (Artes) project and
the Connected Automo-
tive Satellite Service Inte-
grated System (Cassis)
project, which is led by
the UK Satellite Applica-
tions Catapult.
It is estimated that over

a quarter (27%) of auto-
motive use cases will
require satellite connec-
tivity by 2025, and ubiq-
uitous, high-speed con-
nectivity will not be pos-
sible through the 4G and
5G cellular network
alone, says Cassis.
Operating at up to

31.5GHz, the custom Ka
band cmos asic will form
part of an affordable, con-
sumer-scale communica-
tions module supporting a
flat panel electronically
steerable phased array an-
tenna. The hybrid module
will communicate with

Ensilica makes
Ka band IC for
space agency

geostationary and low
earth orbit satellites, 4G
and 5G infrastructure,
and wifi to deliver high
capacity connectivity to
cars, small vessels and
aircraft.
“Ka band technologies

are set to play an increas-
ingly critical role in
enabling the next-genera-
tion of low-cost satellite
and 5G communications
systems,” said Ian Lanks-
hear, Ensilica CEO. “En-
silica’s mm-wave team’s
expertise, coupled with
the company’s automo-
tive asic supply strategy,
ideally position us to help
our customers develop
such ICs in cmos and ad-

dress this growing need.”
First samples of the asic

will be available for eval-
uation in the second quar-
ter of this year.
“We are really excited

that Ensilica has joined us
to accelerate the develop-
ment of a new class of
satellite terminals to pro-
vide low-cost high-per-
formance connectivity for

the automotive sector,”
said Paul Febvre, chief
technology officer at the
Satellite Applications
Catapult. “Ensilica brings
the capability and expert-
ise necessary to integrate
with automotive systems
and then scale-up the
manufacturing to deliver
products at the right
price.”

How vehicles will be connected

Thundersoft is working
with Didi Chuxing to
bring intelligent automo-
tive operating system
products to car makers
and tier-one suppliers.
This partnership aims to

accelerate the develop-
ment of intelligent con-
nected vehicles (ICVs)
with the support of Thun-
dersoft’s operating sys-
tem knowledge and
Didi’s AI technology.
The two companies will

share expertise and lever-

age their technology in
intelligent automotive op-
erating system, adas,
smart assistants, safe
driving monitoring and
autonomous driving.
Centred on AI, cloud

computing and big data,
Didi offers app-based
transportation services for
550m users and 10bn pas-
senger trips a year.
“The automotive indus-

try is developing in the
direction of sharing, intel-
ligence and new energy,”

said YE Jieping, Didi
Chuxing VP. “Didi and
Thundersoft will give full
play to our respective ad-
vantages, accelerating the
application of intelligent
driving and making ICVs
more secure, efficient,
smart and environmen-
tally friendly.”
Chang Hengsheng,

Thundersoft SVP, added:
“In terms of intelligent
drive, AI plus OS is the
most important twin-
engine driving force.”

Didi and Thundersoft enter OS partnership
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Car maker Seat is re-
searching and developing
artificial intelligence
technology to combat
driver fatigue and im-
prove road safety.
Its Xplora team, work-

ing with Eyesight Tech-
nologies, is developing
technology that studies a
driver’s eyes and head
movement to detect if
they are falling asleep or
distracted. It uses an algo-
rithm that analyses the
eye openness, angle of vi-
sion, blink rate and head
position of the driver,
along with other visual at-
tributes.
If it detects that the

driver is drowsy, asleep or
perhaps distracted by
their mobile phone, it will
trigger an alert. The tech-
nology can also identify
the driver from previous
trips and adjust the seats,
mirrors, heating settings
and other cabin features
according to their per-
sonal preferences.
Eventually, the software

will be able to detect
pedestrians and analyse
whether the driver has
spotted them as well.
Research has shown

that driver distraction and
tiredness are among the
biggest dangers on the
roads, contributing to
36% of road traffic colli-
sions.
“In total, more than 90

per cent of the road acci-
dents in Europe are
caused by human factor,”
said Stefan Ilijevic, head
of product innovation at
Seat. “The main reasons
include distraction and
tiredness, excessive
speed, and alcohol and
drugs.”
Eyesight Technologies,

based in Tel Aviv, Israel,
uses computer vision and
artificial intelligence to
improve road safety.
Seat is also working

alongside Gauzy, which
is developing an active
glazing technology that
adapts to the weather con-
ditions.

The technology looks for signs of distraction

Seat AI checks for
driver drowsiness

Sakor Technologies has
provided the University
of Houston with a dy-
namometer system to test
motor and inverter de-
signs for use in hybrid
and electric vehicles.
The system has dual op-

posing 7.5kW Accudyne
four-quadrant AC motor-
ing dynamometers, vari-
able frequency drives and
subsystems configured
for testing electrical ma-
chines. The dynamome-
ters are capable of
bi-directional loading and
motoring, allowing re-
searchers to test different
algorithms and designs.
One dynamometer will

be for testing permanent
magnet motors and the
other to test induction
motors.
The dynamometers use

regenerative operation,
which recovers most of
the load energy and
makes the system power
efficient. They operate at
up to 8000rpm and offer

up to 150 per cent over-
load capacity, making
them compatible with
most small hybrid and
electric vehicles.
The system is auto-

mated by Sakor’s Dyno-
Lab test automation
controller, which pro-
vides the capabilities nec-
essary for the typical test
engineer or technician to
design and implement
complex test procedures
without the need to learn
a programming language.
“We are extremely

happy to be involved with
universities pursuing im-
portant research and de-
velopment necessary to
design new energy effi-
cient technologies,” said
Randal Beattie, president
of Sakor. “This flexible
testing system is ideal for
use in an academic envi-
ronment and users can de-
velop and test many
different algorithms and
technologies with a single
test system.”

Sakor provides EV testing
for University of Houston

Sakor test system at Houston University

Cisco is working with au-
tonomous vehicle soft-
ware company Oxbotica
to demonstrate how
OpenRoaming can un-
lock the potential of
connected autonomous
vehicle (AV) fleets, en-
abling seamless and se-
cure sharing of high-
volume data on the move.
OpenRoaming is a

Cisco-initiated federation
of providers using stan-
dard wireless technology
to enable devices such as
smartphones or AVs to
connect automatically to
trusted wifi hotspots and
networks without the
need to enter user names

and passwords, instead
using embedded creden-
tials issued by identity
providers, in this case
OEMs or AV software
companies.
AVs make 150 inde-

pendent vehicle detec-
tions every second and
generate up to 80Gbyte of
data per driven-hour from
sensors such as lidar,
cameras and radar as well
as adas logs.
This means amassing

1.2Tbyte of data in a 16-
hour day – equivalent to
500 HD movies or
200,000 songs – much of
which is gathered when
the car returns to base.

By 2024, more than 70
million new connected
vehicles will enter the
market every year, with
each required to upload
and download 8.3Gbyte
of data per day, including
streamed infotainment,
HD navigation, vehicle
telemetry and adas set-
tings, as well as safety
critical information such
as severe weather updates
or passenger ill health.
Stretched across an au-

tonomous fleet, which
could include hundreds or
even thousands of vehi-
cles in a city or region,
this would produce an
abundance of data be-

yond that which could be
shared efficiently and
cost-effectively using ex-
isting 4G, or emerging
5G, networks. Oxbotica
has already started work
on addressing this with
on-road trials in London
last September.
OpenRoaming can

solve the large data trans-
fer problem for au-
tonomous vehicle fleets.
It is suited to connected
vehicles, with opportuni-
ties for wifi hotspots to be
deployed in locations
such as petrol stations,
EV charging locations,
parking structures and
vehicle service centres.

Cisco and Oxbotica unlock potential of connected cars
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Nexperia and Ricardo are
working together to pro-
duce a technology
demonstrator for an EV
inverter based on gallium
nitride (GaN) technology.
GaN is the preferred

switch for these applica-
tions as GaN fets lead to
systems with greater effi-
ciencies at lower costs
with improved thermal
performance and simpler
switching topologies. In
automotive terms this
means the vehicle has a
greater range.
GaN could be on the

brink of replacing silicon
based IGBTs and SiC as
the preferred technology
for the traction inverters
used in plug-in hybrids or
full battery electric cars.
Nexperia announced a

range of AEC-Q101-
approved GaN devices
last year, providing the
power density required
for electrification of the
powertrain.
“By designing our GaN

Nexperia and Ricardo
partner on GaN inverter

devices into an inverter
and trialling them through
Ricardo, we will be able
to better understand how
a vehicle can be driven
safely and reliably,” said
Michael LeGoff, general
manager for GaN at Nex-
peria.
Ricardo designs and

consults on concepts
within the automotive in-
dustry, including the
manufacture of proto-
types and demos, and
boasts collaborations with

brands such as McLaren
and Bugatti.
“Semiconductor tech-

nology is key to the effi-
ciency of the inverter
system and the role that it
plays in the performance
and efficiency of an elec-
trified vehicle,” said
Adrian Greaney, director
of technology at Ricardo.
“By delivering significant
benefits in terms of the
switching speed and effi-
ciency, gallium nitride is
a real enabling technol-
ogy. As well as leading to
increased range, it allows
us to reduce the package
size and weight of the in-
verter, which provides
greater powertrain design
flexibility as well as con-
tributing to vehicle mass
reduction. There are also
many associated benefits
that when we look at the
design from a system

Michael LeGoff (left) and Ricardo’s Simon Ansell

level, and Ricardo is
therefore pleased to be
collaborating with Nex-
peria on GaN devices.”
• Nexperia has introduced
silicon-based, Open Al-
liance-compliant ESD
protection for 100baseT1
and 1000baseT1Automo-
tive Ethernet systems.
The Open (for one-pair

ether-net)Alliance sig is a
non-profit alliance of au-
tomotive industry and
technology providers
who collaborate to en-
courage a wide scale
adoption of Ethernet-
based networks as the
standard in automotive
networking applications.
Its work is meant to pre-

pare IEEE and other in-
ternational standards.
Nexperia is a technical

member of the sig, and
has developed compliant
ESD protection devices
based on silicon technol-
ogy. Silicon-based ESD
protection devices are
said to offer a higher level
of protection – up to
30kV system level ro-
bustness – than technolo-
gies such as varistors.
“By design of the norm,

the Nexperia ESD PESD-
2ETH100-T and PESD-
2ETH1G-T work with
any phy,” said Jan
Preibisch, Nexperia’s ap-
plication marketing man-
ager.
“Our devices provide

outstanding robustness at
high data rates without
showing degradation like
other technologies.”

The 2021 Cadillac Es-
calade debuted last month
featuring LG Electronics’
P-OLED technology, and
marking the first use of a
curved OLED display in
a production vehicle.
The 96cm display is

comprised of three sepa-
rate P-OLED display
panels, the largest meas-
uring 43cm diagonally.
The three curved screens
make up the instrument
panel cluster for display-
ing basic vehicle-related
information and an inte-
grated central stack that
serves as an infotainment
display for audio, video
and navigation content.
The car includes aug-

mented reality-enabled
navigation and night vi-
sion, powered by LG-de-
veloped software. The
software isAsil compliant
and meets the ISO’s stan-
dard for the functional
safety of road vehicles.
The wide viewing

angle, curvature and bold
graphics make the P-
OLED display in a pro-
duction vehicle more
intuitive for drivers. The
flexibility and thinness of
OLED technology is also
attractive to premium car
makers who want to bring
innovations to their early
adopter audience.
“Debuting this technol-

ogy with a storied brand
such as Cadillac is not
only an honour, it con-
firms that our automotive

LG takes OLED from TV to Cadillac
solutions are among the
best the industry has to
offer,” said Kim Jin-yong,
president of the LG vehi-

cle component company.
“The years of knowledge
and experience LG has
accumulated in becoming

the global leader in
OLED TVs will be ap-
plied to improving the in-
car experience.”

LG P-OLED in 2021 Cadillac Escalade

Continental and Micron
Technology will work to-
gether to develop an ap-
plication-specific version
of Micron’s deep learning
accelerator technology
for infotainment, commu-
nications, adas and pow-
ertrain control systems.
The aim is for it to be

flexible and scalable
while delivering the low
power and performance
needed.
Continental plans to de-

ploy deep learning in
adas, in-cabin monitoring
and other connected and
autonomous mobility ap-
plications.

Continental and Micron explore deep learning

Hyundai and Kia have
developed what they say
is the world’s first predic-
tive connected shift sys-
tem that lets the vehicle
automatically shift to the
optimal gear after identi-
fying the road and traffic
conditions ahead.
Hyundai and Kia plan

to apply the technology
on future vehicles. Dur-
ing development, the
companies filed about 40
patents in South Korea
and abroad.
While the technologies

used to shift automati-
cally depend on drivers’
preferences, such as the
smart drive mode avail-
able on most Hyundai
and Kia models, the con-
nected shift system can
automatically shift the
gear according to road

and traffic conditions.
It uses intelligent soft-

ware in the transmission
control unit (TCU) that
collects and interprets
real-time input from un-
derlying technologies, in-
cluding 3D navigation
equipped with a precise
map of the road as well as
cameras and radar for
smart cruise control.
The 3D navigation

input includes elevation,
gradient, curvature and
various road events as
well as current traffic
conditions. Radar detects
the speed and distance be-
tween the vehicle and
others, and a forward-
looking camera provides
lane information.
Using all these inputs,

the TCU predicts the opti-
mal shift scenario for

real-time driving situa-
tions through an artificial
intelligence algorithm
and shifts the gears ac-
cordingly. For example,
when a relatively long
slow down is expected
and radar detects no
speed irregularities with
the car ahead, the trans-
mission clutch temporar-
ily switches to neutral
mode to improve fuel ef-
ficiency.
When Hyundai and Kia

tested a vehicle with the
system on a heavily
curved road, the fre-
quency of shifts in cor-
nering was reduced by
approximately 43 per cent
compared with vehicles
without the system. It
also reduced the fre-
quency of brake operation
by about 11 per cent.

Hyundai and Kia let cars change gear
automatically depending on road ahead
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Analog Devices (ADI) is
collaborating with Jungo
to develop a time-of-
flight (ToF) and 2D infra-
red camera to enable
driver and in-cabin moni-
toring in vehicles.
The combination of

ADI’s ToF technology
with Jungo’s CoDriver
software is expected to
enable the monitoring of
vehicle occupants for lev-
els of drowsiness and dis-
traction by observing
head and body position as
well as eye gaze.
It is also expected to en-

able smart vehicle inter-
action based on face,
body and hand gestures,
and offer a facial recogni-
tion capability that identi-
fies individuals in the
cabin and gives them ac-
cess to features such as
infotainment personalisa-
tion, personalised serv-
ices and ridesharing
payments.
“The collaboration be-

tween ADI and Jungo
opens the door to new and
innovative augmented re-
ality applications beyond
today’s gesture control,”
said Vlad Bulavsky, prod-
uct line director atAnalog
Devices. “We believe our
work together can bring
cabin sensing with ToF-
based driver and occupant
monitoring to the next

level and improve vehicle
safety.”
The 3D ToF is a type of

scannerless lidar that uses
high-power optical pulses
in durations of nanosec-
onds to capture depth in-
formation typically over
short distances from a
scene of interest.
ADI offers products to

enhance the capabilities
of 3D ToF systems, in-
cluding processing, laser
drivers and power man-
agement, along with de-
velopment boards and
software and firmware to
aid in quick implementa-
tion of 3D ToF.
The CoDriver software

uses deep learning, ma-
chine learning and com-
puter vision algorithms to
detect in real time the
driver state using driver
facing cameras. It also
supports in-vehicle full
detection technology with
functions such as count-
ing of the number of oc-
cupants, detection of seat
belt wearing or detection
or observing of critical
medical conditions.
“Jungo’s CoDriver

monitoring algorithms are
used by OEMs to keep
their drivers and passen-
gers safe and develop in-
novative use cases that
understand an occupant’s
state while in the vehi-

Analog Devices and
Jungo collaborate on
in-cabin monitoring

cle,” said Ophir Herbst,
CEO of Jungo. “We are
delighted to collaborate
with Analog Devices to
make vehicles smarter
and enable OEMs to
comply with regulations
and innovate in their
next-generation vehicles
by using our algorithms
and ADI’s leading ToF
technology.”
Jungo is integrating its

driver monitoring system
and in-cabin monitoring
AI software with LG In-

notek’s in-cabin sensors.
This collaboration en-
ables automotive OEM
and tier-one suppliers to
add this functionality
quickly into vehicles.
“We are happy to work

with LG Innotek and are
impressed with the qual-
ity of the team and the
camera module,” said
Herbst.
Jungo also plans to use

its AI in Qualcomm’s
Snapdragon automotive
cockpit platforms.

The technology checks for driver distraction

Wireless security com-
pany InfiniDome has
launched OtoSphere,
claimed to be the world’s
first GPS cyber protection
product tailored for com-
mercial and consumer ve-
hicles.
“Cash in transit, high-

end cargo transportation
and autonomous vehicle
applications all depend on
GPS for localisation, tim-
ing and monitoring,“ said
Omer Sharar, InfiniDome
CEO. “Without protec-
tion, all of these applica-

tions are completely dis-
abled today by a $30 GPS
jammer bought online.”
OtoSphere mitigates a

real threat of GPS attacks
by cargo thieves against
commercial vehicles.
When protected with
OtoSphere, vehicles are
able to detect an attack,
alert the system and SoC,
and protect the system al-
lowing it to continue nor-
mal operations. It can be
added to any GPS system
as a retrofit module in-
stalled inline between the

GPS receiver and two an-
tennas or as an OEM,
retrofitted inside any
telematics system.
The technology comes

with a proprietary GPS
cyber protection cloud
that collects all attack
data from the protected
vehicles in the field and
allows for real-time at-
tack alerts including
where the attack took
place and its duration.
It allows these critical

data to be integrated and
then aggregated into the

fleet’s security operation
centre.
“Our innovative tech-

nology is field-proven
and shipped to numerous
customers all over the
world,” said Ehud Sharar,
InfiniDome president.
“Our commercially avail-
able products allow the
vehicle industry to con-
tinue relying on the avail-
ability of GPS for
navigation, tracking, sen-
sor fusion and V2X,
which simply don’t work
without it.”

InfiniDome protects GPS from cyber attacks

Genesis GV80 SUV uses Ranc noise cancellation

Hyundai’s Genesis GV80
SUV, unveiled in January
in Korea, is the first pro-
duction car to use the
Ranc road-noise active
noise control system de-
veloped in collaboration
with Samsung subsidiary
Harman.
The system reduces the

in-cabin noise level by
cancelling out unwanted
sound originating from
the tyres and road sur-
faces while driving. The
car will also incorporate
other technologies from
Harman’s Halosonic suite
of sound management
products.
A study commissioned

by Harman found that
road noise was the
biggest auditory distrac-
tion for drivers in the car.
The system actively re-

duces noise in real time

by emitting sound waves
inverted to the incoming
noise. The Ranc control
processor uses reference
signals received from ac-
celeration sensors placed
along the suspension and
chassis to predict noise
transferred into the cabin

and to generate an anti-
noise wave in real time.
Compute time and sig-

nal transfer speed are op-
timised to allow for an
analysis of the intruding
noise and the generation
of the anti-noise within
milliseconds, thereby pre-

venting the noise from
reaching the occupants’
ears.
Error microphones con-

stantly monitor the sys-
tem performance in each
seat location to ensure a
more pleasant ride for all
vehicle occupants.

Hyundai SUV uses Harman noise cancellation

Engineering R&D firm
Altran and 5Tonic, an
open research and inno-
vation laboratory of
which Altran is a mem-
ber, are collaborating on
5G mobile projects to im-
prove the reliability and
performance of adas.
With its main lab at the

Imdea Networks Institute
in Madrid, 5Tonic helps
organisations by develop-
ing and delivering mar-
ket-ready 5G technology.
Altran’s open-source
edge computing platform,
Ensconce, was integrated

with 5Tonic as part of the
lab’s 5G network.
The platform lays the

foundation for immersive
and time-sensitive appli-
cations that are emerging
across industries.
“Working with mem-

bers of 5Tonic and the
automotive ecosystem,
Altran’s research and in-
novation in the future of
mobility aims to bring
safety-critical 5G capabil-
ities to autonomous driv-
ing,” said Walid Negm,
group chief innovation
officer at Altran.

Altran works with 5Tonic on 5G for adas
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IoT company Aeris has
launched a mobility suite
to help automotive OEMs
deploy engaging and
valuable connected vehi-
cle programmes quickly.
As connected car pro-

grammes mature, many
OEMs are finding them-
selves limited by first-
generation IoT software
infrastructure that is cum-
bersome to work with and
incapable of supporting
revenue-generating use
cases that consumers de-
mand, such as over-the-
air upgrades, vehicle
sharing and on-demand
services such as repairs
and refuelling.
The end-to-end, cloud-

agnostic IoT suite was
built to help automotive
OEMs in a connected
world. It provides modu-
lar software components
to deploy connected vehi-
cle programmes globally,
and to upgrade existing
software infrastructure to
improve customer en-
gagement and retention.
Aeris has a track record

working with tier-one
partners to deliver com-
plete, optimised working
systems in under six
months. This timeline is
accelerated by well-de-
fined APIs that support
each component of the
suite and over 200 pre-de-

Aeris mobility suite speeds
connected car programmes

fined vehicle lifecycle
and supply chain business
processes, including
CRM and payments,
which facilitate imple-
mentation in each OEM’s
operating environment.
Many connected vehi-

cle programmes suffer
from high latency, which
contributes to sub-par
user satisfaction and en-
gagement. The suite ad-
dresses this with a loosely
coupled service delivery
architecture that delivers
less than 3s response
times, while ensuring
military-grade security at
network, transportation
and application levels, in-

cluding two-factor au-
thentication.
The loosely coupled ar-

chitecture lets OEMs de-
ploy innovations such as
car sharing without
touching the vehicle. It
includes modular compo-
nents to monetise in-de-
mand use cases.
There are over-the-air

firmware update capabili-
ties; pre-built application
features spanning con-
nected car and fleet
management; and sub-
scription management for
global marketplaces span-
ning hundreds of products
and services across multi-
ple brands, models, geog-

raphies, languages and
currencies.
A cloud-agnostic cap-

sule architecture stream-
lines deployment of a
global programme across
multiple public and pri-
vate clouds while main-
taining local flexibility,
autonomy and GDPR
compliance.
It is modular down to

the component level, en-
abling a customisable ap-
proach to each user’s
requirements. Rest APIs
make it possible for
OEMs to leverage the en-
tire stack or pick and
choose the components
needed to deliver on each
programme.
“Aeris has deep experi-

ence supporting automak-
ers on the journey from
unconnected product to
connected service, and
we’ve leveraged our real,
practical know-how to
build a platform that does
it all,” said Raj Kanaya,
CMO atAeris. “TheAeris
mobility suite lets car
companies immediately
deliver on their vision to
expand from making and
selling cars to offering a
constantly evolving array
of innovative and engag-
ing subscription-based
transportation experi-
ences that work seam-
lessly in the real world.”

Aeris mobility suite
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Last month’s Embedded World in Nuremberg was smaller than usual as
both exhibitors and visitors stayed away due to fears over the coronavirus,
but those who went had a good show. Steve Rogerson reports

GOING VIRAL
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U-Blox is targeting automotive applications with the Jody-W3 modules
that combine Wifi 6 and Bluetooth 5.1.
“They are automotive grade and this is the highest standard that we

test our products to,” said Joakim Rydén (pictured), senior product
manager. “It can be used in the infotainment system, as a wifi hotspot for
example. It will work with Apple CarPlay and Google Auto. It can also be
used for keyless entry systems.”
The modules can be used for in-car infotainment and connectivity

systems. They can operate in concurrent dual Wifi 2.4 and 5GHz, dual-
Mac, and in 2x2 mimo on 5GHz.
Each supports Bluetooth LE and Bluetooth LE 5.1 features such as a

data rate of 2Mbit/s (phy), extended advertising and long range. They are
based on the AEC-Q100-qualified Marvell Q9098 chip.
The modules require a host processor running a Linux or Android

operating system.

U-Blox combines wifi and Bluetooth

Lattice Semiconductor in-
troduced the MVision
stack, which includes the
modular hardware devel-
opment boards, design
software, embedded vi-
sion IP portfolio, and ref-
erence designs and demos
needed to implement sen-
sor bridging, sensor ag-
gregation and image
processing applications.
The stack can accelerate
and simplify the imple-
mentation of embedded
vision systems such as
machine vision, adas,
drones and AR and VR
for the industrial, auto-
motive, consumer, smart
home and medical mar-
kets.

Lattice Semiconductor stack enables embedded vision

“Industrial and automo-
tive problems are solved
in a similar fashion,
where you need a good

quality camera for adas or
machine vision,” said
Dirk Seidel, senior prod-
uct marketing manager at

Lattice. “We created the
MVision stack for low-
power embedded vision.”
Embedded vision, he
said, was a key element
for adas for looking at the
environment around the
car. It can also be used for
driver monitoring, and for
evidence gathering after
an accident.
“We have design-ins for
automotive,” he said, but
the cycles are very long
so we will see these in the
next couple of years.”
Features of the stack in-
clude a video interface
platform comprising
modular hardware devel-
opment boards with sup-
port for various video and
IO interfaces commonly
used in embedded vision
applications, including
Mipi, LVDS, Display-
Port, HDMI and USB.

The boards support Lat-
tice FPGAs including
CrossLink, ECP5 and
CrossLink-NX, based on
the firm’s Nexus plat-
form.
The stack includes a se-
lection of ready-to-
implement IP cores for
interfacing to Mipi and
LVDS image sensors,
image signal processing
pipelines, common con-
nectivity standards such
as USB and Gigabit Eth-
ernet, and display stan-
dards such as HDMI,
DisplayPort, and GigE
Vision.
It supports both of Lat-
tice’s FPGA design tools
–Diamond and Radiant.
The tools help accelerate
and simplify the program-
ming of FPGAs by au-
tomating many common
design tasks.
To accelerate system
development, MVision
offers complete refer-
ence designs for common
embedded vision uses in-
cluding sensor bridging,
sensor aggregation and
image processing.
For those needing help
to get their embedded vi-
sion systems to market,
Lattice has developed a
network of design service
partners who can support
a range of customer
needs, from developing
individual functional de-
sign blocks to completeDirk Seidel: “We have design-ins for automotive.”

Lattice MVision stack

turn-key offerings.
“We are also seeing in-
terest in automotive for
platform security,” said
Seidel. “If someone
wants to hack a car, we
have a security platform

to stop that. We have a
device with a safety en-
gine inside. It can protect
all the firmware in the
car.”
This can protect the
firmware from the owner

too. Some owners hack
their own firmware to say
make the car go faster,
but that can have prob-
lems with braking that
might not be designed for
those speeds.
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To facilitate the installa-
tion of safety features that
reduce the risk of acci-
dents for large vehicles
such as buses and
coaches, Via unveiled the
Mobile 360 M810 sys-
tem.
With its AI and com-
puter vision technologies,
the M810 supports a
complete range of adas
features including for-
ward collision warning,
blind spot detection and
lane departure warning
that give drivers real-time
alerts of impending risks
so that they can take im-
mediate action to prevent
potential accidents.
Dynamic moving object
detection and park assis-
tant system features can

also be enabled using an
FoV-190˚ rear-view cam-
era.
“More regulations are
driving demand, so we
wanted to make it easier
for our customers to in-
stall,” said Richard
Brown, vice president at
Via Technologies. “We
integrate with the cloud
viaAWS. This means it is
easy to do a low-cost
dashcam rather than hard
to integrate it all to-
gether.”
To boost driver atten-
tiveness, the system can
be configured with
Mobile 360 DMS driver
monitoring system tech-
nology that automatically
detects drowsiness and
distractions. The driver

Via brings adas
to large vehicles

authentication feature in
the DMS further boosts
safety and security using
facial recognition tech-
nology.
“The Via Mobile 360
M810 makes it conven-
ient and affordable for
bus operators to deploy
smart safety systems in
their fleets,” said Brown.
“With its advanced driver
assistance features and
flexible customisation op-
tions, the system enables
them to address critical
challenges such as reduc-
ing the incidence of colli-
sions with pedestrians,
cyclists and motorcy-

clists.”
The M810 is available
now and comprises a set
of hardware, software, AI
algorithms, cameras and
other peripherals that can
be configured to meet re-
quirements.
“The challenge is to
have a standard system
that can be configured for
different environments,”
said Brown.
The rugged in-vehicle
system has a wide operat-
ing temperature and 9 to
36V DC-in with IGN.
Six Fakra ports enable
flexible FoV-40˚ and
FoV-190˚ camera config-
uration options for adas,
DMS, surround view and
DVR (digital video
recording) functionality.
It has Gigabit Ethernet
plus optional 4G LTE,
wifi and Bluetooth 4.1
connectivity. IO expan-
sion capabilities include
two Can bus ports, two
USB 3.0 ports, one Com
port, one HDMI port, two
M.2 Sata slots, one Micro
SD card slot and oneMini
PCIe slot.
Also provided are ca-
bles, an optional 25.6cm
projective capacitive
screen and calibration
software tool.Richard Brown: “We wanted to make it easier.”

Via Mobile 360 M810 system

Designers of automotive
self-driving systems can
enable higher-speed
autonomous driving
through lidar ICs from
Maxim Integrated, ac-
cording to Maurizio
Gavardoni, a principal
member of the company’s
technical staff.
He said compared with
the closest competitive
product, the Max 40026
comparator and Max
40660 and 40661 tran-
simpedance amplifiers
(TIAs) enable 15km/h
faster autonomous driv-
ing at highway speeds by
providing more than
twice the bandwidth and
accommodating 32 addi-
tional channels (128 ver-
sus 96) to a lidar module
within the same module
size.
With automotive self-
driving systems evolving
from 50 to 100km/h and
beyond, lidar sensors are
playing an increasing role
in the fusion of vehicle
sensors for their ability to
provide accurate distance
measurement of objects.
“Lidar is one of the
technologies making au-
tonomous driving possi-
ble,” said Gavardoni.
With more than twice
the bandwidth and the
ability to accommodate a
third more channels
within the same lidar
module size, the TIAs
provide optical receiver
designers with higher-res-

Maxim lidar chip speeds autonomous driving
olution images that en-
able faster autonomous
driving systems.
The total size of the
40026 comparator plus
the 40660 and 40661
TIAs is said to be 5mm2

smaller than the closest
competitor, which allows
developers to fit more
channels into space-con-
strained vehicle plat-
forms. These ICs have
AEC-Q100 qualification,
ESD performance and
failure modes, effects and
diagnostic analysis to
support ISO 26262 at the
system level.
The TIAs support 128
channels with a band-

width of 490MHz for
40660 and support higher
accuracy distance meas-
urement in lidar applica-
tions; in addition, the low

propagation delay disper-
sion of the 40026 (10ps)
contributes to accurate
detection of both fixed
and moving objects.

Maurizio Gavardoni: “Lidar is making
autonomous driving possible.”

LDRA and Intland Soft-
ware announced a part-
nership to accelerate
workflow from require-
ments to verification for
the critical software de-
velopment domains of
automotive, medical de-
vice, aerospace and mili-
tary applications.
In addition, the inte-
grated LDRA tool suite
and Intland’s Code-
Beamer ALM product fa-
cilitates and reduces the
cost of compliance with
critical embedded func-
tional safety and security
software standards such
as ISO 26262 in automo-
tive applications.
“Industry demands safe
and secure code in these

critical devices and appli-
cations, and this integra-
tion helps by enabling
rigorous, traceable and
transparent development
and verification meth-
ods,” said Ian Hennell,
operations director at
LDRA. “We believe
development teams
throughout the critical
embedded industry will
fully leverage this inte-
gration package.”
The integration is en-
abled by the LDRA TB
Manager integration
package for CodeBeamer.
Leveraging this integra-
tion and corresponding
workflow, developers use
CodeBeamer in agile de-
velopment processes to

manage requirements,
quality assurance activi-
ties, risks and operations
collaboratively.
The LDRA tool suite
links those requirements
and activities to the soft-
ware analysis and verifi-
cation process. This
provides traceability and
transparency into and
throughout the develop-
ment lifecycle, support-
ing regulatory audit
processes and standards
compliance.
For developers, the in-
tegration can save time
and money by accelerat-
ing iterative development
while enabling require-
ments change and rapid
impact analysis.

Intland and LDRA accelerate software development
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Ian Ferguson joined Lynx
late last year with a mis-
sion to see technology
normally used in aero-
space and defence appli-
cations find a home in
modern vehicles.
“I wanted to go from
30,000 feet to three feet,”
said the company’s VP of
marketing. “I am looking
at where the technology
can take us. We are look-
ing at secure gateways for
cars where you are em-
bedding different operat-
ing systems and making
sure things such as the
brakes work no matter
what else is going on.”
The company has an
existing partnership with
Etas where a real-time
operating system is run-
ning alongside Linux.
“We have been doing

this for two years,” he
said, “but it is still in an
early stage. The RFPs we
have been involved with
will manifest themselves
in the 2023 to 2025 time-
frame for automotive. We
are talking about secure
gateways in ECUs.”
He said automotive was
on a path back to cen-
tralised computing, which
meant different tasks run-
ning on one platform.
“This is being driven by
a need to reduce cost,
footprint and power, es-
pecially as we move to-
wards electric vehicles,”
he said. “That is why we
are seeing Linux and rtos
on the same hardware.”
At the show, Lynx dis-
closed significant adop-
tion behind Mosa.ic, the
software framework for

the development and inte-
gration of complex multi-
core safety or security
systems.
“Within a year of
launch, we announced the
first major programme
adoption of Lynx Mosa
.ic, with the Joint Strike
Fighter, and will be an-
nouncing further adop-
tions in the aerospace and
defence sector as those
engagements mature,”
said Ferguson. “We see
strong interest across
markets with customers
focused on harnessing
Mosa.ic for specific auto-
motive and industrial as
well as aerospace applica-
tions. We will be an-
nouncing new products
starting in 2Q 20.”
Mosa.ic lets developers
collapse development and

integration cycles for cre-
ating, certifying and de-
ploying robust, secure
platforms for manned and
autonomous systems. The
software framework ad-
dresses this through pack-
ages that include rtos,
bare metal and commer-
cial operating systems for
expedited design, integra-
tion and test of complex
critical systems.
In contrast to a tradi-
tional rtos platform,
where all hardware con-
trol, real-time scheduling,
security, multimedia and
application runtime serv-
ices are integrated into a
common stack, Mosa.ic
allows system architects
to subdivide systems into
smaller, independent
stacks that include only
the dependencies needed.

Man with a mission

Ian Ferguson:
“I am looking
at where the
technology
can take us.”

Green Hills Software and
Tata Elxsi showed a
jointly developed soft-
ware-driven, integrated
automotive cockpit.
The e-cockpit runs on
the Green Hills Integrity
real-time operating sys-
tem andMultivisor secure
virtualisation. It supports
infotainment, instrument
cluster, HUD and adas
functionalities on one
SoC while maintaining
safety, security and per-
formance.
The demonstration
paired the cockpit with
theAsil-certified Integrity
and its Multivisor archi-
tecture to consolidate
mixed-criticality applica-
tions on an automotive-

grade Renesas R-Car H3
processor. Multivisor
runs Linux and Android
in independent, secure
virtualised partitions. The
infotainment is based on
Automotive Android and
the instrument cluster is
running on Linux.
Infotainment features
are shown through a 2D
and 3D custom HMI on
Android. V2X features
are also integrated and
displayed on the instru-
ment cluster as warning
messages. The Linux
guest OS is partitioned
using Linux containers to
accommodate sub do-
mains such as adas.
A separate Linux con-
tainer runs Tata sensor-fu-

Green Hills and Tata demo
software-defined cockpit

sion adas IP over Tata’s
own Adaptive Autosar.
Complete vehicle inter-
face functionality is based
on Tata’s own classic
Autosar 4.3.
This enables safe and
secure execution of appli-
cations running graphics
and multimedia while at
the same time ensuring
the safe operation of crit-
ical functions, such as the
tell-tale status and warn-
ing lights.
“We are working with
Tata and several other
tier-ones,” said Joe Fab-
bre, Green Hills technol-
ogy director. “People can
run the IVI on Linux or
Android. There are still
two safety-critical do-
mains on the platform
with our Asil software.
They can be handled by
Integrity without expos-
ing them to Android or
Linux.”
Though this was shown
at CES earlier this year,
the two companies have
been continuing the de-
velopment, including
adding Alexa to the IVI
so voice can be used for
searching and choosing
music to play.
“Video and audio play-
back has also been im-
proved since CES,” said
Fabbre.
Green Hills was also

showing its hypervisor
working on Marelli’s
AMOLED display multi-
OS cockpit. Based on the
Qualcomm Snapdragon
platform, this software-
defined automotive
cockpit uses Android
combined with digital
cluster and safety applica-
tions in a single ECU.
Both domains are safely
and securely consolidated
and separated by Integrity
and Multivisor.
The Marelli platform
relies on Integrity tech-
nology, certified up to and
including ISO 26262Asil
D, and its safe and secure
Multivisor virtualisation
services to combine
safety-critical services
driving multiple displays,
such as the instrument
cluster with Android-
based IVI.
The two displays are
separate AMOLED 1920
x 720s bonded together
under a unique glass. In
addition, the Marelli soft-
ware teams use the Asil
D-qualified Multi inte-
grated development envi-
ronment to build and
debug their software to
improve performance,
safety and security.
“The Marelli demo was
also at CES, but now they
have added a third
screen,” said Fabbre.

Joe Fabbre: “We are working with Tata and
several other tier-ones.”
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A spin-out from North-
western University and
headquartered in Chic-
ago, Tanvas was showing
what it claimed was the
world’s first automotive
multi-touch display to
produce programmable
textures and haptic effects
with a solid-state actuator.
The company has been
around since 2011 and
has raised $12m in fund-
ing. It is working on its
series B round this year.
“Our co-founders are
experts in haptics,” said
CEO Phillip LoPresti.
“We have integrated hap-
tics with multi-touch and
this brings the ability to
put tactile textures on the
screen without using
vibrations. It is fully solid
state.All others use vibra-
tions or ultrasonics.”
The piezo-free, non-vi-
brating automotive multi-
touchscreen display can
let car manufacturers pro-
duce custom, program-
mable textures and haptic
effects on the screen’s
smooth glass surface.
A 38cm display, devel-
oped in partnership with
Innolux, implements Tan-
vasTouch technology to
produce an infinite vari-
ety of software-defined
textures and haptic effects
that can be felt with the
swipe of a finger.
Streamlined surfaces
are replacing physical
knobs and dials inside the

Tanvas creates tactile touch without vibrations

cabin, and this technol-
ogy assists the driver to
find and adjust controls
while keeping eyes on the
road.
The technology, which
uses an electric field to
modulate friction locally
where the user’s fingers
move across a surface, is
a replacement for tradi-
tional vibrotactile haptics
in automotive applica-
tions. This is because it
has no moving parts and
generates no vibration.
“We use electro-adhe-
sion,” said LoPresti.
“This is electrostatic
forces that physically pull
your skin closer and in-
crease friction to create
various effects.”

Because there are no vi-
brations, there is no need
to build dampening struc-
tures into the assembly of
a display.
“You don’t want any-
thing vibrating in the
car,” he said. “If the
screen vibrates and it is
attached to the dash, that
then vibrates and the
steering wheel vibrates.
So car makers put in
dampening hardware to
stop this. Our technology
can eliminate the need to
do that.”
Unlike electro-mechan-
ical haptics, solid-state
haptic technology can be
implemented in any dis-
play format, including
large and curved displays.

The technology can be
deployed on surfaces of
any shape. Suitable sub-
strates include glass, plas-
tic, metal, ceramics and
natural surfaces.
The technology pro-
vides freedom for the car
manufacturer to create a
uniform or harmonious
touch experience across
multiple surfaces, not
only the display screen,
but also the steering
wheel, exterior door han-
dle and even upholstery.
“The automotive dis-
play has until now been a
predominantly visual in-
terface even though the
focus of the driver’s eyes
should be on the road, not
on the screen,” said Lo-

Presti. “Tanvas’ technol-
ogy, now realised for the
first time with an automo-
tive-qualified display
supplier, allows car man-
ufacturers to create a rich
and vivid palette of ef-
fects and textures to en-
able touch rather than
vision to become the pri-
mary means of control of
the centre information
display.”
Automotive manufac-
turers can implement the
technology with a propri-
etary controller, which
performs multi-touch
sensing and haptics con-
trol. This may be supplied
in various forms includ-
ing as an IC or as a mod-
ule.
“The trend is to have
more displays and bigger
displays, and remove the
buttons and put them on
the screens,” he said.
“The problem is that you
don’t want the driver
looking at the display. Be-
cause our technology is
something you can feel,
you can glance at the
screen and run your fin-
gers along to find the but-
tons.”
He said several car
makers were working on
screens using this tech-
nology, but they couldn’t
be named yet.
“We believe this will be
in an actual vehicle as
early as 2023 or 2024,”
he said.

Phillip LoPresti: “We can put textures on the screen without vibrations.”

As part of its commitment
to producing the network-
ing software for automo-
tive, HCC Embedded has
added TC8 test cases for
validating a TCP/IP stack
to its Safety Integration
Test Bench.
TC8 is the technical
committee responsible for
the Open Alliance Auto-
motive Ethernet ECU test
specification, which en-
sures that a TCP/IP stack
conforms to minimum
standards of interoper-
ability. Automotive de-
velopment teams who use
this standard reference to
ensure consistency of im-
plementation can reduce
the cost of verification
while improving reliabil-
ity.
The test bench is avail-
able to help software de-
velopers with the
integration of HCC’s
safety element out of con-
text (SEooC) TCP/IPv4
network stack. It includes
the test suite for both cov-
erage and functional vali-
dation, which can be
executed in a develop-
ment environment and
identically during target
integration.
This test suite imple-
ments all the TCP/IP tests
specified in the TC8 Au-
tomotive Ethernet ECU
test specification and lets

engineers verify that the
target TCP/IP stack con-
forms to this minimum
specification for consis-
tent communications
within automobiles.
Because these TC8 test
suites are part of the test
bench, automotive devel-
opers can take an off-the-
shelf test suite and not
only prove that their net-
work stack conforms to
TC8 during development,
but also run the tests on
the integrated vehicle.
In addition, developers
can test other network
stacks independent of im-
plementation and com-
pare results.
The TC8 test cases
complement HCC’s al-
ready available Autosar
test suite for TCP/IP.
“HCC is committed to
providing trusted reusable

software components to
help accelerate the devel-
opment of automotive
systems,” said Dave
Hughes, CEO of HCC
Embedded. “To this end,
we are adding industry-
developed and recognised
test specifications to the
process of validating our
software. The Safety Inte-
gration Test Bench is an
integral part of HCC’s ef-
fort to help customers
validate SEooCs both in
development and during
target integration.”
HCC Embedded devel-
ops deeply embedded
software components out
of context, which ensures
they can be used as core
elements of any system,
including those engi-
neered to meet stringent
requirements for safety,
quality and portability.

HCC Safety Integration Test Bench

HCC TC8 test suite
validates TCP/IP stacks
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It’s the moonshot of our time.
From sensors to artificial
intelligence (AI), the classic

electronics supply chain has
formed a collaborative matrix
dedicated to making autonomous
vehicles safe. To that end, there is
much to be done in hardware and
software development to ensure
drivers, passengers and
pedestrians are protected.

While machine learning and AI
have a role to play, their
effectiveness depends on the
quality of the incoming data. As

DDDDRRRRIIIIVVVVEEEE  MMMMEEEE  TTTTOOOO  TTTTHHHHEEEE  MMMMOOOOOOOONNNN
Chris Jacobs believes the cognitive vehicle is built
on foundational, high integrity sensor data

such, no autonomous vehicle can
be considered safe unless it is
built on a foundation of high
performance, high integrity sensor
signal chains, to supply the most
accurate data consistently upon
which to base life or death
decisions.

Like the original moonshot,
there are many obstacles on the
road to safe autonomous vehicles.
Recent high profile incidents
involving self-driving vehicles

feed into the nay-sayer narrative
that vehicles and the
environments in which they
operate are too complex, there are
too many variables, and the
algorithms and software are still
too buggy. 

For anyone who has been
involved with compliance testing
to the ISO 26262 functional safety
standard, they’d be forgiven for
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being sceptical. And that
scepticism is supported by charts
comparing the number of physical
kilometres driven to the number
of disengagements from
autonomous mode for five
autonomous vehicle companies
testing in Silicon Valley in 2017,
see Fig. 1. 

Figures for 2019 have yet to be
compiled, but reports for
individual companies are
available online.

However, the goal has been set
and the imperative is clear:
vehicle autonomy is coming, and
safety is paramount. The
unofficial 2018 California
autonomous vehicle Department
of Motor Vehicles (DMV)
numbers show the number of

disengagements per kilometre is
decreasing, which also shows that
the systems are getting more
capable. However, this trend
needs to be accelerated.

Putting collaboration and new
thinking first, automotive
manufacturers are talking directly
to silicon vendors; sensor makers
are discussing sensor fusion with
AI algorithm developers; and
software developers are finally
connecting with hardware
providers to get the best out of
both. Old relationships are
changing, and new ones are
forming dynamically to optimise
the combination of performance,
functionality, reliability, cost and
safety in the final design.

End to end, the ecosystem is

pursuing the right models upon
which to build and test fully
autonomous vehicles for quickly
emerging applications such as
robo-taxis and long-haul trucking.
Along the way, higher degrees of
automation are being achieved
rapidly as a result of
improvements in sensors that push
the state of the art in adas.

These sensor technologies
include cameras, lidar, radio
detection and radar, mems, inertial
measurement units (IMUs),
ultrasound, and GPS, which all
provide the critical inputs for AI
systems that will drive the truly
cognitive autonomous vehicle.

Cognitive vehicles
Vehicle intelligence is often
expressed as levels of autonomy.
Level 1 (L1) and L2 are largely
warning systems, while a vehicle
at L3 or greater is empowered to
take action to avoid an accident.
As the vehicle progresses to L5,
the steering wheel is removed and
the car operates fully
autonomously, see Fig. 4.

In these first few generations, as
vehicles start to take on L2
functionality, the sensor systems
operate independently. These
warning systems have a high false
alarm rate and are often turned off
since they are a nuisance.

To achieve fully cognitive
autonomous vehicles, the number
of sensors increases significantly.
Additionally their performance
and response times must greatly
improve, see Figs. 2 and 3.

With more sensors built into
vehicles, they can also better
monitor and factor in current
mechanical conditions, such as
tyre pressure, change in weight
(for example, loaded versus

Fig. 1: Miles driven per disengagement in California for the top
five autonomous driving manufacturers from December 2017 to
November 2018; in total, 28 companies actively tested vehicles in
public during that period in California and a total of 2,036,296
miles were driven in autonomous mode and 143,720
disengagements were encountered

Fig. 2: Various sensing modalities are used for perception and
navigation vehicles for adas; they tend to work independently and
provide warnings to drivers so they can adapt accordingly

Fig. 3: Fully cognitive vehicle that is aware of both the present and
historical state and nature of its surroundings, as well as its own
state (position, rate of speed, trajectory and mechanical condition)
is necessary for safe autonomous vehicles

unloaded, one passenger or six),
as well as other wear and tear
factors that might affect braking
and handling. With more external
sensing modalities, the vehicle
can become more cognitive of its
health and surroundings.

Advances in sensing modalities
allow an automobile to recognise
the current state of the
environment and be aware of its
history. 

This sensing ability can be as
simple as awareness of road
conditions, such as the location of
potholes, or as detailed as the
types of accidents and how they
occurred in a certain area over
time.

At the time these cognitive
concepts were developed, the
level of sensing, processing,
memory capacity and connectivity
made them seem far-fetched, but
much has changed. Now these
historical data can be accessed
and factored into real-time data
from the vehicle’s sensors to
provide increasingly accurate
degrees of preventive action and
incident avoidance.

For example, an IMU can detect
a sudden bump or swerve
indicating a pothole or an
obstacle. In the past, there was
nowhere to go with this
information, but real-time
connectivity now allows these
data to be sent to a central
database and used to warn other
vehicles of the hole or obstacle.
The same is true for camera,
radar, lidar and other sensor data.

These data are compiled,
analysed and fused so they can
inform the vehicle’s forward-
looking comprehension of the
environment in which it operates.
This allows the vehicle to act as a

learning machine that will
potentially make better, safer
decisions than can a human.

Decision making 
Much progress has been made in
advancing vehicle perception. The
emphasis is on gathering the data
from the various sensors and
applying sensor fusion strategies
to increase their complementary
strengths, and support their
respective weaknesses, under
various conditions, see Fig. 5.

Still, much has yet to be done if
they are to be truly viable for the
problems the industry faces. For
example, cameras can calculate
lateral velocity, that is the speed
of an object traveling
orthogonally to the direction of

travel of the vehicle. Still, even
the best machine-learning
algorithms require around 300ms
to make a lateral movement
detection with sufficiently low
false alarm rates. For a pedestrian
moving in front of a vehicle
moving at 100km/hr, milliseconds
can make the difference between
superficial and life-threatening
injuries, so response time is
critical.

The 300ms delay is due to the
time required to perform delta
vector calculations from
successive video frames. Ten or
more successive frames are
required for reliable detection:
this needs to be brought down to
one or two successive frames to
give the vehicle time to respond.
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Fig. 5: Each sensing modality has its own strengths and
weaknesses but, with appropriate sensor fusion strategies, their
strengths can be complementary and their weaknesses supported

Radar has the capability to
achieve this.

Similarly, radar has many
advantages for speed and object
detection, such as high resolution
in both azimuth and elevation, as
well as the ability to see around
objects, but it too needs to provide
more time for the vehicle to react. 

With a goal of 400km/hour or
greater unambiguous velocity
determination, developments in
77 to 79GHz operation are
making headway. This level of
velocity determination may seem
extreme but is necessary to
support complex divided highway
use cases where vehicles are
traveling in opposite directions at
speeds in excess of 200km/hr.

Bridging cameras and radar is
lidar, the characteristics of which
have made it a viable and
essential element of the fully
cognitive vehicle, see Fig. 6. But
it too has challenges that need to
be overcome going forward.

Lidar is evolving into compact,
cost-effective solid-state designs
that can be placed at multiple
points around the vehicle to
support full 360˚ coverage. It
complements radar and camera

systems, adding higher angular
resolution and depth perception to
provide a more accurate 3D map
of the environment.

However, its operation at near
infra-red (IR) (850 to 940nm) can
be harmful to the retina so its
energy output is tightly regulated
to 200nJ per pulse at 905nm. But
by migrating to shortwave IR, at
over 1500nm, the light is
absorbed over the entire surface of
the eye. This allows more relaxed
regulatory requirements of 8mJ
per pulse. At 40,000 times the

Fig. 6: The fully cognitive vehicle will be enabled in large part
through 360˚ visibility using advanced radar, lidar and cameras,
along with inertial measurement units and ultrasound

Fig. 4: Autonomous driving levels and sensor requirements

energy level of 905nm lidar,
1500nm pulsed lidar systems
provide four times longer range.
Also, 1500nm systems can be
more robust against certain
environmental conditions, such as
haze, dust and fine aerosols.

The challenge with 1500nm
lidar is cost, which is largely
driven by the photodetector
technology, which today is based
on InGaAs technology. Increasing
quality with high sensitivity, low
dark current and low capacitance
is the key enabler for the 1500nm
lidar. Additionally, as lidar
systems progress into generation
two and three, application
optimised circuit integration will
be needed to drive size, power and
overall system cost down.

Beyond ultrasound, cameras,
radar and lidar, there are other
sensing modalities that have
critical roles to play in enabling
fully cognitive autonomous
transportation. GPS lets a vehicle
know where it is at all times. That
said, there are places where GPS
signals are not available, such as
in tunnels and among high-rise

buildings. This is where inertial
measurement units can play a
critical role.

Though often overlooked, IMUs
depend on gravity, which is
constant, regardless of
environmental conditions. As
such, they are useful for dead
reckoning. In the temporary
absence of a GPS signal, dead
reckoning uses data from sources
such as the speedometer and
IMUs to detect distance and
direction travelled, and overlays
these data onto high definition
maps. This keeps a cognitive
vehicle on the right trajectory
until a GPS signal can be
recovered.

High quality data
As important as these sensing
modalities may be, none of these
critical sensor inputs matter if the
sensors themselves are not
reliable and if their output signals
are not captured accurately to be
fed upstream as high precision
sensor data: the phrase “garbage
in, garbage out” has rarely held so
much importance.

To achieve this, even the most
advanced analogue signal chains
must be continuously improved to
detect, acquire and digitise sensor
signal outputs so their accuracy
and precision do not drift with
time and temperature. With the
right components and design best
practices, the effects of
notoriously difficult issues such as
bias drift with temperature, phase
noise, interference and other
instability-causing phenomena
can be greatly mitigated. High
precision and high quality data are
fundamental to the ability of
machine learning and AI
processors to be properly trained

and to make the right decisions
when put into operation. And
there are few second chances.

Once the data’s quality is
assured, the various sensor fusion
approaches and AI algorithms can
respond optimally towards a
positive outcome. It’s simply a
fact that no matter how well an AI
algorithm is trained, once the
model is compiled and deployed
on devices at the network edge,
they are completely dependent
upon reliable, high precision
sensor data for their efficacy.

This interplay between the
sensor modalities, sensor fusion,
signal processing and AI has
profound effects on both the
advancement of smart, cognitive,
autonomous vehicles and the
confidence with which the safety
of drivers, passengers and
pedestrians can be ensured.
However, all is moot without
highly reliable, accurate, high
precision sensor information,
which is so foundational to safe
autonomous vehicles.

As with any advanced

technology, the more work done
on this, the more complex use
cases are identified that need to be
addressed. This complexity will
continue to confound existing
technology, so it is time to look
forward to next-generation
sensors and sensor fusion
algorithms to address these issues.

Like the original moonshot,
there is an aspiration that the
entire initiative of autonomous
vehicles will have a
transformative and long-lasting
impact on society. Moving from
driver assistance to driver
replacement will not only improve
the safety of transportation
dramatically, but it will also lead
to huge productivity increases. 

This future all rests on the
sensor foundation upon which
everything else is built.

Chris Jacobs is
vice president for
autonomous
transportation
and safety at
Analog Devices
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Amid an exponential rise in
the complexity of today’s
vehicles, where more than

40% of vehicle architecture now
consists of electronics, cyber
security is one of the most
pressing challenges facing the
industry. 

There’s no denying that today’s
vehicles are more complex than
ever before. Recent years have
seen huge leaps in technologies
designed to enable shared,
connected, intelligent, automated

Control the code, control the road
Anthony Martin
explains why 
prioritising 
operational 
resilience from the
design stages of a
vehicle is a must
for safety, security
and functionality

and electrified products and
services. 

Indeed, a modern car now
contains around 100 million lines
of software code, and is expected
to have around 300 million lines
of code by 2030. For comparison,
a passenger plane has around 15
million. 

As the industry moves towards
autonomous driving, the role of
the driver will be progressively
removed to increase safety. At the
same time, wireless connections

between vehicles and external
networks such as dedicated cloud
servers, the internet and intelligent
transport systems will not only
support autonomous driving
features but also open a vast
commercial landscape where data
are the new currency. 

Despite the evident long-term
socio-economic benefits this
presents for the end-user and
society, emerging technologies are
also driving some of the most
pressing challenges the industry

has ever faced, the most urgent of
which is cyber security. 

The automotive industry is
embarking on a journey that will
create the most complex super-
systems on the planet. The
inherent difficulty is ensuring
such systems not only operate
reliably, but improve the safety,
convenience and environmental
impact of mobility, while
operating in an IT infrastructure
that is under increasing scrutiny
for its security risks.

Rising threats
Rapid changes in vehicle
architectures and wireless
connectivity are increasing the
risk of cyber crime within the
automotive industry with the
vehicle and backend systems very
real targets for criminals. Cyber
security throughout the lifecycle
of the vehicle from design to
decommissioning is more
important than ever. 

Certainly, providing vehicle
resilience services is already a
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burgeoning market, with latest
figures from IHS Markit
predicting that global revenues
from the automotive security
sector will soar from $16m in
2017 to $2.3bn by 2025.

A major factor in this is public
trust; consumers expect robust
security as a standard and are
unlikely to consider seriously
adopting connected and
autonomous vehicles (CAVs)
unless this is publicly proven and
monitored regularly. 

As vehicle manufacturers face
ever-greater pressures to invest in
strong cyber-security measures in
their product lines, many are
taking a safety-first approach to
design, one that factors in
operational resilience right from
the offset. 

Operational resilience
For instance, vehicle development
has previously relied on satisfying
standards for well-known and
basic vehicle technologies.
However, it is now widely

acknowledged this approach will
not adequately reduce the risk of
catastrophic failure with the rapid
uptake of highly complex new
technologies. This is especially
true with the move towards the
mass deployment of emerging
technologies in CAVs. 

Instead, prioritising risk-based
cyber security in the product and
service design stages, along with
new approaches for operational
resilience, are a must for
sustainably ensuring the safety,
security and functionality of
future mobility. 

Although many have been vocal
about the need for vehicle
manufacturers to stay one step
ahead of the attackers, in reality
that is impossible.

This is an asymmetric problem
where our adversary is human,
unencumbered by rules and in
some cases resources, and can
exist in overwhelming numbers.
Whereas vehicle manufacturers
and their suppliers have only
finite resources and are limited in

their approach so as not to hinder
the convenience of the feature
they are trying to secure. 

For example, let’s consider the
popular topic of keyless entry.
There has always been a
longstanding battle between the
convenience of not getting keys
out, and the vulnerability of the
enabling technology. While the
easy answer would be to remove
the technology and the feature,
that is not really an option. Simply
put, these features sell cars and
the technologies drive economies.

Look at the high-profile attacks
and breaches in other sectors to
understand the enormity of the
task the automotive industry is
facing. Essentially, there is a need
to accelerate the maturity and
sophistication of cyber security
quickly and effectively. 

On the defence
So how can this be done? No
silver bullet exists. There isn’t a
single process, test or off-the-shelf
product that will instantly
transform the situation.
Significant work throughout the
industry is now converging on the
development and implementation
of a multifaceted approach that
will evolve throughout the entire
vehicle life-cycle, from concept
through to operation. 

A defence in-depth approach
must be taken, which involves
building in a set of layered
security measures aimed at
preventing, detecting,
understanding and responding to
attacks. This method must start at
the very beginning of the product
lifecycle and be embedded in all
stages: from initial concept
through development, production,
operation, maintenance and

Rapid changes in vehicle architectures and wireless connectivity is increasing the risk of cyber crime

Building in a set of layered security measures at the beginning of
product cycle is key to meeting cyber-security challenges Robust security is a major factor in winning public trust for CAVs

decommissioning.
Key to the success of this

approach is on-going monitoring
during the operation of connected
vehicles to ensure that when
issues do occur, they can be
detected, fully understood and
reacted to in the most effective
way. 

Operational monitoring also has
a fundamental role to play in
informing the risk-based
approaches used at the design and
development stages of products
and services.

Related to this is the need to
ensure that vehicle architectures
are flexible enough to accept both
proactive and reactive software
updates, and that this engineering
effort can provide a measured
level of resilience. In this way, the
cost of cyber security can be
balanced throughout the entire
vehicle life-cycle. 

Currently, the industry stands on
the precipice of a revolution,
seeking assurance about the level
of cyber security built into their

products and services, and
second-guessing their operational
cyber-security performance.
Placing connected vehicles into
service without robust end-to-end
operational monitoring would be
catastrophic for the development
of sustainable automotive cyber
security, for the safety of the
industry’s products and services,
and for understanding the level of
cyber security built into vehicles
and its effectiveness.

While zero risk will never be

attained, the industry can develop
vehicles using the best
engineering and test practices, and
then must respond to issues
arising in operation as they occur.

Of course, a significant amount
is known, and that learning can be
accelerated in safe and controlled
environments using development
security operations centres. These
environments need to be designed
specifically for vehicles, and must
adequately mimic the super-
system within which vehicles
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Any cyber-security approach requires on-going monitoring

must operate to ensure real world
modes of operation. 

In addition, advanced
techniques can support cyber-
security event detection,
understanding and response. 

Long road ahead
The global automotive industry is
in the middle of unprecedented
change, the likes of which has
never been seen before. While this
presents untold opportunities for

As the industry moves to increasingly connected vehicles, cyber security is a pressing challenge

future mobility, the industry has a
critical role to play in building
trust in emerging CAV
technologies, namely through
addressing the rising challenge of
cyber security. 

The good news is that there are
a growing number of state-of-the-
art facilities. However, key to the
success of this area will be a
unified industry-led collaborative
approach to tackling the global
issue prioritising risk-based cyber
security from the early
development stages of future

mobility. 

Anthony Martin is
head of vehicle
resilience technologies
at Horiba Mira

Adaptive cruise control
(ACC) is no longer just a
premium option for top

marques; it is rapidly becoming a
familiar feature in mid-range cars. 

The long range radar (LRR)
used by AAC systems operates in
a frequency of 76 to 77GHz while
those for short range radars, used
for other adas, such as blind spot
detection, collision migration and
lane assist, are being migrated
from 24GHz into the 77 to 81GHz
band to avoid radio astronomy
and earth exploration applications. 

At these frequencies, how the
sensors are mounted on the
vehicle can have significant
impact on insertion loss, which
influences the detection range and
the ability of the radar to provide
the levels of comfort and safety
that drivers are coming to rely on

CRUISINGCRUISING
Ferdinand Gerhardes tells the story of
adaptive cruise control and car emblems

in today’s ever denser traffic
conditions.

Some automotive manufacturers
flaunt their adas technology by
mounting the sensors to be clearly
visible. Others make them less
obtrusive by placing them behind
the car bumper, which thus acts as
the radome (a radar dome that
provides environmental protection
to the sensors), or behind their
brand emblem built into the
radiator cowling. 

The bumper radome or the
emblem radome cover should
minimally attenuate the radar
signals and be effectively
transparent to them. With bumpers
made of composite plastics and
covered with paint and lacquer,
some paint colours, such as silver
metallic, which has a high
concentration of metal particles,

will create higher reflections and
transmission losses. Some brand
emblems potentially provide a
cleaner answer but only if the
emblem itself has little effect.

LRR ACC uses a frequency-
modulated continuous-wave (FM
CW) radar, which enables both
the distance of an object and its
relative speed to be determined.
Essentially a comparison of the
frequency of the transmitted
signal with that of the received
reflected signal will yield the
reflecting object’s distance.
However, due to the Doppler
effect, the received frequency will
be reduced if the object is moving
away from the transmitter, and
increased if the object is moving
towards the transmitter. 

By varying the transmission
frequency in a saw tooth manner,
whereby the transmitted
frequency increases and then
decreases, while the amount of the
frequency shift due to the Doppler
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effect remains the same for both
edges of the saw tooth, it is
possible to extract both the
relative speed of the object and its
distance. In practice, the real
environment returns a multitude
of echoes. 

The vehicle in front must be
distinguishable from cyclists,
signs, pedestrians, vehicles,
lorries, kerbs and peripheral
buildings. To exclude these ghost
objects, different frequency ramps
with different gradients are sent
one behind the other. These
parameters also influence the
maximum range of the radar, the
maximum velocity that can be
measured, and their corresponding
resolutions.

The ACC unit is thus able to
identify the objects that are
relevant, their movement
attributes (stationary, moving,
accelerating, direction and so on)
and perform a course prediction to
estimate the line of travel, see Fig.
1. The vehicle is then able to

follow a preceding vehicle
automatically at a constant safe
distance and then speed up to the
set desired cruise control speed if
and when the lane is clear, until an
obstacle appears in its own lane. 

Any signal loss due to a radome
or emblem cover is two-way, due
to the attenuation of both the
transmitted and received signals,
which will reduce the initial
detection distance of an object. 

For example, if the maximum
detection range without a radome
is 157m and the two-way loss is 
-3dB, which equates to a halving
of the signal power, the range will
become 132m, a reduction of
25m. With a differential speed of
60km/h, this is equivalent to 1.5s
of lost reaction time. 

This does not even take into
account the effects of using a very
poor radome design, which could
cause a lot of back energy
reflections in the immediate
vicinity of the radar system, and
lead to a loading of the sensor
input stage, particularly if the
radome is close to perpendicular
to the direction of propagation.

Detection range
The emblem radome cover
consists of a visually transparent
plastic plate. To imitate the
normal chrome-look of the Fig. 5: Unwrapped phase versus frequency

Fig. 1: Selection of a target object when cornering; A to D are the
radar cones

Fig. 2: E-band two-port vector
network analyser

Fig. 3: Insertion loss map of
radome

emblem, a molecular metal layer,
such as indium, is applied, which
mimics the raised appearance of
the star emblem. This metal layer
is thin enough to be largely
transparent to millimetre waves,
while remaining clearly visible in
the shorter wavelengths that the
human eye is able to process.

In principle, two measurements
are required to assess the
transmission properties of
materials. In this case, insertion
loss provides a measure of the
attenuation of the radar signal
caused by the emblem cover,
which would lead to a reduction
in range. 

As the direction of the detected
object is calculated by using the
phase shift between the
transmitted and received signals,
the phase shift through the
emblem also needs to be
measured to check its consistency.
Then, to form a complete picture,
these measurements need to be
carried out over the frequency
range of the LRR and repeated
over the entire surface area of the
radome.

A vector network analyser
(VNA) in transmission mode was
used for the measurements. The
analyser was a dedicated and
ready-to-use E-band VNA for 55
to 92GHz applications, see Fig. 2. 

Fig. 4: Insertion loss along
radome

This type of small ruggedised
VNA, with its standard gui,
software, command syntax and so
on, is particularly suitable for
characterising materials and
antennas in industrial
environments, where a quick
setup-time and easy connection to
waveguides, using the native
WR12 interface, are advantages. 

For testing the emblem cover,
the ability to place the miniature
reflectometer modules close to the
test object, and their short- and
long-term thermal stability,
provided the required long-term
amplitude and phase stability. As
tests also needed to be carried out
repeatedly, the programming
compatibility of the VNA to IVI
(Interchangeable Virtual
Instruments Foundation) enabled
the total test time of the material
to be kept as short as possible 

The cover was held in a fixed
plane in a tray holder, which
could be driven in two
dimensions. The two elliptically
shaped PTFE antennas were held
in fixed positions above and
below, and in close proximity to
the tray holder. This antenna
design keeps nearfield effects low
as the wave front is planar almost
immediately after the antenna tip. 

Another variable that needed to
be considered was the distance

from the antennas to the emblem
cover under test. With a
separation of 80mm, the 3dB
beam width of the antenna’s
aperture was about 5˚, which led
to a spot size of almost 7mm.

Results and conclusions
Fig. 3 shows insertion loss
measurements versus frequency at
five positions across the emblem.
The observed maximum
attenuation at these five points is
approximately -1 dB (Fig. 4),
which would theoretically limit
the reduction in the radar
detection range to 10m. 

The unwrapped phase measured
at the same five points is shown in
Fig. 5. 

Due to dispersion, the phase
changes with frequency. Although
the starting position of the phases
of the three vertical measurements
are different, possibly caused by
the emblem being unevenly
positioned in the tray holder, the
traces are broadly linear with no
visible abnormalities, and thus the
permeability of the emblem has
no significant impact on the
radar’s ability to detect the
direction of an object.

The results of continuous
measurements, which were
carried out at 77GHz in two

perpendicular axes across the
middle of the emblem, support
these conclusions.

Further tests were carried out to
simulate the effect of various
additional materials, such as
pieces of rubber and copper. 

Although materials placed in
front of an FM CW car radar can
have a serious impact upon its
detection range, the results of
these tests show that the two-way
insertion loss caused by the
emblem is unlikely to be
problematic.

It can be assumed however, that
the presence of more lossy logo
materials, metallic paint and snow
or mud would potentially increase
two-way insertion loss and reduce
the detection range.

This principle therefore provides
automotive manufacturers with
more options when considering
how to position or hide sensors
while the number of sensors on a
vehicle inevitably increases. A
follow-up 2D study will
investigate the dielectric
properties of different multi-layer
materials, their permittivity and
permeability.

Ferdinand Gerhardes is
business development manager
for Anritsu in Germany
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Before an electric car can hit
the track, the electronics
must be thoroughly tested.

This also applies to the Formula
Student E racing cars. 

The Elefant Racing Team of the
University of Bayreuth in
Germany is using a handheld

READY TO RACE
How a Formula
Student team 
debugs its race car

oscilloscope for fast debugging of
the vehicle electrical system and
the high-voltage electrical system.
Using the oscilloscope, the team
captures the sensor data and
analyses them using the Can bus
decoding function. Thanks to its
isolated inputs, the instrument

reliably measures currents and
voltages up to 1kV. 

Every year, student teams from
numerous universities compete in
the Formula Student motor racing
competition, racing on world-
renowned tracks such as
Germany’s Hockenheimring, the
Czech Autodrom Most and the
Dutch TT Circuit in Assen. These
competitions are not only about
racing, but about static disciplines
such as evaluation, electrical

designs and business plans. 
The most prestigious discipline

is the endurance race, for which
nearly a third of all competition
points are awarded. Up to seven
vehicles compete against each
other over a distance of 22km.
The jury also evaluates the energy
efficiency of the vehicles. 

Endurance is a particular
challenge for Formula Student
participants driving electric
vehicles. Even a minor loose
contact can quickly mean the end
to their race. 

That is why the Elefant Racing
Team of the University of
Bayreuth has been using the
portable Rohde & Schwarz Scope
Rider oscilloscope already for two
seasons to measure EMC and
debug voltage supplies and Can
bus connections. 

Because it is battery-operated, it
suits working in the lab and on the
race track. In addition, it is rugged
and features isolated inputs for
voltage measurements up to 1kV
RMS.

Rugged
The robustness of the oscilloscope
was demonstrated in summer
2018. The team had an accident
during a return transport from the
training track. The trailer carrying
the racing car overturned, and the
car and most of the tools and
accessories were hurled across the
road. 

The racing car was a total write-
off, but the oscilloscope survived
the severe impact without any
trace of damage. 

The instrument complies with
protection class IP51 (IEC 60529)
and the applicable military
standards MIL-PRF-28800F class
three and MIL810 for shock and

vibration resistance.
Because of the accident, the

team had to finish the racing
season before the first competition
took place. However, the students
have used the time to equip the
new FR19 Loki electric racing car
with the latest technology: an
epicyclic gear designed by the
team and the latest four-wheel
drive technology, all controlled
via Can bus. 

Protocol analysis
When verifying devices and
modules of the electric system,
the team could quickly check
whether the correct voltage had
been applied everywhere and
whether bus communications such
as I2C, SPI or Can bus were
transmitted correctly. 

For automotive applications, the
oscilloscope’s triggering and
decoding options support not only
the conventional Can and Lin bus
protocols, but also protocol
analysis functions for the Sent
single edge nibble transmission, a
point-to-point protocol used for

Rugged oscilloscope survives
even violent shocks without a
trace of damage
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User menu for triggering and decoding option for Can bus signals

During a Can bus transmission, a missing terminal resistance 
led to a Can signal fault

Debugging at the side of the track using the triggering and
decoding option for Can bus signals

FR19 Loki is the Elefant Racing Team’s fastest car

sensor data transmission. 
This allows users to acquire

specific events, data or error states
of the fast and slow protocol
channels for Sent. It also supports
the short and enhanced message
format and the various CRC check
methods.

With the Can-FD triggering and
decoding option in combination
with the basic Can trigger and
decoding option, users can also
analyse Can-FD signals. At
transmission rates of up to
15Mbit/s, the Can-FD serial bus is
significantly faster than the
standard Can – up to 1Mbit/s –
and is gaining in importance. 

Decoded signals
The digital triggering and
decoding unit operates at a
sampling rate of 1.25Gsample/s,
irrespective of the analogue or
digital channel sampling rates
used for signal acquisition. This
makes it easy to decode serial
protocols even when very slow
time domain signals are displayed
at the same time. 

At the push of a button, the
oscilloscope displays the currently
analysed protocol in table format
together with additional protocol-
specific information. Another
benefit is support for symbolic
labels. Decoded control signals
are displayed in plain text, making
it easy to work with the
instrument. 

Verification
The oscilloscope repeatedly
helped reduce the time the team

had to spend on debugging. Long
before the racing season began, it
simplified PCB verification. It
took far less time than with a
typical multimeter for the team to
verify whether the correct voltage
was applied and whether bus
communications were error-free.

For this, the team has mainly
used SPI and Can bus protocols.
Once the electronics were
integrated into the vehicle, testing
within the vehicle started.

A red warning light is attached
to the highest point of the vehicle
and it must light up reliably
whenever high voltage is applied
outside of the battery box. During
verification, a Can bus
transmission fault was detected. It
became clear that a terminal
resistance had been forgotten
during implementation. 

Race track
The FR19 Loki is the Elefant
Racing Team’s fastest car. The
epicyclic gear permits efficient
power transmission. 

The all-wheel-drive system 
with wheel hub motors – each
35kW – and actuation via 
torque vectoring delivers optimal

road traction in curves. 
The vehicle won fifth place

during the endurance test at the
Dutch Assen race track. Three
weeks later on the
Hockenheimring in Germany, the
high-voltage system repeatedly
switched off, forcing the team to
withdraw from the race. 

To compete at the Autodrom in
Most just a few days later, the
technicians immediately began
searching for the cause. The first
analyses did not reveal any
software errors. Then the team
analysed the Can bus
communications finding no error.
Only measurements on the low-
voltage electrical system revealed
a voltage drop on the safety line. 

The high-voltage system can be
activated only when the safety
line carries voltage. Everything
pointed towards a short circuit,
which the team found on a wheel
suspension. It had been caused by
a poorly routed safety line wire
chafing against the linkage, and
that was easy to fix. The team
came in fourth in the endurance
test and overall at the next
competition in Most.

Eight in one 
The team is still using the
oscilloscope for debugging tasks.
It integrates up to eight
instruments combined with the
performance of a lab oscilloscope:
a digital trigger system, 33
automated measurement
functions, mask test mode and XY
operation mode, a logic analyser
with eight additional digital
channels, a protocol analyser for
debugging serial protocols, a data
logger for long-term monitoring
as well as a digital multimeter, a
spectrum analyser, a harmonic

analyser and a frequency counter. 
Users can operate the

oscilloscope like a tablet using the
touchscreen with 10bit vertical

resolution. They can also use the
extra-large keypad which makes
the instrument easy to operate
even when wearing gloves.
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Dual-channel output,
high-side switch 41V in-
telligent power devices
(IPDs) from Rohm are for
automotive ECUs in
transmission control, en-
gine control and other ve-
hicle systems.

The BV2Hx045EFU-C
semiconductor devices
protect electronic circuits
from breakdown, for ex-
ample due to overcurrent
during abnormalities. Un-
like conventional fuses,
semiconductor fuses can
protect circuits without
degrading or breaking
down, making it possible
to achieve maintenance-
free systems.

They can provide stand-
alone protection against
overcurrent by incorpo-
rating an original over-
current protection
function. Conventional
IPDs only protect against
inrush current at start-up,
so MCUs and overcurrent
detection ICs are needed
for protection of steady-
state currents, and there is
still the possibility of an
out-of-control situation
due to compatibility is-
sues with subsequent cir-
cuits connected to the
IPD output.

In contrast, these can
protect the system against
inrush and steady-state
overcurrent. The overcur-

Smart power devices
provide protection

rent protection range can
be adjusted with external
components.

They enable adjustment
of the inrush protection
time and abnormal cur-

rent threshold of the
steady-state current by
changing the external ca-
pacitor and resistor con-
stants.

An original protection
function delivers stand-
alone overcurrent protec-
tion for the entire system.
This makes it possible to
eliminate up to seven ex-
ternal parts compared
with conventional op-
tions.

Application examples
include ECUs, transmis-
sion control units, idle-
stop control units,
automotive lamps, hy-
draulic suspension con-
trol units and anti-lock
braking systems.

The S32G vehicle net-
work processors from
NXP Semiconductors
help the automotive
industry shift to domain-
based vehicle architec-
tures and are said to
provide reduced software
complexity and enhanced
security and safety.

The processors’ primary
role will be in service-ori-
ented gateways that will
help transform OEMs
from car makers into ve-
hicle data-driven service
providers.

They securely manage
data transmission around
the vehicle and protect
safety critical applica-

tions from nasty intent.
The software develop-

ment environment allows
developers to reuse R&D
work to respond more
quickly to changing vehi-
cle architectures.

There is public key in-
frastructure (PKI) support
for trusted key manage-
ment, enabled by its hard-
ware security engine
(HSE). The firewalled
HSE is the root of trust
supporting secure boot,
providing system security
services, and protecting
against side-channel at-
tacks.

Asil D capabilities in-
clude lock-step Arm

Network processor allows
shift to domain architectures

Cortex-M7 microcon-
troller cores, and an abil-
ity to lock-step clusters of
Cortex-A53 applications
cores.

The company has also
announced its multi-giga-
bit safe and secure Auto-
motive Ethernet switch,
the SJA1110, which is

optimised for integration
with S32G processors.
The switch is aligned to
the latest TSN standards
and offers integrated
100baseT1 phys, hard-
ware-assisted security
and safety capabilities,
and multi-gigabit inter-
faces.

Automotive-compliant,
real-time clocks from
Diodes provide low-
standby current for info-
tainment and telematics
boxes.

These are automotive-
compliant versions of its
PT7C-4363BQ and
4563BQ (with an ad-
justable timer) low-
power, real-time clocks

(RTCs). Their tempera-
ture range makes them
suitable for automotive
applications, including
infotainment systems,
dashboard displays and
telematics boxes.

They are qualified to
AEC-Q100 grade one,
covering the temperature
-40 to +125˚C.

They are PPAP capable
and are manufactured in
IATF16949 certified fa-
cilities.

An operating voltage of
1.3 to 5.5V enables flexi-
bility in design; backup
current is 400nA at 3.0V.

The parts can interface

directly to an external
32.768kHz crystal with
an equivalent series re-
sistance up to 100kΩ.

As well as providing an
RTC, the devices can de-
liver a square-wave out-
put with a selectable
frequency of 1, 32, 1024
or 32,768Hz. Accurate
time and date data are ac-
cessed through the I2C in-
terface.

Adjustments for the
number of days in the
month are automatic, and
an alarm function is in-
cluded.

They are available in
soic-8 packages.

Clocks reduce current for infotainment
Taiyo Yuden has com-
mercialised 11 products,
including the 1005-size
multilayer ceramic capac-
itor HMR105 B7103KV,
measuring 1.0 by 0.5 by

0.5mm, with a rated volt-
age of 100V and a capac-
itance of 0.01µF.

This compares with the
firm’s conventional prod-
uct UMR105 B7103KV,
which is the same size
and capacitance but with
a rated voltage of 50V. It
is also approximately
75% smaller than the
1608-size (1.6 by 0.8 by
0.8mm) HMR107
B7103KA with a rated
voltage of 100V and ca-
pacitance of 0.01µF.

The product is compati-
ble with AEC-Q200.

They can be used for
power line anti-noise
parts in on-board devices
for automotive power
trains such as engines and
transmissions.

Ceramic capacitors Vishay has extended its
TNPU e3 series of auto-
motive grade precision
thin-film flat chip resis-
tors with a component in
the 0402 case size.

Maximum resistance
change is up to 0.05% for
1000 hours at rated power
P70. Temperature coeffi-
cient is down to ±5ppm/K
and tolerance down to ±
0.02%. This makes the
AEC-Q200 qualified re-
sistors suitable for op
amp circuits.

Resistance values are
from 100Ω to 511kΩ. It
has moisture resistivity at
+85˚C, 85% RH, sulphur
resistance to ASTM B
809 and a temperature
range of -55 to +125˚C.

RoHS-compliant, they
have pure tin plating.

Thin-film resistors
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PPTC resettable fuses
from Bel Fuse-Circuit are
for automotive and Ether-
net applications.

The 0ZCF series of
2920 chip package size
surface mount resettable
fuses are AEC-Q compli-
ant and have an operating
range of 300mA to 5A, a
maximum current of
100A and a maximum
voltage of 6 to 60V DC,
with an operating temper-
ature of -40 to +85˚C.

They come in a broad
range of options, includ-
ing higher rated product
at 3.3, 4 and 5A.

With a fast trip time and
high hold currents, they
are for low-voltage (60V
or below) automotive and
Ethernet applications.

These include adas,
audio, ecall, cameras, bat-
tery management, on-
board diagnostics, engine
coolant systems, ventila-
tor control, ignition trans-
mission, GPS, navigation,
V2X, infotainment, vir-
tual dashboards, cabin
lights, headlights, plugs,
USB ports, cigarette
lighters, ECUs, braking
and parking sensors, mir-
rors, windows, door
locks, and car seats.

Resettable fuses

Winbond Electronics has
introduced high-speed
octal NAND flash as a
high-density serial low-
cost alternative to octal
NOR flash.

Claimed to be the
world’s first x8 octal in-
terface for NAND flash, it
can help automotive man-
ufacturers provide code
storage in high density
without having to pay a
premium and any special
hardware change for NOR
flash, a fast memory tech-
nology that scales poorly
at densities above
512Mbit.

The first product to in-
clude the interface, the
1Gbit W35N01JW, has a
maximum continuous
read throughput of
240Mbyte/s, three times
faster than the earlier
W25N-JW Qspi NAND
flash family. The single-
die W35N01JW is also
50% faster than the firm’s
W72N-JW family of dual
Qspi NAND devices,
which have dual dies in a
single package, and a
more complex x2, x4 and
x8 IO architecture.

Manufactured in a
46nm single level cell
NAND fabrication process,
the W35N-JW provides
data integrity and more
than ten years’ data reten-
tion. It is specified to per-
form more than 100,000
programme and erase cy-
cles.

NAND flash alternative to NOR

In applications such as
automotive graphics dis-
plays and adas, boot code
size is often larger than
512Mbit. NOR flash has
traditionally been used
for code storage, because
it is reliable, and its fast
read throughput supports
fast boot performance. At
densities above 512Mbit,
however, NOR flash scales
poorly, and die size and
cost become excessive.

Because NAND flash

technology scales well,
its cost is more attractive
at densities of 1Gbit and
higher, but conventional
NAND flash has been too
slow for functions such as
shadowing boot code to
dram.

The NAND flash from
Winbond offers partial
compatibility with octal
NOR flash, easing replace-
ment of NOR flash devices
in existing designs.

The standard 8 by 6mm
BGA package of the
W35N-JW is footprint-
compatible with serial
NOR flash products, and is
fully pin-compatible with
that of Xccela flash and
octal-flash NOR products.

The W35N-JW parts in-
clude a reset pin, a hard-
ware feature that supports
compliance with automo-

tive safety requirements.
This reset pin is compati-
ble with the pin-out of
equivalent NOR flash de-
vices, so users can retain
existing serial NAND soft-
ware for triggering a sys-
tem reboot.

The family operates at
up to 166MHz in single
data-rate mode, and up to
120MHz in double data-
rate mode. It operates
from a supply of 1.7 to
1.95V.

Data integrity is main-
tained by the on-chip 1bit
error correction code
(ECC). Data from ECC
operations help optimise
the chip’s bad block man-
agement.

Maximum write speed
is 16.9Mbyte/s to support
over-the-air firmware up-
dating in vehicles.

At last month’s SPIE
Photonics West in San
Francisco, Focuslight
Technologies announced
the FocusFlux AL01 lidar
laser module.

This is a high peak
power, 1064nm laser
module with a compact,
solid-state design. It fea-
tures a 1.5mJ 3ns laser
pulse based on Q-switch
technology.

Built-in glass diffusers
let it generate a configur-
able field of view (FoV)
of 125 x 25, 60 x 45 or

customised per request.
The module is engi-

neered for automotive
lidar and industrial appli-
cations. It is designed
with materials and
processes to meet auto-
motive grade reliability,
production and quality re-
quirements.

Flash lidar has become
a promising alternative
for automotive and indus-
trial applications with un-
usually large FoVs and
shorter detection ranges.
It can output an entire 3D

Laser module targets flash lidar
point cloud in one laser
flash in a few nanosec-
onds. Built-in diffusers
convert the output to eye
safe lasers.

It can lase as usual
under high (+80˚C) and
low (-40˚C) temperatures,
as defined and required
by automotive standards.

Anritsu has upgraded its
MT8870A universal
wireless test set to cut
LTE test times with auto-
matic LTE-V2X device
evaluations.

Two software options
have been added to meas-
ure RF characteristics of
3GPP-compliant LTE-
V2X (PC5) devices.

The options are
MX887068A LTE-V2X

Tx measurement and
MV887068A LTE-V2X
waveforms, providing
fully automatic, non-sig-
nalling based LTE-V2X
TRx tests.

Customers already
using the MT8870A can
extend its functionality by
installing the software,
with no need to invest in
new equipment.

With four TRX meas-

urement modules in-
stalled in the MT8870A,
four DUTs (devices under
test) can be connected
and measured simultane-
ously. Different wireless
systems can also be meas-
ured in parallel, cutting
measurement time and
the space taken up by test
equipment.

The software expands
the capabilities of the test
set, which is designed for
mass-production test of
multi-standard wireless
systems. In addition to
LTE-V2X and IEEE
802.11p (DSRC) for auto-
motive, the test set also
supports the latest 5G
sub-6GHz, LTE, NB-IoT,
Cat-M, wlan and Blue-
tooth standards.

Automatic V2X evaluation
added to wireless LTE tester

NeoPhotonics is sam-
pling high-power semi-
conductor optical
amplifiers (SOAs) and
narrow linewidth (NLW)
distributed feedback
(DFB) lasers for long-
range automotive lidar
applications.

The lasers can operate
in eye-safe wavelength
regions, and feature
1550nm wavelength
SOAs with more than
24dBm (250mW) output
power along with
1550nm NLW-DFB

lasers that enable automo-
tive lidar systems to see
further than 200m.

Current lidar for auton-
omous vehicles uses dis-
crete optical components
and employs direct detec-
tion measurement of the
reflected light intensity,
which limits range and
sensitivity. With coherent
technology, the range and
sensitivity increase by
measuring the phase of
the reflected light. Coher-
ent lidar is made with
chip-scale manufacturing

to cut costs and enable
high volume.

Chip scale manufactur-
ing requires coherent
photonic ICs powered by
low phase and intensity
noise semiconductor
lasers and high output
power semiconductor op-
tical amplifiers. NLW and
low phase noise lasers en-
able the precise phase
measurements required
by coherent detection and
optical amplifiers to boost
the optical signal power
for long reach detection.

Lasers sample for lidar use
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Automotive LED drivers
and controllers from On
Semiconductor can sim-
plify the task of designing
efficient and reliable
lighting with functional-
ity to enhance road safety.

There are four devices
aimed at low power solid-
state lighting.

The family comprises
two LED drivers (NCV-
7683 and NCV7685) and
two current controllers
(NCV7691 and NCV-
7692).

The NCV7685 and
NCV7683 integrate
twelve and eight linear
programmable current
sources, respectively, en-
abling multiple strings of
LEDs to be driven with
up to 100mA per channel.
The devices provide an
array of configurability
options, including daisy-
chaining, illumination

level control, current reg-
ulation, sequencing func-
tionality and channel
combination.

The NCV7685 incorpo-
rates an 8bit I2C interface
with CRC8 error detec-
tion for individual output
current adjustment via
pulse width modulation
(PWM), and for diagnos-
tics – including detection
of an open LED string or
under-voltage condition –
a dedicated diagnostic pin
is available.

The NCV7685 may be
powered with a DC-DC
controller or LDO voltage
regulator, depending on
design requirements.

The NCV7691 provides
a regulated wide current
range for driving LEDs in
one or multiple strings,
with only an external
NPN bipolar transistor
and a feedback resistor.

LED drivers simplify lighting design

The driver provides de-
sign flexibility to add ad-
ditional single channels to
multichannel systems,
and supports a dimming
function via its PWM
input. It includes open

string, short circuit and
thermal shutdown.

The derivative NCV-
7692 offers a faster
response time and a
reduced threshold for
open load detection.

A three-phase SiC mosfet
intelligent power module
(IPM) platform from
Cissoid is targeting e-mo-
bility applications.

This module includes a
three-phase water-cooled
SiC mosfet module with
built-in gate drivers.

Co-optimising the elec-
trical, mechanical and
thermal design of the
power module and its
proximity control, this
scalable platform could
improve time to market
for electric car OEMs and
electric motor manufac-
turers willing to adopt
SiC-based inverters for
more efficient and com-
pact motor drives.

The first product out of
this scalable platform is a
three-phase 1200V, 450A
SiC mosfet IPM with
low conduction losses,
3.25mΩ on resistance,
and low switching losses,
with 8.3mJ turn-on and
11.2mJ turn-off energies

at 600V, 300A.
It is said to reduce

losses by at least a factor
of three compared with
IGBT power modules.
The module is water-
cooled through a light-
weight AlSiC pin-fin
baseplate for a junction-
to-fluid thermal resist-
ance of 0.15˚C/W.

The power module is
rated for junction temper-
ature up to +175˚C. The
IPM withstands isolation
voltages up to 3.6kV at
50Hz for one minute.

The built-in gate driver
has three on-board iso-
lated power supplies, one
per phase, each delivering
up to 5W to drive the
module up to 25kHz and
at ambient temperatures
up to +125˚C.

Peak gate current up to
10A and immunity to
high dV/dt (>50kV/µs)
enable fast switching of
the power module and
low switching losses.

SiC mosfet module
targets e-mobility

In the latest release of
Parasoft C/C++ Test, a
unified C and C++ devel-
opment testing environ-
ment for real-time safety-
and security-critical em-
bedded applications and
enterprise IT, Parasoft has
applied a different ap-
proach to expedite soft-
ware code analysis
findings and increase the
productivity of automated
software testing, allowing
teams to achieve industry
compliance standards
more easily.

This version (2020.1)
integrates a technique for
increasing structural cov-
erage from unit testing
through code analysis for
C/C++ and Java. This re-
duces the burden of test-
ing efforts required by
standards such as ISO
26262.

Its application of AI and
machine learning helps
organisations with the
adoption of static analy-
sis. The AI reviews new
static analysis findings in
the context of historical
interactions with the code
base and prior static
analysis findings to pre-

dict relevance and priori-
tise the new findings.

With expanded cover-
age for updated security
standards, Autosar C++
14 and the Misra C: 2012
amendment two (see page
four), it provides support
for automated enforce-
ment of industry coding
guidelines.

There are integrations
with Polarion, Code-
Beamer and Jira for re-
quirements traceability.
The bidirectional data
exchange bridges the gap
between requirements
and the tests that validate
them, to offer traceability
down to the code being
developed, helping fulfil
compliance to developing
process standards such as
ISO 26262.

With standard prerequi-
sites to establish trace-
ability of software
requirements to test
cases, Parasoft has built
integrations with popular
application lifecycle man-
agement products. The
integrations establish
traceability from software
requirements to test
cases.

AI and machine learning
boost software testing


